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2 Theorem Proving

* Computer Aided Verification
* Automatic

> Formal Structure
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¥ Deduction

? Soundness
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2 Godel’s Incompleteness Theorem
3 Sound and Complete

* Analytic Sciences

> First Order Logic

® Decidable

” Tautology
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> Automata

§ Automata-based Model Checking
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! Post Correspondence Problem
% Recursive
? Reduction
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" Turing Machine
? Trivial
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' Recursively Enumerable

* Breadth First

? Turing Recognizable

# Recognizer Turing Machine
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MODULE main

VAR
network : {syn, ack, synack, nul};
procl : process player (network);
proc2 : process attacker (network);
ASSIGN
init (network) := nul;
SPEC

AG (procl.state=synrcvd -> AF (procl.state=idle))
MODULE attacker (network)

VAR
state: {idle, synsnt, synrcvd, synackd, synackrcvd,
synackackd, ackrcvd};
consume : boolean;
ASSIGN
init (state) := idle;
next (state) := {idle, synsnt};

next (network) :=

case
state=synsnt : syn;
1 : nul;
esac;
consume :=
case

state=idle : 0;

A



state=synsnt

0;

synackrcvd,

{synackrcvd};

state=synrcvd 0;
1 :1;
esac;
MODULE player (network)
VAR
state: {idle, synsnt, synrcvd, synackd,
synackackd, ackrcvd};
consume: boolean;
ASSIGN
init (state) := idle;
next (state) :=
case
state=idle & network=nul {idle, synsnt};
state=idle & network=syn synrcvd;
state=synsnt & network= synack
state=synrcvd synackd;
state=synackd & network=ack ackrcvd;
state=synackd {idle, synackd};
state=synackrcvd synackackd;
state=synackackd {idle, synackackd};
state=ackrcvd: {idle, ackrcvd};
1 : state;
esac;
next (network) :=
case
state=idle nul;
state=synsnt syn;
state=synackd synack;
state=synackackd ack;
1 : nul;
esac;
consume :=
case
state=idle 0;
state=synsnt 0;
state=synrcvd 0;
1 :1;
esac;
FATIRNESS
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running

-—- specification AG (procl.state = synrcvd -> AF procl.st...

-- as demonstrated by the following execution sequence
state 1.1:

network = nul

procl.state = idle

procl.consume = 0

proc2.state = idle

proc2.consume = 0

state 1.2:

[executing process proc?2]

state 1.3:
[executing process proc?2]

proc2.state = synsnt

state 1.4:
[executing process procl]
network = syn

proc2.state = idle
state 1.5:
network = nul

procl.state = synrcvd

state 1.6:

[executing process procl]

-- loop starts here --

state 1.7:
procl.state = synackd
procl.consume = 1
state 1.8:

[executing process procl]

state 1.9:
[executing process proc2]

network = synack

is false



state 1.10:

network = nul

resources used:

processor time: 0.03 s,
BDD nodes allocated: 2847
Bytes allocated: 1045152

BDD nodes representing transition relation:

\A

146 + 14
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MODULE main

VAR
network : {syn, ack, synack, nul};
procl : process player (network);
proc2 : process attacker (network);
ASSIGN
init (network) := nul;
SPEC

AG (procl.state=synrcvd -> A[! (procl.consume &
'proc2.consume) U procl.state=idle])

MODULE attacker (network)

VAR
state: {idle, synsnt, synrcvd, synackd,
synackackd, ackrcvd};
consume : boolean;
ASSIGN
init (state) := idle;
next (state) := {idle, synsnt};

next (network) :=

case
state=synsnt : syn;
1 : nul;
esac;
consume :=
case

\At

synackrcvd,



state=idle : 0;

state=synsnt : 0O;
state=synrcvd : 0;
1 :1;
esac;
MODULE player (network)
VAR
state: {idle, synsnt, synrcvd, synackd, synackrcvd,
synackackd, ackrcvd};
consume: boolean;
ASSIGN

init (state) := idle;

next (state) :=

case
state=idle & network=nul : {idle, synsnt};
state=idle & network=syn : synrcvd;
state=synsnt & network= synack : {synackrcvd};

state=synrcvd : synackd;

state=synackd & network=ack : ackrcvd;
state=synackd : {idle, synackd};
state=synackrcvd : synackackd;
state=synackackd : {idle, synackackd};

state=ackrcvd: {idle, ackrcvd};

1 : state;
esac;
next (network) :=
case
state=idle : nul;
state=synsnt : syn;
state=synackd : synack;
state=synackackd : ack;
1 : nul;
esac;
consume :=
case
state=idle : 0;
state=synsnt : 0O;
state=synrcvd : 0;
1 : 1;
esac;

Yy



FAIRNESS

running

-— specification AG (procl.state

synrcvd -> A((! (procl....

-- as demonstrated by the following execution sequence

state 1.1:

network = nul
procl.state = idle
procl.consume = 0
proc2.state = idle

proc2.consume = 0

state 1.2:

[executing process proc?2]

state 1.3:
[executing process proc?2]

proc2.state = synsnt

state 1.4:
[executing process procl]
network = syn

proc2.state = idle

state 1.5:
network = nul

procl.state = synrcvd

state 1.6:

[executing process procl]

state 1.7:
procl.state = synackd
procl.consume = 1

resources used:

processor time: 0.04 s,
BDD nodes allocated: 2599
Bytes allocated: 1045152

BDD nodes representing transition relation: 146 + 14

Y¥
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MODULE main

VAR
network : {syn, ack, synack, nul};
procl : process player (network);
proc2 : process attacker (network);
ASSIGN
init (network) := nul;
SPEC

AG (procl.state=synrcvd -> AG ! (procl.consume &
!'proc2.consume))

MODULE attacker (network)

VAR
state: {idle, synsnt, synrcvd, synackd, synackrcvd,
synackackd, ackrcvd};
consume : boolean;
ASSIGN
init (state) := idle;
next (state) := {idle, synsnt};

next (network) :=

case
state=synsnt : syn;
1 : nul;
esac;
consume :=
case

Yo



state=idle : 0;

state=synsnt : 0O;
state=synrcvd : 0;
1 :1;
esac;
MODULE player (network)
VAR
state: {idle, synsnt, synrcvd, synackd, synackrcvd,
synackackd, ackrcvd};
consume: boolean;
ASSIGN

init (state) := idle;

next (state) :=

case
state=idle & network=nul : {idle, synsnt};
state=idle & network=syn : synrcvd;
state=synsnt & network= synack : {synackrcvd};

state=synrcvd : synackd;

state=synackd & network=ack : ackrcvd;
state=synackd : {idle, synackd};
state=synackrcvd : synackackd;
state=synackackd : {idle, synackackd};

state=ackrcvd: {idle, ackrcvd};

1 : state;
esac;
next (network) :=
case
state=idle : nul;
state=synsnt : syn;
state=synackd : synack;
state=synackackd : ack;
1 : nul;
esac;
consume :=
case
state=idle : 0;
state=synsnt : 0O;
state=synrcvd : 0;
1 : 1;
esac;
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FAIRNESS

running

-- specification AG (procl.state = synrcvd -> AG (! (procl... is false
-- as demonstrated by the following execution sequence

state 1.1:

network = nul

procl.state = idle

procl.consume = 0

proc2.state = idle

proc2.consume = 0

state 1.2:

[executing process proc2]

state 1.3:
[executing process proc?2]

proc2.state = synsnt

state 1.4:
[executing process procl]
network = syn

proc2.state = idle

state 1.5:
network = nul

procl.state = synrcvd

state 1.6:

[executing process procl]

state 1.7:
procl.state = synackd
procl.consume = 1

resources used:

processor time: 0.016 s,

BDD nodes allocated: 2743
Bytes allocated: 1045152

BDD nodes representing transition relation: 146 + 14
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MODULE main

VAR
network : {syn, ack, synack, nul};
procl : process player (network);
proc?2 : process attacker (network);
ASSIGN
init (network) := nul;
SPEC

AG (procl.state=synrcvd -> AG ! (procl.consume &
!'proc2.consume))

MODULE attacker (network)

VAR
state: {idle, synsnt, synrcvd, synackd, synackrcvd,
synackackd, ackrcvd};
consume : boolean;
ASSIGN
init (state) := idle;
next (state) := {idle, synsnt};
next (network) :=
case
state=synsnt : syn;
1 : nul;
esac;
consume :=
case
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state=idle : 0;

state=synsnt : 0O;
state=synrcvd : 0;
1 :1;
esac;
MODULE player (network)
VAR
state: {idle, synsnt, synrcvd, synackd, synackrcvd,
synackackd, ackrcvd};
consume: boolean;
ASSIGN

init (state) := idle;

next (state)

case
state=idle & network=nul : {idle, synsnt};
state=idle & network=syn : synrcvd;
state=synsnt & network= synack : {synackrcvd};
state=synrcvd : synackd;
state=synackd & network=ack : ackrcvd;
state=synackd : {idle, synackd};
state=synackrcvd : synackackd;
state=synackackd : {idle, synackackd};
state=ackrcvd: {idle, ackrcvd};
1 : state;

esac;

next (network) :=

case
state=idle : nul;
state=synsnt : syn;
state=synackd : synack;
state=synackackd : ack;
1 : nul;
esac;
consume :=
case

state=idle : 0;
state=synsnt : 0O;
state=synrcvd
state=synackd

1 :1;
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esac;
FAIRNESS

running

-— specification AG (procl.state = synrcvd -> AG (! (procl... is true

resources used:
processor time: 0 s,

BDD nodes allocated: 945
Bytes allocated: 1045152

BDD nodes representing transition relation: 146 + 14
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————— 8<--—---server.tg

#locs 4

#trans 5

#clocks cl

#sync SYN ACK SYNACK

loc: O

prop: LISTEN

invar: TRUE

trans:

TRUE => SYN; cl:=0; goto 1
loc: 1

prop: SYNRCVD

invar: cl<=40

trans:

TRUE => SYNACK; cl:=0; goto 2
loc: 2

prop: SYNAcCKD

invar: cl<=75

trans:

cl<=75 => ACK; cl:=0; goto 3
cl=75 => TIMEOUT1l; cl:=0; goto O
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loc: 3

prop: ACKRCVD

invar: cl<=100

trans:

cl1l=100 => END1; cl:=0; goto O
————— 8<-----attacker.tg
locs 2

#trans 3

#clocks c3

#sync SYN ACK SYNACK

loc: O

prop: REST

invar: TRUE

trans:

TRUE => SYN; c3:=0; goto 1
loc: 1

prop: FAKESNT

invar: TRUE

trans:

TRUE => SYNACK; c3:=0; goto O
TRUE => ACK; c3:=0; goto 0
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ABSTRACT

Cryptographic protocols should survive hostile environments,
intruders, denial of service attacks and so on. In this way, proving a
protocol secure is important and hard to achieve regarding reactive
nature of the protocol itself. Formal verification methods can help us
with getting some kind of assurance about the security of reactive
facet of protocols. This thesis, at the first part will study theoretical
and computational limits of a general formal verifier for security
protocols. Then a survey of existing methods will come, categorized
in algebraic and logical approaches. Existing solutions mainly
consider security in the realm of secrecy and authentication, while
denial of service attacks are quite common these days. In the second
part we devise a novel framework to formally specify and define
these kinds of attacks, which could be easily handled by typical
model checkers. As a case study, SYN attack against TCP/IP protocol
is studied and the correctness of SYN Cookie method (a usual

remediation for SYN attack) is formally proved.

Keywords: Formal Methods, Verification, Cryptographic
Protocols, SYN Attack, Real-time Systems.
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